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Image Steganography for Hiding Hangul Messages in Hybrid
Technique using Variable ShiftRows
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Abstract Information plays an important role in modern society. Most of the information is
processed and moved in the digital space. In cyberspace, confidential communication based on
resistance and security is fundamental. It is essential to protect the information sent and
received over the network. However, information may be leaked and forged by unauthorized
users. The effectiveness of the existing protection system decreases as an innovative technique
is applied to identify the communication contents by a third party. Steganography is a
technique for inserting secret information into a specific area of a medium. Stegganography
and steganalysis techniques are at odds with each other. A new and sophisticatedly
implemented system is needed to cope with the advanced steganalysis. To enhance
step-by-step diffusion and irregularity, I propose a hybrid implementation technique of image
steganography for Hangul messages based on layered encryption and variable ShiftRows. PSNR
was calculated to measure the proposed steganography efficiency and performance. Compared
to the basic LSB technique, it was shown that the diffusion and randomness can be increased
even though the PSNR decreased by 1.45%.
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Fig. 1. Column-wise shuffling and row-by-row
shift using ShiftRows
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Fig. 2. Shifting process using ShiftRows
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Table 2. Performance of the proposed method

Bit LSB Ji(2022) Proposed

plane | \SE | PSNR | MSE | PSNR| MSE | PSNR
Ist | 0.493)51.199] 0.507|51.083| 0.484( 51.279

2nd | 2.326| 44.464| 2.229|44.651| 2.281| 44.549

3rd | 10.192| 38.048| 10.491| 37.923| 11.276 37.609

4th | 21.839| 34.738| 31.260| 33.181| 33.659| 32.860
5th |149.917| 26.372| 147.341| 26.447| 159.563| 26.101
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