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ABSTRACT

Since the advent of Bitcoin, various virtual assets have been actively traded through virtual asset services of virtual asset exchanges.
Recently, security accidents have frequently occurred in virtual asset exchanges, so the government is obligated to obtain information
security management system (ISMS) certification to strengthen information protection of virtual asset exchanges, and 56 additional
specialized items have been established. In this paper, we compared the domain importance of ISMS and CryptoCurrency Security Standard
(CCSS) which is a set of requirements for all information systems that make use of cryptocurrencies, and analyzed the results after mapping
them to gain insight into the characteristics of each certification system. Improvements for 4 items of High Level were derived by classifying
the priorities for improvement items into 3 stages: High, Medium, and Low. These results can provide priority for virtual asset and
information system security, support method and systematic decision-making on improvement of certified items, and contribute to

vitalization of virtual asset transactions by enhancing the reliability and safety of virtual asset services.
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Table 1. ISMS-P Certification Components

Certification Part

Domain(Number of Components)

1. Establishment and Operation
of Management System (16)

1.1 Establishment of Management System Foundation(6)
1.2 Risk Management(4)

1.3 Management System Operation(3)

1.4 Management System Inspection and Improvement(3)

ISMS-P 2. Protection Requirements (64)

2.1 Policy, Organization, and Asset Management(3)
2.2 Human Security(6)

2.3 Outsider Security(4)

ISMS 2.4 Physical Security(7)

2.5 Authentication and Rights Management(6)

2.6 Access Control(7)

2.7 Encryption Enforcement(2)

2.8 Information System Introduction and Development Security(6)
2.9 System and Service Operation Management(7)
2.10 System and Service Security Management(9)
2.11 Accident Prevention and Response(5)

2.12 Disaster Recovery(2)

3. Requirements for each Stage
- of Personal Information
Processing (22)

3.1 Protection Measures when Collecting Personal Information(7)

3.2 Protection Measures for Retention and Use of Personal Information(5)
3.3 Protection Measures when Providing Personal Information(3)

3.4 Protection Measures when Personal Information is Destroyed(4)

3.5 Protection of Data Subject Rights(3)
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Fig. 1. Components Ratio by Domain; (A) Virtual Asset Business Checklist Ratio by ISMS, (B) Components Ratio by CCSS
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1.1 Laying the foundation for the

management system 1.1 Key / Seed Generation

1.2 Risk Management

1.3 Management system operation 1.2 Wallet Creation

1.4 Management system inspecton and...

2.1 Policy, Organizafion, and Asset... 1.3 Koy Storage

2.2 Human Security

2.3 Quisider Sacurity

2.4 Physical Security 1.4 Key Usage

2.5 Authentication and Permission...

2.6 Access Control 1.5 Key Compromise Protocol (KCF)

2.7 Eneryplion Enforcement 1.6 Keyholder Grant/Revoke Policies
& Procedures

2.8 Informatior system infroduction and
SECUI
. 2.1 Security Audits / Pentests
2.8 System and service operation
management
2.2 Data Sanitizafon Policy {D5P)
2.10.System and senvice Securty...

3 2.3 Proof of Reseve (PoR)
2.11 Accident Prevention and Response

2.12 Disaster Recovery 2.4 Audit Logs

Fig. 2. Results of ISMS and CCSS Components Mapping
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Table 2. Component Materiality Rating Factors and Ratings

Classification Influence LD M@) HG)
Risk L(1) M(2) HB) L(1) M(Q) H(3) L(1) MQ) H(3)
L(1) 3 4 5 4 5 6 5 6 7
CCSS weights M(Q2) 4 5 6 5 6 7 6 7 8
H3) 5 6 7 6 7 8 7 8 9
Importance Class Score
High 8~9
Medium 5~=7
Low 3~4
Table 3. Importance Evaluation Result of Nonapplied Components
Component Influence Risk CCSS weights Importance Class
1.1.1 Operator-created Key/Seed H H H H
1.2.3 Deterministic wallets M H M M
1.2.5 Organizational distribution of keys M L L L
1.3.5 Backup key has tamper-evident seal L M M M
1.3.6 Backup key is encrypted M M L M
1.4.3 Operator reference checks M H H H
1.4.4 Operator ID checks M H H H
1.4.5 Operator background checks M L L 1L,
1.4.6 Spends are verified before signing M H M M
2.3.1 Proof of Reserve Audits M H H H
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Table 4. ISMS Improvement Components

Domain Component

Checklist (new) CCSS Component
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Management of Key
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2.2. Human Security
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2.7.1 Password Policy

2.7 Encryption applied L
Application
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erating Keys/Seeds?

2.10 System and Service 2104 Electronic

In order to prevent loss of funds through malicious author-
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. 2.10.4 Electronic Are Proof of Reserves for all funds held by the information
2.10 System and Service . ) ) o
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