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Multi-type object detection—based de-identification technique for personal infor
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ABSTRACT

As the Internet and web technology develop around mobile devices, image data contains various types of
sensitive information such as people, text, and space. In addition to these characteristics, as the use of SNS
increases, the amount of damage caused by exposure and abuse of personal information online is increasing.
However, research on de-identification technology based on multi-type object detection for personal information
protection is insufficient. Therefore, this paper proposes an artificial intelligence model that detects and de-identifies
multiple types of objects using existing single-type object detection models in parallel. Through cutmix, an image in
which person and text objects exist together are created and composed of training data, and detection and
de-identification of objects with different characteristics of person and text was performed. The proposed model
achieves a precision of 0.724 and mAP@.5 of 0.745 when two objects are present at the same time. In addition,
after de-identification, mAP@.5 was 0.224 for all objects, showing a decrease of 0.4 or more.
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