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DGA-based Botnet Detection Technology using N-gram

Jung Tl Ok , Shin Deok Ha , Kim Su Chul , Lee Rock Seok

ABSTRACT

Recently, the widespread proliferation and high sophistication of botnets are having serious consequences not o
nly for enterprises and users, but also for cyber warfare between countries. Therefore, research to detect botnets
is steadily progressing. However, the DGA-based botnet has a high detection rate with the existing signature and st
atistics—based technology, but also has a high limit in the false positive rate. Therefore, in this paper, we propose
a detection model using text-based n-gram to detect DGA-based botnets. Through the proposed model, the detecti
on rate, which is the limit of the existing detection technology, can be increased and the false positive rate can als
0 be minimized. Through experiments on large-scale domain datasets and normal domains used in various DGA b
otnets, it was confirmed that the performance was superior to that of the existing model. It was confirmed that the
false positive rate of the proposed model is less than 2 to 4%, and the overall detection accuracy and F1 score are
both 97.5%. As such, it is expected that the detection and response capabilities of DGA-based botnets will be improved th
rough the model proposed in this paper.

Key words : DGA, Botnet, intrusion detection
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213k DGA 7]&2 o] 83 XUl DGA 7]9ke] & 0071 &A ®xE 7Ntez Axtstch A
Jolgha s, Ho]E HEi= Alexa(DN Pedia, nd)7} <%&
AUl o2 DGA 7]4S A, 9, Aol A& w1 74 °J7l A= FHAQ Eﬂﬂ‘ﬂ o] & 100,0
Aoz Masle e 2= WMo AR o]& 00711¢}F Conficker B Zeus Hullel Al Ak oF 2
sfol Qoo el ol Ay @k tee pGa  000El =RIR) elEe 2 ASI. Naive Ba
71eke] Bl F sl GameoverZeus © gk ves, KNN, SVN, DT, RF& 3¢ vtadd <
Aroltl. dlY Bule Unl S ZhS o] 435 Yd5S AHEste] A mgkg 7INke] B gxrd
A WA A= AT, TR A= 8 < TAs e AFedth A3 Ade oA 2A
ZA8 2o] Hex groz Wi & s E3) Eg7t dAlelM 7 2 %k(9230‘7«] s
Z85 52 ol~7|Z=d US(Mapping)dte] & Lo} 480%2 2¥&)S AlTsie dRYUEFAS
wole TAET. J|EHow odumul x} 8o HojErh At BEo] HA A A 4
Foz FHAT T, A9l Erooms o NASE BAW 2FEel ok AHe BF ¥
m’, “net’, ‘biz, ‘org’S 7FAA €tk ok 7.70% %5 H.olFt} Hoang and Nguyen(2018)
< Axshg 7gke] maleyd V)es AREske] &

HARD =Hl o]F Eul A4 =wQl o] &

2.2 DGA 71%te] XYl gXo] &% AT BE= JmoR 3= DGA Hul SHnds A
AolA Aol o] X2 24 DNS AH heteint. 1E5E Agkd mds PFAet A5t
E 283l U Dol Eul C&C AW TP 7] 918 1670¢] n-gram 5733 270 & X
F2E Zevh Wb DNS Efgoy 48 EAS x3sto] 18709 wHel EAS AFEE A
TUHYsn BA5E By B35S A 5= < Attt 1671] n-gram 54 F 879 &
g £&ol @ 2 ot} o]yd YE= sutow Qe ZF =r9le] 2-gram F& EALS 7ute
kel ApAEe] ATE Fysgod, E3), H 2 AL I YA 8] B2 =Ml 3-gr
oang and Nguyen (2018)[7], Qiao et al. (2019) am i EAES 7Wte g Alatdoh A3 o
[13], Hostiadi et al. (2020)[15] & DNS EZz| ol M E+& Alexa(DN Pedia, n.d)[13]°] <]
I 752 AR B9l T2 BuS &3 A7 wWAZ 30000709 A4+ Cuﬂ°l °]5% D
L e Aottt 25e el Zolst oAk GA Hul(Netlab 360, n.d)[12]o14 A+&3H= 30,0
e ¥33 DNS “Wdl 7|55 Abgste] g 00709 o =l o]Fo® FAETh dolr
oA AAE FHZ S Erel o]E3} oAl F H|o] Z(naive Bayes), KNN, SJAME4 Eg 2 A
2k9] =2l o] H(PDN)S FHslgith =Sl o H P RES} 2e HEAQ ARty 7]

<3t 1> DGA 7|dte] Zul gxjof] i3 o2& AT

22k Aotz ACC(%) | F1(%) R
Truong and Cheng (2016)(12) | J48 Decision Tree 92.30 - ZhebspA ek e vkgo] =5(7.70%)

Various Learning

Hoang and Nguyen (2018) (7] 90.90 | 90.90 | zZElAIRE, SRMEo] =5(9.30%)

Methods
Qiao et al. (2019)(13) LSTM Deep Learning 94.58 AQD 2wt 2 28 v$(5%)
Zhao et al. (2019)(14) n-gram Statistics 94.04 - Quhgo] =5(7.42%)
Hostiadi et al. (2020)(15) Statistics 89.16 - QuHo] =5(10%)
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<% 2> DGA €x#E &4 (44)[16]

DGA 54
tld: tk, com, pages.dev
sld: A fix length of 9, a-z chars;
27 domains per month
banjori . .
e.g’ nerjyzkup.com
knjpeuzyr.tk
zrkyenupj.pages.dev
tld: ru, com, net, biz, cn
sld: A fix length of 18, mix a-z
and 1-8; Generated 10000
. domains, actually infinity in
rovnix theory
e.g: c7thuhy8agn43zzgi.biz
aby71fqwc3ail2wseh.com
Iryjablrm835m7byr8.ru
tld: variant, depend on seed
sld: Fix length of 12, a - y;100 |
200 | 1000 domains in total,
tinva depend on seed
e.g: nvfowikhevmy.com
oykjietwrmlw.ru
oqxvkgnpxhyi.in
tld: [biz, com, net, org, info, ccl
sld: A length of 6-15, a-z; 5000
domains per two days
pykspa .
e.g: agadss.biz
ynrvwgfgbex.org
ssegsguiwcymao.biz
tld:  bazar
sld: A fix length of 12; 2160
bazardo domains per month
or e.g: aceijlahgijp.bazar
acfiimahhiiq.bazar
efhijkekjijo.bazar
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|4l Netlab 360 DGA ZZAEq]
HolE Al o2 61719 DGAZ TAY &
tlo]HAlS ARSI 16].

>
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e

4.1 delgAl

2 Ao AFEE Hlo]E A2 Netlab 3601 A4
AFE oAz 2016 dHE #|Z38)A4 BotNe
tell ot dlolElE 3, Fristal Aok S
ol Alell Al £3d DGA Families:s @A, 6171
T = o] ArH14].

<3 3> DAG Families dlo]&{4l

NO | Class | DGA Families dlelg] 4
1 legit alexa 1,000,000
2 Botnet banjori 483,072
3 Botnet rovnix 179,995
4 Botnet tinba 102,115
5 Botnet pykspa_vl 44,598
6 Botnet flubot 30,000
7 Botnet bazardoor 28,410
8 Botnet simda 30,280
9 Botnet ramnit 20,058
10 | Botnet ranbyus 13,640
11 | Botnet | gameoverzeus 12,000

<E 3>elA Wi vhs} o] B =EolAE AL
31 HolEHAe A4 w02 Alexa(DN Pe
dia, nd[17] 14 &9 W2 743 Q7] Qe F
WA EWel o]F 100000078 BA BEES

b R A
7Idte 2 3o, 6171 Ul {3 (banjori, rov



nix, tinba, pykspa_vl %) ¢ 10712 ¥4l &
ol A A 921,360712] oA EwQoz FA
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4.2 dl°Ig HA2
dlole] dxje] @Al= dolEle mAledelA

AREE = gl HlolE o FHE Ad]shs dAle]
ot WA, delHAl A T5 dHolEE Al
=4, A% =vddat 29l 1070e] DGA &arel&

ARz A =

Z10% A9 golgE FEFAh &WH, o7} 2
A wAE A, U AR SeaAte] W=

R é(ulﬂ)@rﬁt} 4ol

§l wArd el Mins SA(A)3} (36+36-129

staL, 3, 2& ZAdo] 384 o g

43 2% &7

B 238 378 Ubuntu 18.04.2 LTSelA Pyt
hon 3.7& AH&ste] FEHAT AREH =<l
1A st Lag]ELS Scikit-learn 0.204 & A}
43tAt) st=lo] A2 GPUE NVidia Gefor
ce RTX 2060°]%1o.7 256GB RAM, 6TB 3t=
t]j2=, AMD Ryzen Threadripper 1900X 8-Cor
e Processor 27 o]t}

o }\1640] E@lg uﬂ}?_]
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Sl =l e AR e
dstal H5stazt g}, o
‘%}Xﬁgi A5 += Confusion Matrix[1
1 2 7|8 x o7 AE-H = Accuracy(AC
C), Precision, Recall, Fl-score, FPR A}-&3}%
o} Accuracy® BE AFE FoA A4T EU =
Hels SvEA 7
Precisione -Jlo]gta
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2lolebn EHE v
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Y E¢l F Eulo]gta o =3 v &S Tl
Fl-scorei= Precision®} Recall 7+ Z3}% 7 (h

armonic mean)= 2|V gt}. FPR(False Positiv

e Rate)2 AY EFZ

o)
Mgm o dd B N2 APYE EE O
gEolghan ok g FAS <& 4>
kda=s
<E 4> FHAEE 34
B7HA £ 2]
Accuracy | (7P + IN) / (TP+ TN+ FP+ FN)
Precision 7P | (TP + FP)
Recall TP | (TP + FN)
Fl-score X (Recall X Precision) / (Recall + Precisi
FPR FP | (FP+ TIN)
44 238 A3
B Age 2 F M AUEes A S
skt WA, A4 =vjld DGAE F3 784
TS BF Byog &S o] EF{F(Binary

Classification), 22 DGA ZaglFol uwht
Ul §38S vUE the 5 (Multi Classification)
2 o] AEske] ottt
44.1. o]x EF(Binary Classification)
Binary Classification<
F3 FdE 2d EEd
<

ol tE A5 EE

<3 5> Binary Classification 4% 7}%

RF XGBoost NN
Accuracy 0.9493 0.9551 0.9761
Precision 0.9515 0.9654 0.9791
Recall 0.9465 0.9438 0.9728
F1-score 0.9490 0.9545 0.9759
FPR 0.0480 0.0336 0.0207

g <F 5>04 HE ¥ke} Fl-score 7]+2
2 NN(Neural Network) > XGBoost > RF(Ran
dom Forest) =28 A%o] Yehba gy w3k
ACC(Accuracy) 7]1#2 &3 NN(Neural Networ
k) > XGBoost > RF(Random Forest) &<
ebdith, ®Be ukel o] AIFYHMLP) 718k
&k arE]F o]y Boosting 7198 ¢ i#] F(XGBoos
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LEES YEhE FPR HEAME 4% S
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o] FL AL Y YSe o4 4 gr) E3, 2+ LR > NN(Neural Network) > RF > XGBo
WAy Avle A= Fl-score’t ¥ % oYz} ost £ 2 ko] FHAA Bl @A At &

BWRF #LR =XGBoost = NN
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