ISSN 2635-8875 / e-ISSN 2672-0124
OI : https://doi.org/10.22678/J1C.2022.20.7.065

AAgFAT

A208 A7E pp. 65-71, 2022

OMIE ZXIS S&t LY [E S AAH 24
Ny

A Design of File Leakage Response System
through Event Detection

Seung-Soo Shin

Professor, Dept. of Information Security, Tongmyong University

2 % ICTY ¥y 3 43 AAE™ Alti7F T2 shHA dlole Y] 2 W< 1, HlbolE] 7|&E0] tFsHA
HojE & 7hg, A, AEshes 7]€0] S8R . B =RoAE ARAIRE T34 SOl T8 T fE Al O
sz =7H, FEH o R 476 ol HUEHS Sl o|MEE RISk A Fh= °l£o}°1 Tkehs AlAES
Atgtc}, 7 o= Aey oMIE WAl ARSSto] I G-& WA A] 458} A 38 & AR 553 oAl
2 vt § 8 o oAREE wasitt ——14 oJHlEC] 3t HUE|HO R A|AH RIS ﬂﬁ\_ﬂﬁh_ SignatureZ
EAS & whEste] S JfAgE HlolgHo] Ao ARH 553 SiA| g2 Blaste] dhdste Ao R 7dAdS iA
git}, e AR YEQT 9 Uit A2E 538 ol 5F IYAE Y8 B9 &34 A7 Z8sitt

FIYE : o, oHIE, 453F}, A, ©A

Abstract With the development of ICT, as the era of the 4th industrial revolution arrives, the amount of
data is enormous, and as big data technologies emerge, technologies for processing, storing, and
processing data are becoming important. In this paper, we propose a system that detects events through
monitoring and judges them using hash values because the damage to important files in case of leakage
in industries and public places is serious nationally and property. As a research method, an optional event
method is used to compare the hash value registered in advance after performing the encryption operation
in the event of a file leakage, and then determine whether it is an important file. Monitoring of specific
analyzes the signature, and determines it to improve accuracy.
Confidentiality is improved by comparing and determining hash values pre-registered in the database. For

events minimizes system load,

future research, research on security solutions to prevent file leakage through networks and various paths
is needed.
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