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Summary 
Many methods used for secret data steganography are based on 
least significant bit method, which is suffering from security and 
the embedded message can be easily hacked.  In this paper 
research a proposed method of adding security issues will be 
introduced, a complex private key will be constructed, the contents 
of this key will depend on the results of secrete message 
segmentation. The proposed method will be implemented and the 
obtained experimental results will be compared with least 
significant method results to prove that the proposed method raises 
the image quality parameters. 
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1. Introduction 

The digital color image[1], [2] is a huge data collector 
that can be used to hide confidential data and messages[3]; 
in addition to that the digital image can be easily obtained 
and processed in easy and simplified ways[4], [5]. 
The colored digital image is represented by a three-
dimensional matrix, where the first dimension is assigned 
to the red color, the second dimension to the green color, 
and the third dimension to the blue color. It is easy to 
separate these colors and deal with each two-dimensional 
matrix (color matrix) separately, just as it is dealt with a 
gray image [6]. And for the previous reasons, the digital 
color image is used as an excellent environment to hide 
confidential data [7]. [8]  to protect it from intruders, and 
the process is called data steganography as shown in figure 
1. 

 

Figure 1: Data steganography 

The process of data steganography requires the generation 
a stego image carrying confidential data that does not differ 
from the original image [21] and the differences cannot be 
noticed with the naked eye. Therefore, the method of hiding 
must fulfill the following conditions [9[, [10], [11]: 

 Small value of mean square error (MSE)[19] 
between the original and the stego images [14], 
[15], [16]. 

 High value of the peak signal to noise ratio 
(PSNR) [20] between the original and the stego 
images (see equations 1 to 3[17], [18]. 

 Small times for data hiding and data extraction. 

Securing the data by preventing intruders and people who 
are not authorized to view confidential data by not 

enabling them to retrieve the data properly [12], [13]. 

 
Many methods are used to hide data, and many of them are 
based on the least significant (LSB) method. 
LSB method of data steganography is a very simple method 
of data steganography and it has good features by providing 
good values for MSE and PSNR, but it is not secure and it 
can be easily hacked.  
LSB can be implemented by applying the following 
sequence of operation: 
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Figure 2: LSB operations 

- Converting the secrete message to binary and 
reshaping the binary result to 1D array. 

- Converting the covering image to binary and 
reshaping the resulting image to 1D array. 

- Reserving 8 bytes from the image (starting from 
the first position) to hide 1 byte from the 
message. 

- Using the LSB in each byte of the set of 8 bytes 
to store one it of the message byte (see figure 2), 
this step must be repeated for each byte of the 
secret message. 

- Converting the obtained stego image to decimal 
and reshaping it back to 3D matrix. 

Figures 3 and 4 show an example of hiding a message of 
100 characters in a color image using LSB method: 

 

Figure 3: Original image 

 

Figure 4: Stego image (Using LSB method) 

2. The Proposed Method 

The security of the proposed method can be achieved by 
introducing a private key (PK) which is to be used in the 
process of secrete message steganography. The secrete 
message must be divided into 3 segments with various 
length , each segment must be hidden in a color channel, so 
we have to select the color sequence(red=1, green=2, 
blue=3), then the bit plan number must be defined, figure 5 
shows the structure of the PK, while figure 6 shows an 
example of PK. 

 
Figure 5: PK structure 

 

Figure 6: PK example 

The defined PK can be used in the hiding and extracting 
process as show in the following steps on the proposed 
method implementation (See figure 7): 
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Figure 7: Proposed method implementation 

For each message segment get the color channel and bit 
plane and apply the following 
Step 1: Converting the required reshaped covering image ID 
matrix to a stream of binary bits (B1). 
Step 2: Converting the ASCII value of the message segment 
to a stream of binary bits (B2). 
Step 4: for each character reserve 7 pixels form B1. 
Step 5: Reset all the bits in each set (the selected bit number 
=bit plane). 
Step 6: Find the indexes of all bits which are equal 1 in B2. 
Step 7: Adjust the associative to indexes bits in B1 to 1. 
Step 8: Convert the resulting image to decimal, and reshape 
it back to 2D matrix. 
After hiding the three segments, reshape back the three 
colors to one 3D matrix to get the stego image. 

3. Implementation and experimental results 

Figure 8  shows the images which were used in the 
implementation process of LSB and the proposed method. 

 

Figure 8: Used images 

Figure 9 shows the covering image to hide 75 characters 
(PK=25 30 20 1 2 3 1), while figure 10 shows the stego 
image. 

 

Figure 9: Covering image 

 

Figure 10: Stego image using proposed method 

The above shown images where used to hide and extract 
message with length equal 75 characters using LSB and 
proposed methods (PK=25 30 20 1 2 3 1) tables 1 and 2 
show the obtained experimental results: 
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Table 1: Results of quality parameters (MSE and PSNR) (message 
length=75 characters) 

 
Image 
numbe

r 

 
Size(byte) 

LSB Proposed 
MSE PSNR MSE PSNR 

1 150849   
0.0115 

155.455
0 

0.0019 173.470
8 

2 77976 0.0251 147.680
3 

0.0034 167.707
3 

3 518400 0.0012 178.243
0 

5.1505e
-004 

186.537
8 

4 5140800 3.9177e
-004 

189.273
7 

5.1548e
-005 

209.555
2 

5 4326210 3.8787e
-004 

189.373
7 

6.1486e
-005 

207.792
3 

6 122265 0.0117 155.331
4 

0.0022 172.205
2 

7 518400 0.0012 178.243
0 

5.6134e
-004 

185.677
1 

8 150975 0.0060 162.050
0 

0.0019 173.444
4 

9 150975 0.0119 155.124
1 

0.0018 174.126
9 

10 151353 0.0122 154.896
6 

0.0018 174.151
9 

Averag
e 

1.1308e+00
6 

0.0082 166.567
1 

0.0014 182.466
9 

 

Table 2: Results of efficiency parameters (hiding and extracting times) 
(message length=75 characters) 

 
Imag

e 
num
ber 

 
Size(byt

e) 

LSB Proposed 
Hiding 

time(sec
ond) 

Extracti
on 

time(sec
ond) 

Hiding 
time(sec

ond) 

Extracti
on 

time(sec
ond) 

1 150849 0.0840 0.0350 0.0070 0.0530 
2 77976 0.0450 0.0350 0.0020 0.0200 
3 518400 0.0560 0.0370 0.0060 0.0210 
4 5140800 0.2110 0.0790 0.0030 0.0200 
5 4326210 0.1970 0.0710 0.0020 0.0200 
6 122265 0.0460 0.0350 0.001 0.0200 
7 518400 0.0570 0.0390 0.0020 0.0210 
8 150975 0.0480 0.0340 0.0030 0.0200 
9 150975 0.0470 0.0350 0.0020 0.0200 
10 151353 0.0470 0.0350 0.0010 0.0200 

Aver
age 

1.1308e
+006 

0.0838 0.0435 0.0029 0.0235 

 
From tables 1 and 2 we can see that the proposed method 
enhanced the values of quality parameters, and the 
efficiency parameters values were closed to LSB method 
values. 
The same implementations were taken using a message of 
150 characters; the obtained results are shown in tables 3 
and 4: 
 
 
 
 
 

Table 3: Results of quality parameters (MSE and PSNR) (message 
length=150 characters) 

 
Image 
numbe

r 

 
Size(byte) 

LSB Proposed 
MSE PSNR MSE PSNR 

1 150849 0.0237 148.231
6 

0.0036 167.039
4 

2 77976 0.0506 140.662
3 

0.0069 160.625
5 

3 518400 0.0024 171.311
5 

0.0010 179.531
7 

4 5140800 7.9015e
-004 

182.258
2 

1.0854e
-004 

202.108
9 

5 4326210 7.7920e
-004 

182.397
6 

1.2343e
-004 

200.823
3 

6 122265 0.0231 148.498
6 

0.0043 165.368
9 

7 518400 0.0024 171.311
5 

0.0011 179.006
7 

8 150975 0.0117 155.281
0 

0.0036 167.029
5 

9. 150975 0.0244 147.967
3 

0.0035 167.383
0 

10 151353 0.0248 147.814
5 

0.0036 167.183
3 

Averag
e 

1.1308e+00
6 

0.0165 159.573
4 

0.0028 175.610
0 

 

Table 4: Results of efficiency parameters (hiding and extracting times) 
(message length=150 characters) 

 
Imag

e 
num
ber 

 
Size(byt

e) 

LSB Proposed 
Hiding 

time(sec
ond) 

Extracti
on 

time(sec
ond) 

Hiding 
time(sec

ond) 

Extracti
on 

time(sec
ond) 

1 150849 0.0470 0.0340 0.0050 0.0690 
2 77976 0.0440 0.0350 0.0020 0.0340 
3 518400 0.0740 0.0380 0.0040 0.0670 
4 5140800 0.2110 0.0860 0.0040 0.0330 
5 4326210 0.1910 0.0760 0.0020 0.0350 
6 122265 0.0460 0.0340 0.0050 0.0340 
7 518400 0.0560 0.0390 0.0030 0.0350 
8 150975 0.0550 0.0340 0.0010 0.0440 
9 150975 0.0520 0.0340 0.0030 0.0370 
10 151353 0.0470 0.0350 0.0020 0.0370 

Aver
age 

1.1308e
+006 

0.0823 0.0445 0.0031 0.0425 

 
From table 3 and 4 we can see that the results prove the 
achieved enhancement using the proposed method. 
 
The proposed method was implemented using various 
values of bit plane number, and it was shown that if we use 
the higher number (8=MSB) the quality parameters remain 
acceptable as shown in figures 11 and 12 and table 5. 
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Figure 11: Stego image for bit plane=1 (100 characters) 

 

Figure 11: Stego image for bit plane=8 (100 characters) 

Table 5: Quality parameters using various numbers of bit plane 
Bit plane MSE PSNR 

1 4.8631e-005 210.1379 
2 2.0230e-004 195.8827 
3 8.4656e-004 181.5686 
4 0.0030 168.7920 
5 0.0130 154.2555 
6 0.0580 139.3045 
7 0.1825 127.8376 
8 0.9625 111.2076 

 
4. Conclusion 
A secure method of secret data steganography was proposed 
and implemented; the method was compared with LSB 
method. The proposed method require a private key for 
hiding and extracting data, this key is sophisticated making 
the hacking process very difficult. The proposed method is 
very simple and it is easy to implement, the obtained results 
showed that the proposed method provides good quality and 
efficiency parameters, and they are better than those for 
LSB method. 
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