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[Abstract]

We propose an intrusion detection model that detects denial-of-service(DoS) and distributed reflection
denial-of-service(DRDoS) attacks, based on the empirical data of each internet of things(IoT) device by
training system and network metrics that can be commonly collected from various IoT devices. First, we
collect 37 system and network metrics from each IoT device considering IoT attack scenarios; further, we
train them using six types of machine learning models to identify the most effective machine learning
models as well as important metrics in detecting and distinguishing IoT attacks. Our experimental results
show that the Random Forest model has the best performance with accuracy of over 96%, followed by the
K-Nearest Neighbor model and Decision Tree model. Of the 37 metrics, we identified five types of CPU,
memory, and network metrics that best imply the characteristics of the attacks in all the experimental
scenarios. Furthermore, we found out that packets with higher transmission speeds than larger size packets

represent the characteristics of DoS and DRDoS attacks more clearly in IoT networks.

» Key words: Internet of Things, Intrusion Detection, Machine Learning, Denial of Service,
Distributed Reflection Denial of Service
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I. Introduction
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Fig. 1. System Deployments for DoS and DRDoS Injection
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Table 3. Key Features of Our IoT Intrusion
Datasets consisting of System and Network Metrics

- Metric Description
O 2 DoS7t ¥AisHA =t kbbuffers | amount of memory buffers used by the kernel
Memory . amount of memory currently in use that
o) oA EfOe 24 e X
DoS 5 DRDoS EdHE 54 = E}%} 1= kbinact has not been used recently
2 Edjd mjg oz AMAE 4 9l7] mj2of tjdst A nice CPU utilization at the user level
2 T A9 xol&F m Q7 0] u Lo CPU percentage of time spent processing
AU RS vE5te] 345 FUY TV At & = soft software interrupts
M= thakst 34 A|Ug]eE 112sto] HolEAlS Al Disk rkB/s |size of data read from the disk per second
NEF 2 9Jt 2 Table 29} 70| & ZA0] mj7]l 37] U wkB/s |size of data.written.to disk per second
) ) ) rxkB/s packet size received per second
425 245t 42 FYsiy flojHAlE SAlsH Network txkB/s packet size transmitted per second
=7 o]l 34 A AKbenign), 24 (attack) EZ rxpck/s | number of packets sen.t per second
txpck/s | number of packets transmitted per second
1 2 3 4 5 6 7 8 9 0 ou 12 13 15 16 17 18 19 20
usr(%) nice(%) sys(%) iowait(%) steal(%) irq(%) soft(%) guest(%) gnice(%) idle(%) tps rkB/s wkB/s dkB/s areq-SZ aqu-SZ await util(%) kbmemfree kbavail
benign | 5052 | 3908 [1031] o | o | o | o 0 0 o o] o o 0o o | o 0 0 | 104064 | 285520 |
Dos [2029[ 4545 [un| o | o | o |44 o | o 0 |90 [1a96] o | o | 166 | 088 1193 908 | 65424 | 733816 |
proos | 33 [ 39 [ 3] o | o [ o [ 5 [ o [ o [ o [m3lasal o | o [ 31020 o [o4s| 344 | 129700 |216880]
21 n 23 24 25 26 27 28 29 30 3l 3 33 34 35 36 37
kbmemused memused(%) kbbuffers kbcached kbcommit commit(%) kbactive kbinact kbdirty rxpek/s txpck/s rxkB/s txkB/s rxemp/s txemp/s rxmest's  ifutil(%)
benign | 446,504 4576 | 43172 | 235620 | 3703808 | 15362 | 328496 | 273232 | 36 | 1 | 1 | o006 | 006 | o o | o | o
Dos | 661568 | 678 | 9740 | 95868 | 3713792 | 15404 | 315296 | 317836 | 132 | 6400 | 6335 | 375 [3719] o | o | o | o031 |
DRDos | 511140 | 5239 | 17496 | 167684 | 3498100 | 14509 | 368624 | 194464 | 372 [ 5918 | o [34676| o | o | o | o | 0 |

Fig. 2. Example of Benign, DoS, and DRDoS Samples consisting of 37 Features
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IV. Experimental Results
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Table 4. Types of Dataset Classification for Machine
Learning of Our IoT Intrusion Datasets
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Fl-Score

(a)

Fig. 3. Performance of Binary Classification by Machine Learning Models — (a) training Ddos size and Dardos_size,

Fl-Score

(b)
(b) training

Ddos,speed and Ddrdos,speed

Fl-Score

(a)

(b)

Fig. 4. Performance of Multi-class Classification by Machine Learning Models — (a) training Dagos_size and Dardos_size ,
(b) training Ddos,speed and Ddrdos,speed

4.2 Multi-class Classification
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KNN
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attackl attackl attackl
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attack2 60 attack2 s0 attackz 50
40 40

attack3 - attack3 30 attack3 30
20 20 20

benign benign 2% 3 = 3 10 benign 10

0 0 T T T 0

attackl attack2 attack3 benign attackl attack2 attack3 benign
SVM

80 80 80
attackl 18 70 attackl{ 20 L 1 = 70  attackl ba
60 60 60
attack2 3 50 attack2 13 35 2 =3 50 attack2 50
40 40 40
attack3 0 30 attack3 o 1 o 30 attack3 30
20 20 20
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