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Summary

Cloud computing is the latest approach that is developed for
reducing the storage of space to store the data and helps the
quick sharing of the data. An increase in the cloud
computing users is observed that is also making the users be
prone to hacker’s attacks. To increase the efficiency of
cloud storage encryption mechanisms are used. The
encryption techniques that are discussed in this survey
paper are searchable encryption, attribute-based, Identity-
based encryption, homomorphic encryption, and cloud DES
algorithms. There are several limitations and disadvantages
of each of the given techniques and they are discussed in
this survey paper. Techniques are found to be effective and
they can increase the security of cloud storage systems.
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1. Introduction

Cloud computing is the most recent solution for
reducing the usage of additional resources for data
storage within computer systems. A sharing
environment is created between the cloud user and the
cloud storage. Cloud users can release themselves due
to the weight of a vast amount of data. According to
the research, cloud computing can provide a
centralized pool of configurable resources i.e.
applications, storage, services, etc [1]. This can be
released with the interaction of service providers or
the minimum effort of the management.

Cloud computing is defined by the National
Institute of Standards and Technology (NIST) as
having five characteristics [2]. These components
include the rapid expansion or elasticity of broad
network access, measured service, on-demand self-
service, and resource pooling. Cloud computing is
considered dynamic and it is extended easily to

Manuscript received June 5, 2022
Manuscript revised June 20, 2022

https://doi.org/10.22937 /IJCSNS.2022.22.6.26

provide transparent resources to the users over the
internet [3].

There are several types of services that are
offered in terms of cloud computing. The major three
types of cloud computing include SaaS, PaaS, and
IaaS. Software as a Service is referred to as SaaS,
Platform as a Service is referred to as PaaS, and
Infrastructure as a service is referred to as IaaS, [4].

There is a total of four developments models that
are dependent on the requirements of the customers
and these include the public cloud, community cloud,
hybrid clouds, and private clouds. The physical
infrastructure that is controlled and owned by the
service provider is included in the public cloud. The
private clouds are the infrastructure that is managed
and owned by specific organizations, whereas the
hybrid cloud is what includes the combination of the
previous three models [5].

However, there are several cloud security
categories that are studied for handling issues related
to cloud security. These categories include but are not
limited to security standards, network category, access
control, cloud infrastructure, and the data category [6].
There are specific issues that are discussed in different
categories for instance; the access control category
allows the capturing of issues that impact the user
information privacy and storage of data whereas the
data category includes the issues that are associated
with data confidentiality, integrity, migration, and data
warehousing [6].

Access control challenges, cloud security
standards concerns, cloud network security difficulties,
data security issues, and cloud infrastructure issues are
all examples of cloud security issues and
categorization.
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2. Searchable Encryption

At a high level, the searchable encryption
system assists in encrypting the search index so that
the contents are concealed from the person who is
provided the proper and necessary tokens [7]. In a
precise way, the search index generated for some files
is encrypted in such a way that a token is given for a
keyword that may obtain the file pointers that are
encrypted that have the keyword, and without the
token, there would be the hidden index. The
generation of the token is done through the
understanding of the secret key and the retrieval
procedures reflect nothing about files or the keywords
except for the files that have the common keyword.

There are several sorts of searchable
encryption methods, each of which is tailored to
certain contexts and uses. Data processors in small and
consumer enterprise systems, for example, may be
built using searchable encryption (SSE), whereas data
processors in large business structures might be built
with asymmetric searchable encryption (ASE)[7].

2.1 Symmetric Searchable Encryption

In any situation where the entity searching for
data is also the one generating it, symmetric
searchable encryption is applicable. The Symmetric
Searchable there are several advantages of SSE and
these include security and efficiency where the major
disadvantage is its functionality [8]. The SSE schemes
are considered efficient for both parties i.e. the one
that is doing the party and the party that is performing
the research. Because most SSE systems employ
symmetric primitives such block pseudo-random
functions and block ciphers, the encryption is deemed
efficient. The security guarantees following SSE that
are given as
Without any token, there is nothing learned by the
servers except the length of the data. If the token is
given for the keyword w, then the servers learn about
the encrypted documents without learning that its w.
As the security is guaranteed stronger than the one that
is provided by the asymmetric and efficiently
searchable encryptio [9].

There are also disadvantages associated with
the SSE are associated with the functionality and
efficiency. There are different schemes that are
provided by different researchers such as Curtmola et

al and Goh. However, these schemes are unable to
manage searches that are put together of disjunction or
conjunctions of terms. Only an SSE approach based
on elliptic curve pairings can tackle this problem, and
it is expensive compared to other asymmetric
searchable encryption [9]. Another drawback of
searchable encryption structures is that they are only
thought of as secure when the production of questions
is done non-adaptively, that is, without taking into
account the responses to prior inquiries.

2.2 Asymmetric Searchable Encryption

ASE is regarded acceptable in a variety of situations
when the party searching the internet is not the same
as the person creating it. We called this scenario
MWSR, which stands for numerous writers/single
readers. The ASE schemes are presented in several
studies, and they have been much improved in recent
studies [10].

Many efforts, such conjugative searches and
queries range, In the public-key case, we've shown
how to perform more complex search queries. Other
concerns linked to the use of asymmetric searchable
encryption in real systems are investigated in many
studies, followed by robust ASE solutions that ensure
comprehensive privacy inquiries [11].

The benefits of ASE are that if there are no tokens, The
server will only learn the length of the data, and if a
token for the keyword b is provided, the server will
learn all encrypted documents that include that word.
Efficient ASE (ESE) are well-suited to any case in
which the party doing the internet search differs from
the generation party and it is hard to guess. This issue
is also addressed in the MWSR scenario [12]. These
ESE schemes are also discussed in different researches
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The ESE has the disadvantage of being vulnerable to
dictionary attacks; in specifically, dictionary threats
against the ESE may be performed directly on the
encrypted index, rather than through the token, as with
the ASE.

The multiuser SSE or mSSE schemes are suitable for
any situations in which multiple parties desire to
accept data generated by multiple parties. SWMR or
single writer/many readers [13] are examples of
circumstances. The token creation in this approach can
be done index is encrypted, but the data owner may
also revoke or add users and take privilege over his
data.

3. Homomorphic Encryption

The homomorphic encryption techniques allow
the users for operating cipher text indirect way. When
the resultant cipher is decrypted it comes same as the
operations are carried over the plaintext. Thus making
use of this encryption type assures that the data of the
customer is secure in all conditions that are the
transmission, storage, and processing.

The homomorphic encryption idea in general is
depicted in the sample image given below(1) .

The illustration depicts a basic method in which the
user may add two numbers, 10 and 15, that are
encrypted and saved on a cloud data server, and this
presupposes that the numbers will not be modified e.g.
10 is changed to 100 and 15 is changed to 150. So, the
impact on the total calculation would also occur.
When the data is decrypted, it is again converted to the
original values and the original results get visible[14].
This type of encryption can be divided into partial or
fully homomorphic encryption. On the ciphertext, the
FHE enables both addition and multiplication. This
allows the user to do encrypted searches on the
internet. In this process, the input is sent in encrypted
form and the user sends it to the search engine that
handles multiple multiplications and addition to the
ciphertext and then returns the decrypted search
results [15]. The first fully homomorphic encryption
was done in 2019 and before that partial homomorphic
encryption. However, the major issue with the partial
homomorphic encryption system includes -either
multiplication operations or multiplication operations.
This means that the partial homomorphic encryption
schemes can either perform single multiplication with
multiplication[16].

Another cryptosystem known as the Paillier
cryptosystem scheme is considered a homomorphic
encryption scheme that gives support to the addition
operation.

Homomorphic encryption is the new concept that
allows the users for operating encrypted data so it
seems to be the solution to the problem of data security.

H Enclx)

Enc(f(x))

User. Has input x,
Wants f(x)

Cloud: has f(’)

Figure(1): Technique Of Encryption using
Homomorphism

4. Identity-Based Encryption

Identity cryptography based on was developed

in 1984 by Shamir. It's a traditional method for
encrypting texts. The fact that this encryption scheme
is based on RSA is a serious flaw. Other specialists
identified as Franklin and Boneh [17] established
efficient identity-based encryption later in 2001.
The identity of the user plays a key role in identity-
based encryption systems. In order to send encrypted
communications, the sender must know the identity of
the receiver. The most common use for determining
identity-based encryption is email encryption.
However, this identity-based encryption does not
allow for key revocation. There are different
researches that explain this type of system. This
protocol is more efficient and lightweight than other
protocol[18].
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5. Attribute-based Encryption

ABE is anovel public key encryption approach
that operates in a variety of ways. Fuzzy encryption is
another name for this sort of encryption. . The public
key encryption methods are used for encrypting data
over the servers of third parties while distributing
decryption keys for authorizing users as shown in
figure(2)  [19]. The drawbacks to public-key
encryption include the difficulty to efficiently manage
distribution keys, lack of scalability and flexibility,
and the need of the owner to be online whenever there
is encryption or decryption of the data. ABE
minimizes is the solution to all such problems and it
can reduce the communication overhead of the
internet increase flexibility, scalability, and gain fine
access control for systems present at a large scale [20].
ABE is used to deal with DAC, MAC, RBAC, and
ABAC, among other classic access control techniques.
There are various features and limitations of different
schemes. The limitations of these techniques are the
possibility to conflict with the original message, Role
explosion, restricted user capabilities, significant
administrative costs and the organizational changes
that are required for managing attributes [21].

However, the complete analysis of ABE
shows it to be an extensively useful technique for
accessing the control in cloud computing and allows
key strength. The major ABE techniques that can be
considered are given are given as
ABE; The technique uses the attributes as the
identities of both decryption or encryption of data. The
ciphertext and the secret user key depend on attributes
in this case. If the attributes are matched with the
ciphertext then decryption is allowed[22]. There are a
set of four algorithms that are used in this technique
and there are limitations to this technique too. The first
is an absence of ability to express threshold values and
the second is the presence of different user categories
for creating a computational overhead [23].

The security settings are set up to use PK to
encrypt the message M and descriptive property S for
producing the Cipher Text in Key Policy ABE, which
is a modified variant of basic ABE presented (CT).
The user is given the KP-ABE policy, which provides
preliminary assistance in preserving factors such as
secrecy, revocation, accountability, collision
resistance, and secure access control [24].

Key Policy ABE, Ciphertext Policy ABE, Expressive
Key Policy ABE, Ciphertext Policy Hierarchical
Identity-Based Encryption, and Attribute-Set-Based
Encryption are all examples of ABE encryption.
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Figure(2) : Technique Of Attribute-based Encryption

6. Cloud DES Algorithm

This data security idea is a smart way to
improve data security in cloud computing by
employing the DES algorithm. This technique is
thought to be the best for both client and server
security. The DES encryption block chaining was
created to eliminate data storage fraud. The data that
is transmitted to the compromised receiver can be
replaced without risk. The system connected with
encryption is regarded safe, although the type of
encryption that is strengthened is proportionate to the
computer's power [25]. There is also the usage of a
symmetric key that is more effectively employed for
model encryption. Cloud data security, data security
risk, data security procedures, and security functions
of data deployment are all well-covered in this system.
This method may ensure that the entire process is
enhanced by implementing a comprehensive security
solution [26].

Another encryption algorithm has been
discussed in another paper that deals well with the
issue of privacy and data security. There are two kinds
of assaults of which the data is able to store in the
cloud and these include the insider attack and outsider
attack. The insider attack can be made through the
admin of an organization who has the privilege of
accessing the created user data whereas the outside
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attack is the attack by the third party who is trying to
access the data [28]. The researchers propose the
symmetric encryption algorithm for guarding the data
to protect the data from external attacks. The general
working of this technique is to convert the plain text
to the ciphertext using the ASCII code and then assign
the key values from 1 to 256 to the data. With the
combination of the substitution, the traditional
technique's effectiveness is increased. The symmetric
encryption results in the formation of computational
efficiency and more speed for handling a large amount
of data. This algorithm doesn't allow hackers or even
administrators to access the data type from the cloud
storage as the user data is encrypted. There are several
algorithms that are based

7. Discussion

The structural design associated with cloud
computing creates the security of data because of
some techniques and users may find difficulties
related to the data to be shared over the cloud storage
over the internet.

There are numerous benefits of cloud
computing in society but there are several risks factors
associated with it too. The major issues that are also
discussed in this paper are the privacy protection and
security of data, access control, authentication of users,
and application security. There are various techniques
that are discussed in this paper related to securing data
and increasing the confidentiality and integrity of data.
Control access and User control are highly discussed
issues in cloud computing.

The security of the data is the main concern of all
companies. Hackers are found to breach most of the
previous security mechanisms for cloud computing.
There are various encryption techniques that are
discussed in this survey paper that enables single users
and corporates to secure their data over the cloud.

It was also found that simple encryption is not the
reliable way to secure the data but there are different
combinations of security techniques that are discussed
in this paper.

8. Conclusion & Future work

The research shows that there are several cloud
storage encryption mechanisms that can be

implemented in different settings. There are both pros
and cons of each of the approaches but it's important
to determine what level of encryption is required to
perform the task well in a specific setting. Different
encryption techniques are observed in this paper and
this shows that a lot of work has been done for
proposing the cloud storage encryption mechanisms.
However, the data is required to be protected and a
secure system must be established based on the above-
given encryption techniques. It is also observed from
the analysis that not all techniques are suitable for each
situation but this is also a good sign that a large
number of encryption techniques are given that are not
even discussed in this survey paper. Cloud is the future
generation storage essential and it must be secure to
increase the people's confidence to use cloud services
without being feared of their data being hacked.
Overall this survey paper elaborates the major
techniques and helps the cloud developers and users to
select the best fir cloud security encryption technique
to increase the security, privacy, and fast transfer of
data.
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