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Abstract

The use of public Wi-Fi has increased in recent years with
many people like to spend their time outside in malls or café
shops which provide public Wi-Fi for their customers.
However, since the public Wi-Fi can be accessed from any
device the security of public Wi-Fi plays a big role to
prevent the stealing of information by an attacker with
methods and techniques such as WPA, WPA2 and WPA3.
However, it is well known to the attackers that these
methods are not difficult to get hacked by the attacker
device to take the client precious information. Some
researches were done in increasing the security of public
Wi-Fi each with their own different technique or algorithm
to provide more secure connection to the public Wi-Fi and
prevent any unauthorized user to connect to avoid stealing
the data of another legal user. Theses research paper are
evaluated to learn which method excel in protecting the
public Wi-Fi security by giving an analysis to the methods
provided by the research paper with comparing the pros and
cons of each algorithm. Moreover, the research displays that
there are methods to actually provide security to the public
Wi-Fi with each being very different in implementation.
Keywords:

Public Network, Wi-Fi, Security, Man in the middle attack,
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1. Introduction

Networks changed how the world operates by allowing
the users to communicate together from different places and
times. Before the communication can take long time to
deliver the message However now by the help of the
network millions of messages can be delivered and
exchanged in an instant. Not only the messages even the
transactions, booking and playing online games can be done
through networks [1]. A computer network is a group of
computers connected via network nodes and sharing
resources. The computers use common communication
protocols through digital connections to communicate with
one another. These linkages are made up of
telecommunication network technologies based on
physically wired, optical, and wireless radio-frequency
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systems that can be combined in a variety of network
topologies. [2].

An IP address is used to ensure the data transferred to the
correct computer. IP address is unique and assigned to every
computer. IP address can be internal meaning it can only be
used in locally connected computers and external IP address
that the service provider gives to each computer. At first
IPv4 with 32-bits were used in assigning computers but
currently the number of devices increased making it
essential to upgrade to IPv6 that has 128-bits to increase the
numbers of unique IP addresses for each computer [3].

Networks can be public or private. In private network the
communication and management are done via an
administrator and the access of the data can only be done by
the authorized user making the security better since any
internal data is not displayed to the public. However, in
public network the connecting is done by a third party
making the connection range bigger but since it is managed
by a third party the connection is less secured and can be
vulnerable to different attacks [4].

The two forms of network connections are wired and
wireless, depending on the type of communication. In wired
connection a physical link such as a cable must be put
between devices for the communications, and the
implementation and security are better because the
connection is private. In wireless no physical link is requires
however, an antenna is required for communication. Wi-Fi
is one of the biggest examples of a wireless connection.
Wi-Fi is a method used in connecting wireless devices
together making it more flexible and mobile. Moreover, Wi-
Fi can be used as a public network or private network. In
private network the reach of the Wi-Fi is limited and the
network is secured via password this type of network can be
found in home, work and bank. However public network is
the opposite of a private network meaning everyone can
connect to the network, this type of network can be found
in malls, coffee shops and restaurants [5].

Public Wi-Fi works as a forwarding node for all user
interactions, as well as an access point for connecting the
user to the network. The user on the public Wi-Fi must
maintain and configure the connection. Furthermore, some
users are not very expert in the security of the network
making the configuration low leveled and vulnerable for
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attacks if an attacker find the key and he can obtain the user
private data. Moreover, Public Wi-Fi attracts many users
because sometimes they are free giving the attackers more
opportunities to hunt unexperienced users [6].

Passive and active attacks on a Wi-Fi network are the two
sorts of attacks that can occur. In passive attack the attacker
only watches the information without modifying it such as
eavesdropping and traffic analysis. In the active attack the
attacker can watches and modifies the information for
example masquerading, reply, modification and denial of
services [7]. One of the most well-known attacks on ta
public Wi-Fi hotspot is a man-in-the-middle (MITM) attack
in which the attacker stands between the sender and
recipient and pretends to be one of them in order to steal
data. Another example of an attack on a public network is
called Evil Twin which is used to steal private information.
This type of an attack fools the users to connect to its
hotspot and pretends as if it were a legit hotspot to steal the
information [6]. Since public Wi-Fi has high potential of
stealing the user private data a secure mechanism must be
implemented to ensure the user data is safe.

To avoid stealing the data Internet security of the public
Wi-Fi must be done via Cryptography which is the method
of securing the data over the internet by applying different
algorithm to encrypt and decrypt the data from the sender to
the receiver. There are two types off encryptions algorithms
based on the key used to encrypt the cipher text. Symmetric
algorithms mean the key used in encryption and decryption
is the same. However, in asymmetric algorithm the key used
to encrypt the message is different than the key used in
decryption [8].

In this research

1- a survey of algorithms and techniques that some
researchers developed is shown and explained to evaluate
and analyze all of them to categories the similar protection
methodologies and figure which is the best algorithm for
securing and protecting the data when connecting to a
public Wi-Fi network, and the history of the methods used
to protect data over that network is presented to discuss each
one.
2- The related work section is all about comparing the
current used protocols. However, in this paper developed
methods by other researchers are discussed and evaluate to
see the best method other than WEP, WPA, WPA2 and
WPA3

This paper has many Sections. Section 2 talks about the
Related Work. Section 3 explain the protocols that have
been used throughout the years to secure public Wi-Fi.
Section 4 describe each Developed Securing Algorithm for
public Wi-Fi. Section 5 is about what the user should do in
his side to protect his data. Section 6 Compare the
algorithms with each other to evaluate each of them. Section
5 the Results of the paper are shown and discussed. Section
6 shows the conclusion of the paper.

2. Related Work

Many researches were done in an effort to evaluate and
analyses the best method to secure Data sent over a public
Wi-Fi network, as well as people's practices and awareness
of public Wi-Fi security:

In [7] the authors made a review study to analyses the
history of algorithms that have been used in securing public
Wi-Fi. They evaluate the usage of WEP, WPA, WPA2 and
WPA3. The result shows that WPA3 was the best securing
protocols since when evaluating the three protocol it
achieved the best security by having the strongest algorithm
and the biggest key.

In [9] The author did a survey about people awareness
when using public Wi-Fi network, some people still use the
unsafe WEP protocol not aware that it can be hacked and
accessed by hacker easily rather than using more secure
protocol such as WPA and WPA?2 since WPA3 was yet to
be developed. So, the authors suggests that the government
need to raise awareness for the people while using a public
Wi-Fi since many people according to the research paper
uses public W-Fi.

In [5] the paper talk about the public Wi-Fi protocols
security in places where tourist assemble. The authors
compared the protocols used in securing public Wi-Fi
network. This means that WEP, WPA and WPA2 were
compared each by their strength and vulnerability to attack
from a hacker. The author also made a survey to show how
many routers uses a secure protocol and which ones do not
use any protocols.

In [10] The authors test the security of public network
protocol by having multiple tools (Kali Linux, Airmon-ng,
Airodump-ng and Aircrack-ng) that are used to crack the
protocols that are used in security. First the tools were used
on a WEP and the cracking was very easy. Second the attack
was on a WPA-WPA2 networks even though the attack on
these networks were harder the tools still manages to obtain
the key for the attacker. The WPA3 protocol was not tested
since at the time of the research WPA3 protocol is still in
development and yet to be tested.
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Protocol Encryption Authentication
WEB RC PSK 64-bit
WPA RC + TKIB PSK 128 and 256

bit
WPA2 AES-CCMP PSK
WPA3 AES-GCMP OWE

Tablel.Summery of algorithms used in security protocol
of a public Wi-Fi

3. Public Wi-Fi Security Protocols

Wi-Fi security in public places is done via cryptography
protocols Web, WPA, WPA2 and WPA3. Tablel shows the
summery of the encryption and authentication cryptography
algorithms that are used in each protocol.

3.1 WEP protocol

Wired Equivalent Protocol (WEP) is used to secure a
WLAN network the same as a Lan wired connection.
However, it still needs the help of a VPN, start to finish
encryption to ensure data protection. WEP uses RC4 that
encrypt data with a key. However, the RC4 is very basic and
can be cracked easily by guessing the key to unlock the
private data of the user [S][7].

3.2 WPA protocol

WEB protocol is the older version of the Wi-Fi Protected
Access (WPA). WPA has more advanced encryption
algorithms calculation by using RC4 and Temporary Key
Integrity Protocol (TKIP). The keys are temporary and keep
changing after some time which makes the keys harder to
obtains by the attacker. However, it is still easy to crack and
should not be used since the data is not safe and there are
much better upgraded versions of WPA also newer versions
are much more secure [5][7].

3.3 WPA?2 protocol

Wi-Fi Protected Access 2 (WPA2) ensure the protection
of the user private data through setting a password to check
whether the user is authorized or not. Furthermore, the
encryption that is used is mainly an Advanced Encryption
Standard (AES) with the help of Counter Mode Cipher
Block Chaining Message Authentication Code Protocol
(CCMP). WPA2 has four steps: first the agree on the secret
policy, second is the ley for encryption will be generated,
third step temporary keys will be generated and lastly all the

keys will be used to ensure security by the CCMP [8].
WPA2 is considered the best in that time helping in
reducing the MITM attack however, it is still can be cracked
and hacked by obtaining the key of the network through
multiple attempts to figure the password by launching a
brute force attack [5][7].

3.4 WPA3 protocol

In 2019 Wi-Fi Protected Access 3 (WPA3) was
developed to replace WPA2 to increase the security of the
network by using Opportunistic Wireless Encryption
(OWE). The encryption is automatic, and no user can
interfere with the process by applying the OWE algorithms.
This means that if a user is connected to a public Wi-Fi in a
public area and an attacker launches a MITM attack the
WPA3 will block this attack. Moreover, all the routes from
the sending the messages to receiving it are encrypted.
Since The password is harder if the attacker tried to crack it
in WPA3 it is considered the best protocol now and every
user must connect using WPA3 for more secure connection.
However, if WPA3 is unavailable the user can connect to a
WPAZ2 since it is the most secure protocol after the WPA3.
Furthermore, users should avoid connecting to a WEP and
WPA protocol since these two have the worst security when
connecting to a public Wi-Fi [5][7].

4. Security from User Side

It is suggested by researchers that the user can protect his
data by practicing safe networking by not sharing
private\sensitive data such as bank account, password and
any critical data while connecting to a public Wi-Fi in
public areas such as shopping malls, universities etc. Using
Virtual Private Network (VPN) which can make a public
network as a private network by hiding the IP address and
also because while using VPN the data is encrypted making
it is harder to enter and steal the data however sometimes
the moment of switching on the VPN the attackers can steal
the information [11][12]. Checking whether the website is
using Hyper Transfer Protocol Secure (HTTPS) rather than
Hyper Transfer Protocol (HTTP) since in HTTPS the
private keys are secret, public key is has no use without the
private key however, even with this information the SSL
attack can use to downgrade HTTPS to HTTP. Moreover,
using VPN is the most secured method when connecting to
a public Wi-Fi network [12].

5. Developed Securing Algorithms
Many researchers tried to help in securing data over the

public Wi-Fi using technique other than WPA2 and WPA3
or by adding a layer to further increase the security of the
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protocols. With each research suggestion using different
methods such as blockchain, key encryption, channel state
information, machine learning, certification and physical.
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Figure.1 the structure of the research that uses Blockchain
technique

5.1. Public Wi-Fi Security using Blockchain
technique

Blockchain is a distributed data structure that have many
records in blocks. Modification on one record requires the
update on the whole blocks on the systems. It is difficult to
hack or change in the blockchain since the ledger is
distributed between every connected system and always all
the networks review the blockchain. The validation is done
via proof of work and some of the protocols are Ethereum
and Bitcoin [13]. Maintain the blockchain does not requires
a third party which is more secure. The transactions on a
blockchain can be anything such as data, cryptocurrency
with it being publicly however it is still done anonymously.

Four research [13], [14], [15] and [16] suggests using the
blockchain as layer between the router and the client for
maintaining security in a public Wi-Fi. Since the distributed
nature of blockchain is hard to attack, easy to track each
event and condition. The used protocol in all these
researches were Ethereum with proof of work for security.
The smart contract layer was used to handle verification and
determine whether the device is under attacks such as (DoS
and MitM). Figure.l shows the overall structure for the
research that uses the blockchain technique to secure the
public Wi-Fi.

In [14] the author added an infrastructure layer to handle
maintaining the leger to keep the data consistent, in addition
to the smart contract to detect abnormal or malicious attack.
In [15] uses the proof of work to control the shared
resources to prevent DoS attack. The user device connects
to an access point then the Wi-Fi waits for the request from
the access points, which is signed by the user private key,
the access point then send the transaction for validation to
the blockchain system and the block is added. In [16] the
author created a system named TrustedAP by using
Ethereum protocol. The manager of the network sends
smart contract to discover which access point are trusted
and recorded it on the Ethereum, then the user creates
address and key on the Ethereum, then the verification of
the user and he access point is done via an on and off- chain
using Rivest-Shamir-Adleman Encryption (RSA). In [13]
the authors use Ethereum in a system called SmartWiFi that
provide a layer of smart contract between the client and the
user to exchange the data safely.

5.2. Public Wi-Fi Security using methods
related to key encryption

Encryption is securing the data by mathematical
operations to avoid the read, access or modifying the data
by an unauthorized user. The encryption methods have two
categories as described above: the symmetric and
asymmetric encryption algorithms. Each with their own
way of handling with the public\private key [17].

Five research [17], [18], [19] and [20] uses different
kinds of encryption algorithms to encrypt the data send from
the client to the sever to ensure security over the public Wi-
Fi. Mainly most of the research uses the RSA, AES and
DES encryption algorithms in trying to provide more
security to the public Wi-Fi. However, some of the research
uses the Secure Hash Algorithm (SHA), pre shared key and
other methods which is discussed in the following
paragraph.

In [17] the encryption is done with two algorithm the
AES which is a symmetric key algorithm to encrypt the
random key along with the hash function. Then the server
decrypts the two data to identify the client. After that the
server will send RSA public key which is an asymmetric
algorithm to the client that have to be with the AES
encryption and the hash function and the SHA to guarantees
it is the real server.
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Figure.2 the structure of the research that uses Key
Encryption

If the hash value after the client decrypts it is the same as
the server the process will continue. After that the exchange
of the messages will begin. In [19] Linear Network
Algorithm (LNA) for transferring data over the internet was
further improved by adding public key asymmetric
encryption between the sender and receiver. In [18] a
system called secure Wi-Fi (sWi-Fi) which divide the data
into two halves with calculation done to each half to encrypt
the plain text. Then the two halves are combined again to
get the value of HMAC it is computed by adding the private
key and the combined halves to ensure identity of the
receiver. The proposed system sWi-Fi was compared with

different algorithms such as DES, 3DES, AES and Blowfish.

The key generation was done without any complex
mathematical operation and can be changed to the data size
and type to improve the performance. In [20] Secure Key
Exchange with QR Code Protocol (SeKeQ) to exchange the
key in a public Wi-Fi environment to improved security in
a public Wi-Fi. The senders used Diffie-Hellman to
encrypt and generate the keys. Then the shared keys
generated by using symmetric AES algorithm for both
senders go to the SHA-256 for authentication. After
that the QR code of device A is generated via the H(sl)
and scanned through a camera of device B then the value is
compared with H(s2), if it matches then the connection
occurs. Figure. 2 displays the overall structure of how the
encryption works to secure public Wi-Fi
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Figure.3 DataCheck handles a Spoofing attack

5.3. Public Wi-Fi Security using a physical
layer

One research [21] tried a different method to secure the
public W-Fi by implementing a physical layer along side
the Wi-Fi to help detecting attacks. The author designed a
system called SecureArray which is the main function of it
is to discover the attack which the hacker can inject a frame
to launch a DoS attack or a deadlock attack.

The attacker can deploy two antennas to target the client
transmission to the AP and the other antenna is to save the
client transmissions. These saved transmissions allow the
attacker to trick the AP. However, SecureArray which relies
on computing the AoA signature with a novel method detect
the this by looking for energy changes so if the attacker get
a client frames the SecureArray algorithm will compare the
two signatures and detect the attack since the signature are
different. With the help of DataCheck that can assist the
user when authentication spoofing along with SecureArray.
The client waits for an Ack from the AP then the DataCheck
modifies the Distributed coordination function (DCF) that
is an access control mechanism in a WLAN network
including Wi-Fi. So, if the client then gets an Ack for
something he didn't send such as an attacker to direct the
frame to the AP without the client. The client then sends a
challenge which is a data frame that is empty to the AP. The
AP then compare the digital signature of the client and
attacker to raise suspicious that the data frames are not the
same. Figure.3 shows how the DataCheck is used to help in
a spoofing attack scenario.
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5.4. Public Wi-Fi Security using Machine
Learning

Machine learning is an artificial intelligent type that
allow the software to learn and enhance the accuracy to
predict the outcome after training the software. Deep
learning is also a type of machine learning that were used
by research [22], [23] and [24] to enhance the security of a
public Wi-Fi. Both research used The author chose the
AIWD dataset that has a real Wi-Fi traffic tracing and has
different kinds of attacks.

In [22] Artificial Neural Network (ANN) and Stacked
Auto encoder (SAE) was used in research [intelligent] to
detect intrusion attack. A feature selection is deployed by
ANN and feature extraction is don via SAE. Th ANN is
used to improve the detection of impersonation attack by
learning the most important feature of these types of attacks.
Then the model was trained with normal and impersonation
attack. SAE is then used as a classifier to validate
performance the chosen features that the ANN chose. In
trying to improve the system, the dataset was balanced since
there was many normal datasets compared to the attack
dataset. In [23] WNIDS was used in intrusion detection by
having two-stage approach, in the first stage the
impersonation and intrusion attack were classify as one
class while the other two classes were for normal and
flooding traffic. Moreover, the WNIDS should classify each
attack as what it is and classify the traffic related. Random
Forest was used in feature selection in WNIDS. In the
second stage the feature selection is done via Naive Bytes
to the selected feature from the first stage. In [24] the
author enhances the CSI by adding authentication methods.
First the data stream that are produced are flirting from the
noise that can come from the environment with Hampel
filtering. Then the data will be classified as legal and illegal
areas for training of the Support Victor Machine (SVM). It
was used since the classifier must be lightweight because
the only thing needed is the device location and it is very
good in classifying. The attacker can be known by the CSI
since he will be marked as an illegal user from an illegal
area.

5.5. Public Wi-Fi Security by Channel State
Information

Channel State Information (CSI) attack is when the
movement of the fingerprints of a user is analyzed while he
enters the password on a CSI by the attacker to get series
information from the user. CSI attack can take the
information with only one public Wi-Fi AP without having
to get the input without having to obtain any information
from the screen.

Research [25] tries to enhance the security of a public
Wi-Fi by detect a CSI attack. In [25] a sensor named
WiGuard using channel interface to eliminate any
requirement for an CIS attack. First the AP detects whether
the there are abnormality caused by the attacker. If there
were normal the user can enter his data. However, if there
were abnormal the connection is set on a safer wireless
transmitter.

5.6. Public Wi-Fi Security using security
certification

The certification is used for authentication to the server
to prove that the client identity. Two research [26] and [27]
decide to use certification to improve the public Wi-Fi
security. The research [26] found out that there is a problem
in security in the link layer for the authentication in Wi-Fi
protocol. When a device connects to a hotspot a
management system gives a random generated key, then the
services daemon is created, the physical transmission of the
device connected to the hotspot by TCP is saved to the
daemon. Then the verification is seen, if the verification is
correct the data can be transmitted, if not the device gets
disconnected. This whole thing is done with device
information. The author suggests using two layers so, if the
user discover the key in the first layer it is hard to get the
key from the other layer that used device information (MAC
address) with the AES- encryption for more security. In [27]
the security can be enhanced by using a digital smart card
for authentication with Public Key Infrastructure (PKI). The
Common Access Card (CAC) has certificates stored in it
that the author tried to use CAC to get the authentication for
the user. The certification authorities give the client
certificate that must be from them. Then the certification
checking is done via Online Certificate Status Protocol
(OCSP). After that the user certificate is mapped the
information, the provider must identify the user to make
him connects to the network.

6. Comparing Algorithms

The security of a public Wi-Fi network has gained
concerned since the sensitive data can be accessed and taken
by the attacker if the user is connected to the same network
easily. As described above many researchers tried to
enhance the security with different methods. Each with their
own system or different takes in securing the Wi-Fi.
However, every method has its own advantages and
disadvantages in improving the security of the public Wi-Fi.
With that in mind in this section the methods are compared
based on the how well the methods improved the security
of the public Wi-Fi in detecting all attacks (active or passive
attacks), is it convenience to use the methods and which one
has Dbetter performance. Table.2 below shows the
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comparison of the methods with comparing the advantages freely. However, these connections are considered insecure
and disadvantages of using each method in improving and to connect to with the currently securing methods for the

securing the public Wi-Fi from attacks that are lunched

No. Algorithms Advantages Disadvantages
The network can be distributive ) )
The Wi-Fi providers do not have to e Not @p lemented against
maintain the security of the network eave.sdroppmg ) )

5.1 Blockchain Blockchain in general has a very high * Maklng e.lny small ml‘stakes m
security implementing the blockchain network
Blockchain helped in securing the is crucial
public Wi-Fi against active attacks
Using hard to crack key encryption )
algorithms was very good in securing * Cannot detect pa551.ve attack§

52 Key encryption the public Wi-Fi e Some key encryption algorithms are
Key encryption guarantees safe easy to crack
connection against active attacks
Can perfectly secure a public Wi-Fi * Eavesdropping attacks cannot be
from active attacks detected )

53 Physical layer The detection rate for the attack become | * If_ the f‘lttj‘mker_ls very close to the
better one the attacker is far away from client, it 1§ eas.ler to h'flck\crack and
the client steal the client information
Machine learing algorithm did very e Does not work against attack other

] well in detecting attacker taking user than intrusion and - impersonating

5.4 Ilt/i Z‘frﬁige identity and intrusion detection attacks o

g Prediction can be made via machine | ° The avalla'blhty may be a problem
learning algorithms when sending many requests
The adding of the channel interface will ¢ \ﬁ/henfthe .channlil is far from the AP
not reduce the functionality of the the safety 1slwea en

55 Channel State network services e Eavesdropping attacks was not

’ Information . . included when making the method
Channel interfaces proved to provide )
security against CIS-attacks e Only work against CSI attacks
Certification provided help in securing | ¢  Only provide security if the user has
the blic Wi-Fi by not Ilettin

5.6 Certification P . . Y & CAC ) )
unauthorized client join the network to | «  Cannot against passive attacks
steal the information

from the attacker to steal the client data for his own gains.

7. Result and Discussion

The research paper discusses the works done in securing public Wi-Fi such as WPA, WPA2 and WPA3 are lacking

public Wi-Fi in public areas. Wi-Fi is very important for in security allowing the attacker to steal the user
allowing the clients to connect without having a wired information very easily without requiring too much effort.
connection. Moreover, many places offer connections for The result of this research shows that here is a solution to
the clients to their Wi-Fi sometimes with a cost other time the problem to make the public Wi-Fi more secure for the

clients to connect to. Furthermore, many researchers tried
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to make the public Wi-Fi secure by implementing different
technique and algorithms to protect the clients from the
attackers that can take and steal the very sensitive data and
used it in an illegal way. The researchers tested their work
and found out that the security of public Wi-Fi can indeed
be increased by one of the techniques mentioned above.
However, all the research above needs more testing in real
environments to evaluate the real value of the protection and
all the research focused on the active attack without taking
the passive attack into consideration. Moreover, by
providing security to the public Wi-Fi the clients can no
longer fear the stealing of their data by an attacker thus
increasing the usage of public Wi-Fi by enhancing the
security. With further investigation the best method can be
chosen to apply these security methods alongside the
original technique to even make the security of the public
Wi-Fi better and prevent or detect any attacks on the public
Wi-Fi

8. Conclusion

In this research paper the methods of securing the public
Wi-Fi that are done by other researchers are evaluated to
show the advantages and disadvantages of each method by
comparing them to each other. Based on the research the
public Wi-Fi security are very lacking and needs more
improving for safe connection to these networks. The
methods have different implementation to provide the
security of the public Wi-Fi. It is showed by analyzing these
methods they actually did pretty well in avoiding and
preventing the attacker from accessing user information by
detecting the attackers. However, the methods were only
considering the active attack without trying to secure the
connection against passive attack. Moreover, protecting the
connected devices form the attacker is very crucial in a
public Wi-Fi to gain the trust of the user to increase the
usage of public Wi-Fi. In the future more methods can be
explored to further analyze the best methods to secure the
public Wi-Fi and two methods from the methods discussed
above can be implementing together to enhance the security
of the public Wi-Fi by eliminating the disadvantages of one
method by the other method.
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