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Abstract 
The main purpose of the study is to analyze the current state of 
the organization's information security system in the context of 
COVID-19 on the basis of public-private partnership. The 
development of public-private interaction in information security 
is one of the priorities of the state policy of many estates. Among 
the priorities of public-private partnership in cybersecurity and 
information security, there is an expansion of interaction between 
government agencies and private scientific institutions, public 
associations and volunteer organizations, including in training, as 
well as increasing the digital literacy of citizens and the security 
culture in cyberspace. As a result of the study, the foundations of 
the organization's information security system in the context of 
COVID 19 were formed on the basis of public-private 
partnership. 
Keywords: 
public-private partnership, information security, cybersecurity, 
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1. Introduction 
 

Recently, the direction of development of the 
world community is aimed at technological progress 
and the introduction of information technologies, 
which greatly facilitate the processes of searching 
and exchanging information, this process has become 
especially relevant during the times of COVID-19. 
The widespread use of computer and 
telecommunication technologies in all areas of public 
life, especially Internet technologies, has many 
advantages along with an increase in the volume of 
threats. The implementation of which causes damage 
at the state level and in the international arena. 
Which leads to the need to solve these problems in 
order to minimize, eliminate and prevent cyber 
threats and ensure information security in the context 

of COVID-19. Today, cybercrime, for which there 
are no state borders, threatens not only society, but 
also infringes on national interests. There is a high 
activity of cyber attacks, the activities of criminal 
groups, industrial and financial groups and persons 
working in the system in the performance of official 
activities (insiders). Cyber threat incidents are 
becoming more frequent, better organized, easier and 
cheaper to prepare and implement. Therefore, it is 
necessary to look for new ways to counteract, to 
improve the country's cybersecurity mechanisms, 
including by introducing the concept of public-
private partnership. 
country.  

In modern conditions, when ultra-modern 
information technologies are being introduced into 
almost all spheres of life, telecommunication systems 
are rapidly developing, new global networks based 
on the use of interactive information dissemination 
tools are emerging, it becomes possible to satisfy 
one's own interests, obtain (almost instantly) the 
necessary information. Now everyone can find out 
the latest events in any corner of the world. At the 
same time, there is another side of progress: the 
authorities, citizens of any state, without the use of 
military tools, but only thanks to the Internet, social 
networks, information transmission channels, are 
able to weaken or even destroy a competing state, for 
example, disable the banking system or any a website, 
for example, the provision of public services, 
interfere with the work of the email of a single 
department (as was the case with the FBI mail), etc. 
Unfortunately, quite often we hear about hacker 
attacks, from which no one, as it turned out, is not 



IJCSNS International Journal of Computer Science and Network Security, VOL.22 No.6, May 2022 

 

20

protected. Eloquent and indicative in this context, in 
our opinion, are the data provided in the Microsoft 
report on hacker attacks during 2020-2021, made on 
the basis of information collected by its security 
systems. Thus, according to Microsoft, Russia is 
involved in 58% of attacks. “The majority of hacker 
attacks were directed against the United States - 46%. 
Ukraine ranks second in this ranking (19%), the third 
is the UK with a significant margin (9%). Also, part 
of the attacks fell on Belgium, Japan, Germany (3%) 
and other countries. 

The above is of particular relevance in view of 
the fact that, and we have cited statistics, now most 
states are faced with the fact that their system of 
ensuring information security and protecting 
information sovereignty turned out to be vulnerable, 
and this negatively affects the ability of the state to 
effectively protect its national interests in the 
information sphere. Thus, according to experts, one 
of the most dangerous external factors can be safely 
recognized as the process of globalization, 
accompanied by the undermining of traditional and 
other values imposed on countries and peoples, in 
particular, through new information and 
telecommunication systems and technologies. The 
volume of the world information industry in the early 
90s of the last century reached 2 trillion. US dollars, 
and at the beginning of the 21st century increased by 
an order of magnitude. 

 There is a growing awareness of the need to 
adhere to certain global principles of behavior, since 
the alternative may be the uncontrolled growth of 
global risks from which no one can hide. Hence, we 
are witnessing an unprecedented rate of spread of 
new international and even global agreements to 
regulate certain components of human activity.” In 
the context of the above, special attention should be 
paid to the fact that in the context of the globalization 
of information processes, the formation of the world 
information space, and the rapid growth of the world 
information market, no state, of course, can function 
in information isolation. This is what is alarming, 
because in this case, information sources and flows 
on the territory of any country are almost completely 
protected from interference, attacks, external 
information influence and leakage of internal 
information. 
The term "cybersecurity" usually refers to corporate 
governance, management and focuses on specific 
forms of complex attacks and covers their technical 

and social aspects. Let's look at some definitions of 
this concept. The EU formally recognizes that 
cybersecurity generally refers to measures and 
activities aimed at protecting cyberspace in the civil 
and military spheres from threats that can damage or 
are associated with interconnected networks and 
information infrastructure. Cybersecurity aims to 
maintain the availability and integrity of networks 
and infrastructure, as well as the confidentiality of 
the information they contain. 
According to most regulations in different countries 
of the world, the role of the state in the information 
security system in the context of COVID-19 consists 
of the following elements: 
- formation of the sphere of information protection 
and ensures its implementation within its competence; 
- determination of the requirements and the 
procedure for creating an integrated protection 
system; 
- exercise control over ensuring the protection of 
state information resources or information with 
limited access, the protection requirement of which is 
established by law; 
- takes measures to identify a threat to state 
information resources from unauthorized actions in 
information, telecommunications and information 
and telecommunication systems and makes 
recommendations to prevent such a threat. 

Special subjects for ensuring information 
security in the public-private partnership system are 
state bodies that, in addition to general functions, are 
authorized to combat cybercrime and cyberterrorism, 
as well as to ensure cybernetic protection of national 
and private infrastructure. 
 
 
2. Methodology 
 

To achieve the goals set in the study, we applied 
the following methods: induction and deduction, 
comparison and systematization; synthesis and 
analysis; abstract-logical - for theoretical 
generalizations and conclusions of the study. 
 
3. Research Results and Discussions 
  
The increasing influence of destabilizing factors of 
the external and internal environment on the 
information security of enterprises, characterized by 
an aggravation of contradictions in the economic 
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sphere, reducing the efficiency of their activities, 
manifests itself in the theft of property, corruption, 
fraud, cybercrime, inaccurate financial reporting data, 
a decrease in investment attractiveness and the 
development of an appropriate enterprise protection 
system 

In the context of the need for constant 
monitoring of the activities of enterprises, one of the 
determining directions for increasing the efficiency, 
sustainability and ability to manage an enterprise is 
to improve the system of economic security through 
its financial component through the formation of 
information and analytical support, the development 
of procedures for verifying and confirming  
information. 

The introduction of quarantine caused by the 
COVID-19 pandemic has forced most enterprises to 
transfer employees to remote work. However, the 
massive use of digital technologies is fraught with 
hidden threats associated with cybercrime. In this 
article, we will consider the impact of information 
technologies and resources on the economic security 
of enterprises in a pandemic and methods to counter 
them. 

The subjects of the cyber security system are in 
close interaction with each other, but at the same 
time, each of them specializes in solving specific 
problems in accordance with their subject 
competence and within the limits of authority 
determined by law. Despite this, information security 
threats are actualized through the action of such 
factors as an insufficient level of coordination, 
interaction and information exchange between the 
subjects of cybersecurity. 
Ensuring informational nature as a state of protection 
of the vital interests of a person and a citizen, society 
and the state in cyberspace, which is achieved by the 
complex application of a set of legal, organizational, 
informational measures, should be based on the basic 
principles (Table 1). 

Table 1: Basic principles of implementation of information security 
system in the context of COVID-19 based on public-private partnership 

№ Basic principles 

1 
the rule of law and respect for the 
rights and freedoms of man and 
citizen, openness, accessibility, 

stability and security of cyberspace 

2 

public-private partnership, broad 
cooperation with civil society in 

the field of cybersecurity and cyber 
defense, proportionality and 
adequacy of cyber defense 

measures to real and potential 
risks; prioritization of measures 

3 

inevitability of punishment for 
committing cybercrimes; priority 

development and support of 
domestic scientific, scientific, 

technical and industrial potential 

4 

international cooperation in order 
to strengthen mutual trust in the 

field of cybersecurity and develop 
joint approaches to countering 

cyber threats, consolidating efforts 
in investigating and preventing 
cybercrimes, and preventing the 
use of cyberspace for illegal and 

military purposes 

 
    The implementation of cybersecurity through the 
use of public-private partnerships involves the 
involvement as a private partner of business entities 
using elements of critical infrastructure that depend 
on ICT; server equipment manufacturers, software 
developers, payment settlement operators. It is 
necessary to develop relations related to the 
disclosure of confidential, commercial and personal 
information, to achieve a balance of interests of 
partners, to develop control and supervisory 
procedures. 

The term public-private partnership reflects the 
leading role of the state in the implementation of 
public-private partnership projects. The term "public-
private partnership" can be considered in a broad and 
narrow sense. In a broad sense, public-private 



IJCSNS International Journal of Computer Science and Network Security, VOL.22 No.6, May 2022 

 

22

partnership is a system of relations between the state 
and business, which is widely used as a tool for 
national, international, regional, urban, municipal, 
economic and social development. In a narrow sense, 
public-private partnerships are specific projects 
implemented together by state bodies and private 
companies at state and municipal property. 

Today, public-private partnerships are 
recognized by both states and non-state actors as a 
key element in building a truly effective state 
cybersecurity system. Almost every cybersecurity 
strategy (national or supranational) or departmental 
vision document (which deals with information 
security) mentions the desire to develop public-
private partnerships. 

Along with the variety of forms of 
implementation in international practice, the main 
stages of public-private partnership are determined: 
assessment of opportunities for the provision of 
services within the framework of public-private 
partnership; preparation for the provision of a service 
or the implementation of a project within the 
framework of a public-private partnership; choice of 
partner; negotiation process and conclusion of the 
contract; execution and monitoring of the contract. 
Table 2 depicts the main objectives of the public-
private partnership in the context of ensuring the 
system of the information security of the organization 
in the context of COVID-19 

Table 1: Basic principles of implementation of information security 
system in the context of COVID-19 based on public-private partnership 

№ The main tasks 

1 regulate technical security and data 
processing; 

2 provide reliable access to the 
Internet; 

3 exchange information regarding 
threats and vulnerabilities; 

4 
to provide assistance in resolving 

situations related to threats or 
illegal content on the Internet. 

 
The principles of public-private partnership in 

the field of information security are based on 
economic efficiency and innovation; ensuring 
integrity and availability; privacy and freedom; 
responsibility and transparency; justice. 

The modern attitude of the countries of the 
world to the problem of cyber security has come a 
long way 

- from understanding to a comprehensive 
vision of protection systems. It was largely 
influenced by several factors that determined the 
principles, priorities and modern horizons. The main 
ones are: 

- novelty, complexity and number of 
challenges and threats that arose at the initial stage in 
the formation of the foundations of information 
security; 

— positive perception of guidelines regarding 
the current and future development of the legal 
support of cyber security, outlined by a number of 
universal and regional international organizations; 

focusing on legal issues related to cyber and 
information security, mainly on the positions of 
protecting universally recognized human rights; 

- the gradual spread of various crimes related 
to the use of new digital technologies and the need to 
prevent crime and create criminal justice in the fight 
against high-tech and computer crime; 

- the presence of predominantly soft law ("soft 
law") rules on cyber and information security, which 
were contained in resolutions of international bodies 
and organizations, in general statements, declarations, 
and communiqués. 

The development of public-private 
partnerships in the field of cybersecurity is one of the 
main and effective tools for creating 
cybersecurity/cyberdefence systems. This tool is used 
in international practice. The modern DPP model is 
formed by the US Department of Homeland Security 
(DHS). For quick and timely exchange of threat 
information indicators between the public and private 
sectors, the Department has created an automated 
cyber threat program [1-15]. 
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In order to implement the task of protecting 
critical infrastructure (National Strategy for the 
Protection of Critical Infrastructure, CIP) at the 
strategic and operational level, the German Federal 
Government has developed the KRITIS Public-
Private Partnership Plan (Umsetzungsplan KRITIS). 
Since 2007, the public-private cooperation "UP 
CRITIS" has been implemented by the government 
in cooperation with critical infrastructure operators. 
The main goal of the CRITIS Plan is to improve the 
protection of critical infrastructure in various security 
sectors. 

The experience of foreign countries in real life 
shows that the solution of the main tasks of 
cybersecurity is impossible without creating: 

1) an interdepartmental structural body that 
would ensure, on an ongoing basis, the coordination 
of the activities of certain departments, law 
enforcement and law enforcement agencies on issues 
of ensuring cyber security; 

2) central authorities in the structure of certain 
departments, law enforcement and law enforcement 
agencies with the functions of identifying and 
assessing the level (determining the degree) of 
criticality of extraneous cyber influence, developing 
conceptual foundations and providing 
recommendations on countering its manifestations, as 
well as actively counteracting cyber attacks of 
warring parties and influencing their ITS ; 

3) bodies of their own information and cyber 
security - state institutions (departments) and 
commercial structures that should closely cooperate 
with the indicated central authorities on the 
development of a unified policy to protect both their 
own and the general national information cyberspace. 

We believe that the following measures are 
necessary to ensure the further implementation of 
public-private partnership mechanisms in the field of 
information security: 

- carrying out reforms in the country that will 
turn it into a modern competitive state and lead it out 
of the crisis; 

- fight against corruption at all levels of state 
power and local self-government; 

- elimination of shortcomings in the legal 
regulation of public-private partnership and 
cybersecurity; 

- information and analytical support for 
cybersecurity subjects and increasing the 
effectiveness of monitoring in this area; 

- ensuring close cooperation between the state, 
the private sector and society for strategic planning 
of cybersecurity; 

- preparation of recommendations for the 
implementation of public-private partnership projects 
for all subjects of cybersecurity; 

- strengthening the predictive function of the 
cyber security management system; 

- training of qualified public administration 
specialists for the practical implementation of public-
private partnership projects. 

 
4. Conclusions 
 

From the study, we can conclude that today the 
system of state-legal partnership in the world pays 
sufficient attention to improving cybersecurity 
processes and ensuring the functioning of the 
information security system, but security regulation 
remains ineffective. Therefore, the involvement of 
business and citizens in solving these issues, using 
the model of public-private partnership, becomes 
especially relevant. Business as a private participant 
has technical, financial, intellectual, human capital 
that can help the state in solving certain market 
problems. The public-private partnership solves the 
following tasks in the field of improving 
cybersecurity: safety and data protection, reliable 
access to the Internet, the exchange of data on threats 
and attacks, assistance in solving emerging problems 
in the Internet space. The cybersecurity policy is 
based on the following principles: innovation and 
efficiency, integrity and accessibility, freedom and 
fairness, responsibility and transparency. Today, the 
development of a mechanism for interaction between 
business and the state is completely dependent on the 
domestic legal framework on cybersecurity issues 
and the introduction of innovative approaches. 
Subsequent research, in our opinion, should be aimed 
at scientific substantiation of innovative forms of 
introducing the mechanism of public-private 
partnership in the field of information security in the 
context of COVID-19.  
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