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A Study on the Korea Future Internet Promotion Plan
for Cyber Security Enhancement*
Lim, Gyoo—Gun**-Jin, Hai-Yan***-Ahn, Jag—Ik****

7 Amid rapid changes in the ICT environment attributed to the 4th Industrial Revolution, the development of
information & communication technology, and COVID-19, the existing internet developed without considering
security, mobility, manageability, QoS, etc. As a result, the structure of the internet has become complicated, and

problems such as security, stability, and reliability vulnerabilities continue to occur. In addition, there is a demand for a new concept
of the internet that can provide stability and reliability resulting from digital transformation-geared advanced technologies such as
artificial intelligence and IoT. Therefore, in order to suggest a way of implementing the Korean future internet that can strengthen
cybersecurity, this study suggests the direction and strategy for promoting the future internet that is suitable for the Korean cyber
environment through analyzing important key factors in the implementation of the future internet and evaluating the trend and
suitability of domestic & foreign research related to future internet. The importance of key factors in the implementation of the future
internet proceeds in the order of security, integrity, availability, stability, and confidentiality. Currently, future internet projects are
being studied in various ways around the world. Among numerous projects, Bright Internet most adequately satisfies the key elements
of future internet implementation and was evaluated as the most suitable technology for Korea's cyber environment. Technical issues
as well as strategic and legal issues must be considered in order to promote the Bright Internet as the frontrunner Korean future
internet. As for technical issues, it is necessary to adopt SAVA IPv6-NID in selecting the Bright Internet as the standard of Korean
future internet and integrated data management at the data center level, and then establish a cooperative system between different
countries. As for strategic issues, a secure management system and establishment of institution are needed. Lastly, in the case of legal
issues, the requirement of GDPR, which includes compliance with domestic laws such as Korea's revised Data 3 Act, must be fulfilled.
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Category us.

EU

China South Korea

Main institutions

NSF & FIA NGI

Chinese government | Progressing individually

Cooperation between

Security

Proceeding method | government and private Government-led Government-led Led by prv ate
. companies
companies
Main projects NDN, MobilityFirst, XIA Foggsed on N.GI_ NEW P Bright Internet
affiliated project Projects
Development goal Network Flexibility & Public interest Security Security

(democracy) & security
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(Table 2) Common Types of Cyber Threats in the Future

No. | Types of cyber threats

Details

References

Ransomware attacks targeting government agencies &

1 Ransomware . T Ministry of science & ICT
medical facilities
. ) . Mid-to-long-term
Infrastructure Intelligent attacks on infrastructures such as smart grids &
2 comprehensive plan on
attacks & banks S . . )
intelligent information society
Personal Stealing and leaking information from governments, .
. ) . N . Framework act on national
3 information companies, & individuals through cyberattacks, i.e. . .
. informatization
leakages cloud hacking

4 Target attack using
intelligent Al

Using artificial intelligence technology, cyberattacks

target specific institutions

Mid-to-long-term
comprehensive plan on
intelligent information society

ToT device
cyberattacks

Service paralysis occurs by hacking IoT devices such as | National informatization
self-driving cars & smart healthcare white paper

6 Blockchain-based

Blockchain-based crypto wallet

s & exchanges are National informatization

cryptocurrency hacked to steal cryptocurrency white paper
Unauthorized spread of false information such as fake National informatization
7 Fake news i : .
news by exploiting technologies such as deepfake white paper

Abuse of financial
services

(o]

Unfair payment or leakage of fi

information by exploiting financial services such as

simple payments

nancial/ personal )
/p Framework Act on National

Informatization
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Abuse of financial services
Fake news

Blockchain-based encryption system hacking
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through IoT device attacks

Intelligent Al target attack
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{Fig. 1) Risk of future cyber threats
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Internal information protection

Infringment Detection Response
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End point security

Cloud security system

Wired and wireless network security
Defense of APT

Ransomeware prevention

Email security

Compliance support system

Web application security

Network separation

(3 2) 024 Mol I3 S &34 FQE(55 M)

(Fig. 2) The Importance of Future Cyber Threat Solutions(multiple choice)
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(Table 3) Rankings of Key Elements of Future Internet Implementation

Rank No. Key elements Score
1 Security 122
2 Integrity 94
3 Availability 66
4 Stability 64
5 Confidentiality 64
6 Scalability 30
7 Manageability 16
8 User-centeredness 10
9 Trust chain 8

10 Mobility

Yoy 31
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ARl QAEMN ALY At A4 =2 HOMo] &
TEE= YYo= QHGHA ZEo}7] Sloto] HeMde %

N

Zofof 2 Zloft}. 3t ot 8§ = 21o] Al 2
FAFS WEAAZ 5 JES TR HolH $9
% S4L 25olof I Aojek. 1 9] Heole] F Al
7] 299 A3t ALY T4, Belol B
52 9J3t el st HorelEol chat AL A o
2 9% A4 9 3t DFFolo} F Aol

V. gt=3 Oj2 QIEY

-

.2 0j2 QBN V=8 My |

@A 2ol A Sl tE vl 0“51‘;1] =23
E(Bright Internet, NDN, MobilityFirst)& g+ &
7ol thet A3t ol RE vl Wk FGI HHES &° 4

[el= Ewa=]

(B 4) 1= 0f2f QIE{Y Z2HE H|w
(Table 4) Comparison of Common Future Internet Projects

Category Bright Internet MobilityFirst NDN
Network design method IPv6 gradual design ICN innovative design ICN innovative design
RISE Compatibility Does not guarantee Does not guarantee
Network compatibility guaranteed design compatibility based on ICN | compatibility based on ICN
Transmission method Packet based Packet based Packet based
Addresses data
. Addresses data (Hierarchical structure
Identifier Addresses hosts (Flat Structure) partially accepting flat
structure)
Routing Asymmetric routing Hybrid ID-LOC routing / Symmetric routing
GSTAR
Caching Supp orting ordl.nary In-network caching In-network caching
caching function
Forwarding Stateless forwarding Multi-hop forwarding Multi-path forwarding
Able to trace contribution
Security principle of Object security Data-centric security
sender responsibility
Mobility Mobile IPv6 Mobility supported Implicit mobility supported
s Supporting various ID
Scalability systems, Le. IPv4, IPv6 GUID New ID
. Preceding new test bed Preceding new test bed Preceding new test bed
Adoption ) ) .
establishment establishment establishment

32 2022-&



MOJE} B0t 51 9f5t 5115 0ja QIE(L 7 Hoto] 2t

5
4
3 I
2 I
1 I
0
Security  Satability Manageability Mobility Scalability —Confidentiality Integrity —Availability
B Bright Internet B NDN MobilityFirst

(2 3) MEHo QA Ojaj QlEY T}
(Fig. 3) Future Internet Evaluation by Key Element

S Y7l tHLim, et al., 2018; Zhang, et al.,
2010). AE7F 16919 &2 609 7o A& 3o
= o]RofA Q1 STA HLE ARSIt 3714
#f el Z2AET} JHEQF QAF ofL F X
ot Qe A ERIgH k= (& 4), <TH 33 2t
ZJEEQE QA 3714 g QIHYl ZRHES Bl
715t A7} Bright Internet TRAEE=TIE TZAE
Hoh AR B7HE ol 1% HLMgo| 7+ o
VA Yebgar P4, T, 7194, A4, 74
FEo| B% 43 oo A eyt 18y &%
37} o] 5/ FEo] A HEG BG-E HolRqlr)
NDN EZHE= ofg] JHEQ 9AHE BYS o
5 3Y A9 S ALY 25 2ok Qo 1
oA o5 714 o tha HET BG5S
Foot.
MobilityFirst ZEA E= FAGAGA| O] 242 &

LZAEZ o|FA Wo| 481402 uj$ Hoju}A]

71 8aE B 3 AR ot HolE 11 B4
HQHdol 2.698 02 71 F1FatA Lehit.

2, 2= AtO[H] EHZ0|A12] Of2 AIES Xghy Et

37HA mil AEYl Z2AET} o= Aol EgoflA
o] A9d 7F Ak v (Od HeH L

Bright Internet Z2AET} 4 56402 =9
Atold] &0 71 Adsite A& ST 4 A
Bright Internet ZEHE= HQl Ao et F&,
A AEY 2ol ARt thefake Het AEE
Atste 5 71E dEY AA - Ui FEA
AHES HYohe WFos HIsi, vjF A
Aol 2449 7e, MAEA HE 5 845
EsIA e}, E3 =yl AU &) 5G6/6G59
AN olssAl B AR ARY, deokd FASA
Azt F50] WA AFHH, 2L 7Iesel

)

YeapmH 33



| musgM A0S |

Bright Internet

NDN

MobilityFirst

(T8 4) 3= MOIH Z0M2 Mehd Bt

(Fig. 4) Evaluation of Suitability in the Korean Cyber Environment
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