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Blockchain-based lightweight consensus algorithm (L-PBFT) for
building trust networks in IoT environment
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Abstract With the development of the Internet of Things (IoT), related network infrastructures require
new technologies to protect against threats such as external hacking. This study proposes an L-PBFT
consensus algorithm that can protect IoT networks based on a blockchain consensus algorithm. We
designed a blockchain (private) model suitable for small networks, tested processing performance for
ultra-small/low-power IoT devices, and verified stability. As a result of performance analysis, L-PBFT
proved that at least the number of nodes complies with the operation of the consensus
algorithm(minimum 14%, maximum 29%) and establishes a trust network(separation of secure
channels) different from existing security protocols. This study is a 4th industry convergence
research and will be a foundation technology that will help develop IoT device security products in
the future.

Key Words : Block-Chain, IoT, PBFT, Security, Consensus Algorithm

1. ME Z7tste] whe} Wizt dolg Heto] it F8/g0] A&
EoA I Slth. Aol oflo]AA(ASUS) YHIOlE
Ae, N # 8 1P7HEE ToT "HYol(firmware) a7
& Al&sto] Hot Apalr} F7tsto] oo ot s A o]
H 2L 7] 7ol 24HIL JTH3-5]

2 d7= AR YEST 3EE FHCE oT
& ZREES w4kl A3getd E5A4l L-PBFT

el B]ZE(Bricsson Mobilityy= A4l IoT
AZo] 20209 1269 7oA 20259 2699 7= oF
2.1 7RG AL, FEYE YELA(Palo
Alto Networksy= 20214 [oT 92 0] 80%= H]

F&o=2 79 AZE= A7 S7HEH L -
ZAITHL2). 10T AAES AZ2% S5771 345HA

"Corresponding Author : Jung-Oh Park(pjo21@naver.com)
Received April 14, 2022 Revised May 20, 2022
Accepted June 20, 2022 Published June 28, 2022



LLILLCH DS )
ol
~
B
Y
)

[

= | A )

21 loT ¥ &

SR0! g

7FE Gartnenel SJ3tel ToT el 71909] 3/40]
B2 EYRAY 20204 A AT A

olH, &

249 =9 719 86%7F F HATES

A

Hretetal FEFTHOl. HEA] E=AR] 10T 871

&24 [oTA Algt
[0Tchain®] ToT

‘tangle’, B52 A ‘HyperLedger,
Chain’, Waltonchain Technology®]

Table 1. 2020 Block—chain pilot Project

‘Walton Chain” 5°| JtH7]. FWE EESH 27| &4
2 [oT AAE 93t Lightweight E24Q1 F2/
@Ae] 2 $FEATHS]. Table 13+ Zo] 2020
U EEAQ] ARAY AlEE AEEY 357 H
ARAAE FHOE A Hopo Holg ] FHES +
ot Ay DAeItHIL.

B4 715 A BFAIE A3t RekA) A2

HIERIELE W0 o A/ £ dold
WE 5 WA Foltt. 10T B4% BAZ 2

oF §B/WE/AE/ 24 Bololct 44 WO | IoT
AARRE 24U JBE ERAUCE AY/B
ke o $8912H10L

Z AR HIR|5ha 23
[oT #4& E5A41Y 7€ A8l 4 sf2dsfor &
Z

By, Al me

ZQ BAL T2 EF A 53
A /AT s A 5ol Utk Table 2+ £5AQI

WA (Public¥} Private) WeFATH11].

Field Institutions Project Title
Safety National Police Agency Digital evidence management platform
Farming Rural Development Administration Open field crop production distribution management platform

Social safety net

Ministry of Health and Welfare

Platform for managing the overlapping welfare

Food safety

Ministry of Food and Drug Safety

Food safety data platform

Medical

Gangwon-do

Integrated management platform for chronic diseases in Gangwon-do

Authentication

Gyeongsangnam-do

Local public service platform based on distributed identification(DID)

Transportation

Sejong Special Self-Governing City

Trust platform for autonomous vehicles

Environment

Busan

Water supply smart water quality management system

Table 2. Block—chain method and features

Public Private
Accessibility Y N(permission required)
Speed Slow Fast
Identity Anonymous Authorized
Fees Y(Required) N
Hardfork Y N
Decentralization High Low
Rule change Hard Easy
Security High Vulnerable
Subject All users Central
Algorithm PoW, PoS, DPoS BFT

AR [oT YEE

o] WE BFT A

35 1HFPS 4, Private T4

9 P9 LuZol HEHh Yue

Hao, Meshcheryakov, Seyed Mojtabasms?] &
A9l A% @ v|wEAd] g2H BFT A ¥9] PBFT
o] & EE9 t7|AIZE E A, oflvA ZEA
ohRE SHA 5ol HoldE ASHTHI2-141.

Fig. 12 PBFTY A 54 #4Z HepdoH15].

oln oot

request Epre-prepnre prepare | commit reply

) . /4

3
Fig. 1. PBFT-based consensus algorithm
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ol

PBFT #H(Leaden)dE ©1%F, 8%(request) 2.2 EEXQ! 7|8t loT AT H|WEM
R Ao dubetal 2/39) AFe] AEetd =52 Table 4= 39 o]y SF&AM AT} (AFECIEY,

AGo|EZHH. o]9] HrE jAY A T8 &2 ToT, ‘PBFT' F1YE)A EE2X9 243 T
HEE oMY REE AR EFAY HEND 75 gm d7= un qu} A7}o|tH19-35]. A5 &
oA AR YEYZE #3 A SA Z2EF0 oz 73, Eﬂ AEZ pE mgsll 2o MR
27 JoT SAlolE MQTT(Message Queue H7 =2 1 Fot EX 2. YESF FE/IIEZ
Telemetry Transport)?t CoAP(Constrained 3. BA AT/AE AR 4. g9 IvEE g sg =
Application Protocol)7} JtH16). Table 32 MQTTS} o7 oA ulmw BEAMHC}

CoAPE Aol F4 B4 28 4 UedlrH17].

Table 4. Related Work Comparison

Table 3. Standard wireless Communication type Name Description
Short distance 1 Transaction time synchronization,
Bluetooth 802.15.1, TMbps, Low power integrity
Gee. S. V. 9 Small (Private Network), Wired
Z-Wave 802.15.4, 9.6~40kbps, Low power ét él (Ethernet)
WiFi 802.11.x, 1-72Mbps, High 3 Not required, very high (PKI)
Zidb 802.15.4, 250kbps, Ultra low 4 Consensus Algorithm Improper
igbee
power 1 Multiple hash chains, integrity
L dist
o9 celenes Jung, Y. S. 2 Small (IoT), unverifiable
NB-loT 27kbps~5Mbps, Low power and Kim, — -
Y. T 3 Unverifiable, very high (PKI)
Cat-0(1) LTE TMbps~5Mbps, High 4 Unverifiable, very high (PKI)
Cat-M1 300kbps, relatively High 1 EOSIO-based blockchain management
Sigfox Unlicensed system
Lorav band 100bps~b.4kbps, Ultra low power Kim. M. H. 2 Small (IoT). unverifiable
Kim, Y. M. 3 Less than 10 meters, very high (PKI)
_ 2 Performance Limitations of DPoS
9AY Z2EZO] F9 =2 ASES] Aol JATH Consensus Algorithm
229l YEYT =9 Z(9 : Wlfl 802.11ah 7]& 1 Hyperledger blockchain-based
authentication
| 0] 8.5 ory1 Ag A o] uk q12
e Tkm)o] FAHA] Fi A Awmefo] et At Kim. S H. | 2 Unverifiable, MQTT
LZZEZ FHo& HHs] thd Fd [oT 7l& B3 Kim, Y. G. | 3 Unverifiable, high (RSA)
(LPWAN)Q] Lora T2EZES ﬁ?ﬂ'ﬂq IZ2EF Z:],—g— 4 Gate-server concentration, lack of

performance analysis

QTFAIGOR 49 HW, W2 v, 24K, 41 A=

Token-based multi-authentication

(1km o), B¢ ESIT 5 2712 w3t Fg. 2 System
9 o] Lora EEEZE [T 4419 Ae]=eo] Aol e smell (oD, unverfiee
—4 EA] 7-"0]]5 1019}_ /\'131 /\]'O]L' 7]—‘_ O]E]Liolh} 3 Unverifiable, Unverifiable
4 Consensus Algorithm Unverifiable
oI o Q3
Wifi i ‘H-Z"'ﬂ‘g‘i %ﬂ‘g }\]—0 ?l‘ﬂ‘[lS] ] OTP-based device authentication
system
o Kim, H. G., 2 Small (IoT), unverifiable
End Nodes Gateway Network Server Application Server Jung, S. H.

3 Home, low power
. . 4 Consensus Algorithm Improper

1 Blockchain-based MES management
LoRaWAN Eg‘ﬁ”‘““/ CS:;JVK\‘:‘;ST system
2 small/large, GRpc(Chain-code)

@ Nam, K. H. 3 Within several kilometers (smart
oz factory), low to high power

Hyperledger, Focus on access control
4 function, lack of management

Fig. 2. Lora Network Architecture function
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Kim, J. H.
et el

Grouped node-based authentication
system

Small (IoT), unverifiable

Home, High (RSA)

PBFT, Unable to check performance
analysis

L Lao et el

Location—based blockchain applications

Small/large scale (mobility),
unverifiable

Unverifiable, high

PBFT, Lack of field data reliability

Jelena Misi¢
et el

Optimizing the Multiple Entry PBFT
Algorithm

Small/Large, Wifi or Cellular

Medium/Long Distance, High
(Transmission speed: 2mb)

PBFT, Insufficient number of
experimental nodes

T Kim, J Noh,

S Cho

Blockchain Compression Algorithm

Small (IoT), unverifiable

Unverifiable, low

PBFT, Suitable for lightweight loT
equipment

D Na,
S Park

Decentralized Lightweight Blockchain

Small/medium scale, wireless (Wifi)

Unverifiable, very high (PKI)

PBFT, Not suitable for lightweight loT
equipment

Wenyu Li
et el

Multi-layer PBFT optimization

Small/medium scale (loT), unverifiable

unverifiable, unverifiable

PBFT, Lack of reliability in the
experimental environment

J Thakker,
Y Park

Threshold-based PBFT optimization

Small/medium scale (local), wired
(Ethernet)

Unverifiable, very high (large number
of nodes)

PBFT, Absence of experimentation in
loT devices

VB Misi¢
et el

Voting-based PBFT optimization

Medium (local), wired (Ethernet)

2km, relatively high

PBFT, Absence of experimentation in
loT devices

Min, Y. A

Reliability—-based PBFT optimization

unverifiable, unverifiable

unverifiable, unverifiable

PBFT, Absence of experimentation in
loT devices

Shitang Yu
et el

Mapping (votes/weights) based PBFT
optimization

Small (IoT), unverifiable

unverifiable, unverifiable

PBFT, lack of experimentation in loT
devices
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2449 5 242 W3tk &9k A= Kim, T
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3. L-PBFT &9 ¢1|E

3.1 HEQZ 71X U loT HX| 74

Fig. 32 At YEYT F2RE el Lora
YEQIL 24 vgd EA% 920.3MHz HY
ARSSH= nil:1& AR} Private E2491 4 OE
AR E= A At YEYANA A50h= BS
A7ME AAE Aoloh= FA7F 8ottt 1~3km
olyf AzjolA F&otH, ths =& Alojo] AR
ANPEES 83} T2 B AollA] AHEH Lora
HERZ AA #+2E Yehdch

/‘ Non-band Communication{920.3MHz)  Gateway 1
~
ﬁ /ﬁ: < Distance ; Tkm ~ 3km ) {LoraWan)
JN PRSI ; =

e b R N

#Client 1user)s, Client N(LoRa)\, =h

I o 0

‘ Mobility: :t ?\ Q } Sewrveel: ;

5 oPs \, oo

. . ~. g0 / [
S » 9%, U-

L
WAN, Wide Area Network

Fig. 3. Proposed Lora Network Architecture
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@O ZZAA : 2 * Tensilica LX6 1 * ULPThe

@ A BESP32(SX1276)

® Z#HA / A9 : 64 bit / 1km ~ 3km

@ Al°]EYo] : LoraWan(single channel)

® &% / UDP 4% : 8 Mbyte / 135 Mbps

® 7]eF A1 : BLE, Wifi(802.11 b/g/n/e/i)

@ N 3 Espressif SDK, Arduino,
MircoPython, NodeMCU

Lora YEYAY LEE FA5t7] 93 SX1276
TE & 107, SX1276-Lorawan(8-%) 1712 YEYA
50 E&Yrh oY AR ARPEEL QIEEo|E
9.0(GalaxyTab-A), =EE(MSI-GEG2)olA Elo]g
BAl AAE 95l o] §f AHE AMEsto] 5T

3.2 L-PBFT &9 ¢12|5 Hx| 2ty

Fig. 4= ARt L-PBFTY] AA| B2 34& YebAct.
%71 HEYA F= AN loT AA &3
Lorawan, AH 52 25 AREAP7L A1FS 4= Q1= <7t
W2 ARk ZHSE E5AQ A ol Ao A
AFS-128 EF ¢S(CBC &9 2E) WYAog 715
AAgstal Bt NS AgAst

User HPhone} Client N Gateway Server

Join Reduest(iD) #Cy » 1) PBFT Generation

Auth(Key integrity), APP_Kdy=AES128_CBC Mode

Join Accept(ID, GPS)

Session fissocation H{PBFTy > 1) ackd Block_Chain

Exchangg Data

Broad Casting(Block - Normal Hupdate/chk M) PRET

H{Session} CheckjVerfication/Resize
LightWeight{Block) Change|

HSession end) Key Update/end

Fig. 4. Operation Process of L-PBFT(Diagram)

A 4 1% 71 PBET o] AneEE whEA
18] 593tk o F Aol §AHE Bt A8
ATkEE 930 et A% REEHE AR
ol9] B4 BA L W4 F2 Al uek 4L B
St} 712 WAEe] Aol He 10T A4 1t oo
g7 AMHEE 1E7} Fofdie), JTE ] o]
A S B2 44 9 Ae 3y BeE Al
srelgit.

33 L-PBFT Lii® SXfpy
Fig. 5% L-PBFT] & 711 o] dmelzo] 5%

& Yerdh 7] 13] Ald /442 71&€ PBET
gto] ¢ E|&9 SZH(NORMAL) # % 2t} B2
A" (broadeasting)d £35S BLF HEot, 2/3
oY EF SRS At #AAF BT
n/f & W, ¥ =& 7i57F 3n+170 ool FY
ATE AT 5= Sloh

— Normal Mode Lightweight Mode
C(Phone) GateWay

Prepare(C)
P

re(P) i commit response

7

C(Client)

P(Primary)

N(1)
N@)
N@3)

Fig. 5. Operation Process of L-PBFT(Flow)
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Iy
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HIGAS 9 EH[glth [oT koA A4 go] g

:

52 Commit(3g) Akt =314 Hrt.

@ 9 k& 0]F38}: 7] PBFTE #8 &7 o
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EUHZoR Q] gef AHejFo] IA EojAl= A
7k et AvtEES] AH Alolg S8 ¢ datE
A2 3t dACNA olg Aofd = Ut

® T2 ol : Y o]5e % AlPJES 0] F4,
Aot AntEE FAl F71= Qs ZREE AT Y
o] X Extsfit.

©® At L=of 3H ¢ 7]E PBFTY 23{3lofl=
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0X
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(= RS
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@ EF 37] : 78~100H|E

®LEE 4 4 5 7T LE 10 =E

® WF B4 A 0 B SHAMD)

@ H9F 91% : OTTA(Over-The-Air-Activation)

BHAHAIS(SF : Spreading Factor) $AIG . 2] &5HE
QoA EEAIQ BA F71E SF7(1km ©|W), 1A1%F
(3,600%) 02 ARt HiEZE AMeok= 4% AAE
st B ZA HA(HH 7] 128%), HeE Q15
Aldet 7715 73405t OTTA WAS ARSSiH
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A BT 84 E
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Block Size(Change)
2500

2037

2000 1881 1820
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g

8 9 10

Fig. 6. Block—chain size of a node(Change)
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Table 5= =E 4 F710 O ¥4 &9 A=
et 2 A7+ 2 (Request) AlZHlA] upx]at
S (response) A7+ 7+Ao|t}. Fig. 72 L& &
7t o2 B 9 AA(ms : W 2)S YR

Table 5. Delay Time Comparison(ms)

Node PBFT Propose % Total
Max 38.24 12.98 33 51.22
4 Avg 35.11 6.99 19 42.10
Min 28.45 5.39 18 33.84
Max 142.61 68.74 48 211.35
7 Avg 79.53 13.64 17 93.17
Min 69.11 12.38 17 81.49
Max 972.30 469.61 48 1441.91
10 | Avg 587.82 244.01 29 831.83
Min 295.13 195 66 390.13

Delay Time Comparison(ms}

.

H § [ S ¥
o I I l l |

o w s

Fig. 7. Delay Time Comparison(ms) — Chart

s EEHS BA 4 =5 B 19%, Frf 10 ==
Wit 29%7F Z7He AA/A =EF S o,
239 5 G 2 Folrt YL, 231
o Sl BE Aol AjHe HiFe] Frhanh
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a7 ee & 4 gtk 8% 30 UE Ay da
BAE A2 D B H50] 4%, AvtEEY A

Fo) BAE v)g oA 2

5. 28

o] o} o] olgle}, ESo] &
7] Slste] R BEH vpg 22
2= ue SAsoF gt L-PBFTIIA ol A &
o] WA AHHA, 10 5 o] 27 YE
A 89l o AU 71&oleh. ol9) ofojael et
1/3 o142 uh kA BRI AU 7]40] Basht

2 94 7|& PBFTY gy 983 B4 Ads
Ba5lo] baAlS B5ta, AZHA o)A 712 PBFT
o} Hlwsl 5Y EF AA 2 45 &4

loT A¥(Wifi ¥+ LTE 2E), 7t oA
LoraWan 4], 1145 & U 52 &&5to] 4
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