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Selective Shuffling for Hiding Hangul Messages in
Steganography

Seon-su Ji¥

8 F 2EVREOHY VlEe AW A 4 X viE diRE tiAAA A JEe EAE FAE 5 @l
£ HS 2AE It ¢ i’@r@r 2H7RTIEE 7R gt 53bAl Hie A8sie] HAN A Y

53] Hetde 53‘%*1 7171 A8 = 7S wole 7I¥o] Hasith AAR oEARIMIHDCT)H sk
HIE(LSB) 7[RloIA MER o] 28&d 9= A77h AdHelor & Il AR 419 B4 1 +
U= HE HE HEY ‘f‘* e SR, 37 99 7S LHVREEo] 28sio] 3hF HAX]Y] WE FRE 24
St A2 A THE AR HARE 22 b JHAEFS 89t o] =204, AdslEe ¥ HAA
24, 34, 4= AT dieH AR 7RI A AEY e A8t s EEAE AR
o e s RISP] Asf At PSNRe o850 ZIEdT HlugE o AIRIRE ¥ PSNR ol
EHgsith= /\% ShATt.

rsﬂl-ﬂ

z

)~
érUIMJ

rO

I

_Il’m

Sl

Abstract Steganography technology protects the existence of hidden information by embedding
a secret message in a specific location on the cover medium. Security and resistance are
strengthened by applying various hybrid methods based on encryption and steganography. In
particular, techniques to increase chaos and randomness are needed to improve security. In
fact, the case where the shuffling method is applied based on the discrete cosine
transform(DCT) and the least significant bit(LSB) is an area that needs to be studied. I propose
a new approach to hide the bit information of Hangul messages by integrating the selective
shuffling method that can add the complexity of message hiding and applying the spatial
domain technique to steganography. Inverse shuffling is applied when extracting messages. In
this paper, the Hangul message to be inserted is decomposed into the choseong, jungseong
and jongseong. It improves security and chaos by applying a selective shuffling process based
on the corresponding information. The correlation coefficient and PSNR were used to confirm
the performance of the proposed method. It was confirmed that the PSNR value of the
proposed method was appropriate when compared with the reference value.
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Shuffling Inverse Shuffling
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Fig. 1. Shuffling/Inverse Shuffling process given p=9,
g={2,5}
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Fig. 2. Shuffling/Inverse Shuffling process given
p=12, g={2,6}
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Table 3. Results of the proposed method (PSNR)

Bit LSB Das etal.
plan (2018)

e(| psNR| corr. | PSNR | Corr. | PSNR| Corr.

Proposed

1st | 50.403 | 0.9998 | 50.683 | 0.9998 | 50.921 | 0.9998

2nd| 44.962 | 0.9993 | 45.284 | 0.9994 | 45.632 | 0.9994

3rd | 38.700 | 0.9974 | 38.819 | 0.9975 | 39.132 | 0.9976

4th | 33.448 | 0.9913 | 33.310 | 0.9914 | 32.921 | 0.9902

5th | 26.659 | 0.9614 | 26.778 | 0.9633 | 27.090 | 0.9637
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