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[Abstract]

Recently, various cryptocurrencies (coins) based on block chains have appeared, and interest in privacy
coins, which is an anonymity-based cryptocurrency that values personal information protection, is growing.
In this paper, we look at coin abuse cases using privacy coins, and analyze the technology that guarantees
the anonymity of 8 mainly traded privacy coins (Monero, Dash, Zcash, BEAM, Grin, Horizen, Verge, and
Pirate Chain). We would like to analyze the applied technologies for We present the problems that can
occur in these privacy coins, check the technology and each element applied to the privacy coin, and
analyze the technical difficulty of the anonymity guarantee technology for the mainly traded coins through
this, and Appropriate countermeasures and classification of privacy coins for technical difficulty were
presented through the problem. Through this, the standard for re-evaluating the value of the coin according

to the application of appropriate technology for the privacy coin can be presented.
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I. Introduction
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II. Privacy Coin Abuse Cases

1. Money Laundering Case
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Privacy Coins
ains which hides identity of the use, wallet balance or transfers

3 Zcash $158 $134.20 $869.9M  11.4M  Equihash 0 2016 +-3.53%

2 © Dash $178 $170.00 $505.4M 0M x 0 2014 ¥-2.64%

© Monero $478 §275.30 $2569M  17.2M  CryptoNight 0 2014 L-2.79%

4 @ Horizen $592.7M $82.48 $29M  7.2M Equihash 0 2017 v-2.49%

14 i BEAM $21.3M  $0.6438830 $162M  33M  Equihash 0 2019 v-2.13%

6 Verge $458.7M  $0.0279050 $127M 1648 Multiple 0 2016 $-2.63%

@ Grin $7.4M  $0.3881874 $53M  19.1M o . v-5.25%

10 @ Groestlcoin $549M  §0.7112185 $am  772M 0 2014 $-0.12%

g @ PRCY Coin $74.8M $1.24 $2M  60.2M o 2021 12.72%

5 € Pirate Chain $465.1M $4.03 $13M 1155M  Equihash 0 2019 ¥-2.95%

~ NAVCoin $265M  $0.3716969 $6562K  71.3M X13 0 2014 L-a41%

7 Haven Protocol $90.5M $11.54 $636.4K  7.8M 0 - +-1.57%

5]

@ Dero $34.3M $4.23 $5506K  BIM o — 3.65%

Fi

g. 1. Privacy Coin daily trading volume

1.1 Scenario
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Fig. 5. After mixing privacy coin, exchange for basic coin
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2. Drug Trading and Exchange Hacking
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ITII. Privacy Coin Technical Overview

1. Monero
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7.2 12P Integration
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8. Pirate Chain
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9. Privacy Coin Technical Analysis
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Table 1. Transaction obfuscation
Transaction Network Trace
Obfuscation Obfuscation Level
Ring Signature
PrivateSend Low
Mimblewimble
(coinjoin)
Mimblewimble
(cut-through) Medium
Stealth Address
Ring CT TOR Integration High
Zk-SNARK 12P Integration g
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Table 2. Classification of Anonymization Technology

Anonymization
technology
Ring Signature
PrivateSend
Mimblewimble
(coinjoin)

Features

Like coinjoin, it splits a
transaction and mixes it with
similar transactions.

NEH o2 ALGE R glo] EaMC] FHo] TRl
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S|
o]

S
L
168 Agalel 5

Table 3. Problems with Anonymization Technology

Mimblewimble By
(cut-through)
Stealth Address

deleting the intermediate
addresses, the contact point of
the transaction is deleted.

Ring CT After encrypting the main value of
the transaction, it does not decrypt,
Zk-SNARK but proves the transaction through

the proof method.
It obfuscates traffic to make it safe
from man-in-the-middle attacks.

TOR Integration
[2P Integration

Anonymization

Probl
technology IeREIE

Since the public key is mixed as
much as the size of the ring, the
larger the size, the longer the
signature value.

Ring Signature

Since the sender and receiver
addresses and amounts are opened,
the source can be identified through
transaction analysis.

PrivateSend

Because it is broadcast as
transactions accumulate, coinjoin

Mimblewimble
(coinjoin)

can be canceled by running a sniffer

Mimblewimble node that selects all transactions
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Fig. 7. Classification of Privacy Coins by Type of Technology
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IV. Conclusions
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