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Abstract

Traditionally, postal servicesthat produce and deliver paper-based notices have been the mainstream. The
reason is that it has the function of distribution and proof of delivery in the postal delivery system as well as
the advantage of information delivery through postal delivery. After all, for the purpose of distribution and
proof of delivery, many organizations use paper-based postal notices. However, in recent years, it hasbeenin
the spotlight to produce a paper-based postal notice asan electronic notice and deliver information to a mobile
device through the Internet. In this paper, we propose a safe interworking method for user identification
information required for private institutions to transmit mobile electronic notices. In order for a private
ingtitution to accurately deliver an el ectronic notice to a mobile service subscriber, a meansto confirmwhether
the private institution and the mobile device subscriber are the same person is required. In the mobile
electronic notification service, the connecting information provided by the personal identity proofing agency
is used as a means of user identification. Connecting information is called a resident registration number on
the Inter net and is one-way hash information that can only be created by the personal identity proofing agency
designated by the government. In order to transmit a mobile electronic notice, it is necessary to share
connecting information for the same user identification between the institution that requests the sending of the
electronic notice and theinstitution that processes the sending of the el ectronic notice. Connecting infor mation
is personal information that can uniquely identify a user, and if it is disclosed, damage such as personal
information infringement may occur. As such, it is necessary to prevent problems that may arise from misuse
and abuse of connecting information aswell asincreasein the benefits of sending the mobile electronic notice.
In this paper, a safe and effective mobile electronic notification service can be performed by suggesting a
method for safe interworking of information related to the mobile electronic notification service.

Keywords: Mobile Electronic Notice Service, Personal Identity Proofing Service, Connecting Information, Postal
Service

1. INTRODUCTION

Malil is a service that transmits information to hnecipients in an economical way. For such a pestvice,
it is necessary to produce a postal mail includirggsender, the recipient, and even transmissiomnation,
and deliver it to the postal service delivery ingiton, which is the sending entity. Looking atstprocess, the
sender, the recipient, and the contents of theapostil are inevitably disclosed to third partiesveell as to
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the unknown delivery system. Therefore, servicésgusecurity systems or protection methods (regfistn,
parcel, etc.) are being added according to the itapoe and speed of information delivery using aasiail.

Recently, the issue of coexistence of the econamiytlae environment called low-carbon green growth i
rapidly emerging. In particular, it has been sugggethat the realization of low carbon is importEnachieve
green growth in the recent social environment tfaties the environment. Such green growth was first
discussed at the International Environment and pweent (ESCAP) Ministerial Meeting held in Seaul i
2005[1]. Green growth is a concept that seeks toeme growth in harmony with the economy and the
environment, and is positioned as an essential eedor achieving sustainable growth[2]. Througis th
concept, it is suggested that it is necessary minnize the benefits of climate change, reduce dreese gases,
secure clean energy, and realize low carbon emiskiowever, in order to realize low carbon emissiooh
as greenhouse gas reduction, scientific technolieyglopment and promotion of related industriehag
awareness system will be a part that can be adhievy after a long period of time.

The practice that emerged from this low-carbon siois concept is the mobile electronic natification
service. It has become a reality that traditiorsgdgr mail has a negative impact on the environnseigh) as
consumption of energy generated by paper-baseddelaikbry, increased use of paper due to damatyeds,
and waste generated due to insufficient recyclihgnail. In fact, the production of paper mail has a
environmental impact due to the consumption of nattesources and the generation of carbon dioxide.
According to previous studies, it has been sugdestat the amount of carbon dioxide generated By th
production of 1g of paper is also about 1g. Inghd, even for green growth through environmentatigmtion
and carbon emission reduction, it is required toimize the sending of paper-based mail.

The service of sending electronic notices using itaatievices is one of the representative low-carbon
emission policies. The mobile electronic noticev®eris a service that sends an electronic noti@rnobile
device possessed by the party receiving the elactnotice [3]. Unlike paper-based mailing, paperduction
is unnecessary and there is no additional carbassen such as environmental pollution during thévery
process. For the mobile electronic notificatiorvass, it is necessary to identify and identify thebile device
information or subscriber information possessedhsy user. However, it is impossible for the elegito
notification sending institution to grasp the infation of a specific mobile service subscriberdal time.
Even if the user provides the mobile service infation (ID, mobile phone number, e-mail, etc.) te th
electronic notification sending agency, it is imgibe to verify whether the subscriber informatismactually
his or her information, and there is a practicabjpem was raised. The fundamental reason for sgndiper-
based mail to this day is that it has the advantdidgeeing able to send in bulk and can prove distion and
delivery by a third party with public trust, so tliacan have counter power in legal disputes thay arise in
the future. As such, the mobile electronic notiiima service using IT devices has emerged due tious
problems as well as the advantages of the papedimaail delivery service. The mobile electronicifinztion
service is a service that uses the user's subsanfioemation on the mobile device possessed byuter to
identify the target user and electronically sentbtice to the possessed terminal to simultanequestiorm
the proof of delivery and the proof of distribution

A representative mobile electronic notificationvieg provides a means for identifying and authexting
users when using the initial service through thterlret service, mobile communication service, bank
insurance subscription that the user has signebrugAs a user identification method, KYC (Know You
Customer) information based on proof of residerragate of birth is used[4]. In addition, the seevis used
by providing an authentication method using conftd# information that only the identified user aase. As
such, only the service provider who clearly ideéasitthe user is the subject to send the mobildrelgc notice.
And, it is necessary for the requesting organipativat sends the mobile electronic notice to previd
information identifying the user information sulibed to the mobile electronic notice service previdOnly
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then can you confirm that you are the same usevesgt the sending agency and the sending agenisy. It
possible to identify users by using connectingrimfation called resident registration numbers onkernet
that is uniquely assigned to users.

Connecting information creates link information tsing resident registration number, a number system
uniquely assigned to citizens by the governmentTBg resident registration number consists ofiquen13-
digit number, and misuse of it may cause privasyés. For this reason, the indiscriminate use sifieat
registration numbers was prohibited. As a ressltha number system that can uniquely identifysisetween
online operators disappeared, a separate idetitircanethod was required. This is the connectifigrmation.
Connecting information is linked information so tthlae government-designated personal identity pmgof
agency receives the user's resident registratiombru and generates an 88-byte hash value[6]. Ctngec
information has limitations in human memory andused for the purpose of user identification between
systems[7]. However, connecting information is gigosonal information that is used to uniquely tdgn
users online, so it is necessary to prepare saf@appropriate protection measures.

In this paper, we propose a safe and effectiveatigkmethod for connecting information used for the
purpose of identifying users in the mobile elecitomotification service. In the proposed methodsate
information linkage standard between the mobiletedaic notification sending requesting institutiemd the
personal identity proofing agency is presentedl[y, and the connecting information processing ftan
using the mobile electronic notice service accaydmthe standard is suggested. By applying thpgsed
method to the mobile electronic notification seeyiit can be seen that the user's personal infmean be
used more effectively and safely.

2. PROPOSED METHOD

In the proposed method, the basic concept of ivicegthat converts the user's resident registiationber
into connecting information (ClI), the main systehe main process of the service, and the flow o$qeal
information processing are proposed. In additidre Cl batch conversion service presents the roles,
stakeholders, and basic processes within the melgitdronic notification service. In particulameg the CI
batch conversion service is a service that dedls parsonal information and ClI, basic principlesdsing it
are presented. We present a plan for safe andigéenobile electronic notification service to bized.

2.1 Security standardsfor connecting information

The requirements for Cl batch conversion servicertsure reliability and safety of Cl distributioreas
follows.

I. If it is necessary to store Cl, it must be encrgiad stored in a secure way.

ii. User organizations that use Cl batch conversiorigeand personal identity proofing agency that
provide services must transmit and receive persorfiaimation and Cl in a safe manner by
applying communication message and network seetianyption.

iii. When using data encryption keys [8], user orgaitinatthat use Cl batch conversion services and
personal identity proofing agency that provide m&y must ensure stability by exchanging
encryption keys periodically (at least once a year)

iv. The user organization that uses the CI batch csiorerservice must store and manage the
received Cl in a safe way, and the personal infionaollection and storage organization must
comply with relevant laws and regulations.
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The personal identity proofing agency that provi@ébatch conversion service cannot keep the coeder
Cl, and the processed personal information mustelséroyed without delay in a way that cannot beored
when the purpose is achieved.

2.2 Conversion servicefor connecting information

The CI batch conversion service is a service irctviine user organization converts the recipieasglent
registration number into CI for the purpose of n@lelectronic notification. For Cl batch conversiarthe
Figure 1, the electronic notification sending resjung institution first provides the resident regition
number through the personal identity proofing agetacrequest the batch conversion to Cl, and uses t
received CI to deliver it to the electronic notganding institution, and then sends the electrdoament to
the user. At this time, the personal identity piogfagency has a Cl batch conversion system, anthéo
identity confirmation service, the user's uniquenidfication information, that is, the resident isttion
number and the secret information possessed ortlydhyersonal identity proofing agency, is usegeioerate
Cl. The CI batch conversion system is a systemgbaerates Cl by receiving resident registratiomioers
provided by private organizations. Private orgainires use the dispatch management system to provide
mobile electronic notification services by using tinkage text to the personal identity proofingiagy and
certified professional relay brokers.

Personal identity . o Certified Electronic
proofing agency Private institution Document Intermediary

kt kakao
NAVER

KISA

2 KISA

Electronic Document

Figure 1. Overview of Cl batch conversion service and mobile electronic notification service

The systems operated by service in the Cl batchiession service area are shown in Figure 2.

The operating entity of the sending notices managesystem is a mobile electronic notification segd
requesting institution, and this system is a systéra user organization that manages the sendnggtts.
personal information (resident registration numtetc,) for the purpose of sending electronic doaume
through the mobile electronic notification servideaddition, the Cl batch conversion system igstesn of
the personal identity proofing agency that usespthiesonal identity as the subject, converts thaees
registration number requested by the user orgaoizanto Cl for the purpose of converting connegtin
information for the purpose of mobile electronidification service, and responds to the user omgian.
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Figure 2. Overview of Cl batch conversion service and system configuration
2.3 Connecting information conversion service processing flow

As the CI batch conversion service is used or pleyj the main service process between the user
organization and the personal identity proofingrayds shown in Figure 3.
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Figure 3. Cl batch conversion service process

Conversion
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When the user organization delivers the recipiemtsdent registration number for use of the mobile
electronic notification service to the personahiity proofing agency, the personal identity pragfiagency
converts the resident registration number intor@l delivers it to the user organization. The usganization
sends an electronic notice to the recipient udiegmobile electronic notice service using the camdeCl.
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When a user organization requests Cl conversian tie personal identity proofing agency, it is resesy

to transmit the user organization's unique ides#tion number together. Also, there are cases where
information is transmitted between the user orgatitn and the personal identity proofing agencyagishe
general public Internet network other than the ceéid line. Therefore, in order to Cl between theru
organization and the personal identity proofingrmyedata encryption between each other and datg@ion
transmission between transmission sections areiregljuFor data encryption and transmission section
encryption, the encryption key exchange procedateden devices should also be defined [11].

24 Criteriafor using connecting information

In order to use the CI batch conversion servicaust be linked in a predefined way between theqai
identity proofing agency and the user organizatiéor. safe Cl conversion, the linkage standards tthet
personal identity proofing agency and user orgaiozanust comply with are as follows.

I. The recipient's personal information processediaronversion must be collected and processed
with a minimum number of items.
ii. In case the existing Cl cannot be used due to ¢gak& Cl, etc., a plan for distributing a new Cl
(CI2) that replaces the existing Cl should be prega
iii. The personal identity proofing agency shall preparglan to confirm whether the user
organization requesting Cl conversion is a legitemaquest from the actual user organization.

3. DISCUSSION

In this paper, we proposed a method for safe cemweiand management of connecting information used
for common user identification by the sending agearad the sending agency for electronic notificatiothe
mobile electronic notification service. In the pospd method, it is possible to unify the techngtahdards
of various mobile naotification services by definithg standard for batch conversion processing whecting
information, service overview, and processing flohart, and to protect user personal information by
suggesting a plan to utilize connecting informatfon user identification. Because the use of usged
information is rapidly increasing due to the adiima of the electronic notification service, it Wile possible
to present the standards for conversion, utiliratamd processing of connecting information in adea and
a safe and efficient mobile electronic notificatgervice will be possible.
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