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Abstract

At EUROCRYPT 2019, a new block cipher algorithm called BISON was proposed by
Canteaut et al. which uses a novel structure named as Whitened Swap—Or—Not (WSN).
Unlike the traditional wide trail strategy, the differential and linear properties of this
algorithm can be easily determined. However, the encryption speed of the BISON algorithm
is quite low due to a large number of iterative rounds needed to ensure certain security
margins. Commonly, denoting by n is the data block length, this design requires 3n
encryption rounds. Moreover, the block size n of BISON is always odd, which is not
convenient for operations performed on a byte level. In order to overcome these issues, we
propose a new block cipher, named DBISON, which more efficiently employs the ideas of
double layers typical to the BISON-like construction. More precisely, DBISON divides the
input into two parts of size n/2 bits and performs the round computations in parallel, which
leads to an increased encryption speed. In particular, the data block length n of DBISON can
be even, which gives certain additional implementation benefits over BISON. Furthermore,
the resistance of DBISON against differential and linear attacks is also investigated. It is
shown the maximal differential probability (MDP) is 1/2™! for n encryption rounds and that
the maximal linear probability (MLP) is strictly less than 1/2™! when (n/2+3) iterative
encryption rounds are used. These estimates are very close to the ideal values when n is close
to 256.
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1. Introduction

Block ciphers play an important role in the area of data storage and secure transmission in

an open internet environment. During the past three decades, block ciphers have received a
lot of attention from academic and industrial community.

Generally, security and implementation efficiency can be considered as the most crucial
aspects in the design of block ciphers. To achieve sufficient security margins, block ciphers
commonly employ multiple encryption rounds for the purpose of achieving a satisfactory
level of diffusion and confusion [1]. On the other hand, the internal structure of a block
cipher is also importance since it directly affects the implementation cost and performance in
both hardware and software. Currently, the most prominent block ciphers employ diverse
structures such as Feistel [2, 3], SPN [4], MISTY [5] and Lai-Massey [6], among others. A
very common approach is to implement a block cipher as a substitution permutation network
(SPN), which was extensively used in many prominent block ciphers, including AES [4, 7]
whose design additionally embeds the concept of wide trail strategy[8]. One important issue
with this design rationale regards the problem of determining the differential or linear
properties of a given cipher, which is considered to be quite a difficult task. More
specifically, in order to ensure good resistance against differential and linear cryptanalysis,
the so-called branch number of diffusion (linear) layer and the cryptographic properties of
the S-boxes (used in the substitution layer) have to be taken into account [9, 10]. Due to the
iterative structure of block ciphers and an exponential growth of possible differential/linear
patterns, the exact security estimates are not easy to specify. An alternative design rationale
of constructing block ciphers that achieve an optimal security level (under the ideal model
assumption) was introduced in [11]. This method uses the so-called Whitened Swap-Or-Not
(WSN) construction, which itself is based on the Swap-or-Not method introduced in [12] and
applicable in the settings when the internal functions are kept secret. Furthermore, instead of
the need for a set of random Boolean functions for the Swap-or-Not method, the WSN
approach [11] requires only two public random n-variable Boolean functions to achieve full
security. Actually, there are very few known instances of WSN and an encryption algorithm
based on this approach was specified in [12] but later broken by Vaudenay [13]. Another
example of using the WSN method is the BISON block cipher, which was proposed by
Canteaut et al. at EUROCRYPT 2019 [14]. The design of BISON implements XOR-ing of
the round keys by using a quadratic bent function. Additionally, BISON seems to be resistant
against differential cryptanalysis [15], linear cryptanalysis [16], and algebraic cryptanalysis
[17] provided that the number of rounds is approximately 3n, where n is the data block
length and n is odd. In particular, the MDP value of BISON can be easily evaluated without
the exact details about its components, which is completely different to the wide trail
strategy.

Consequently, the encryption speed of BISON is quite low due to a large number of
rounds used and a large n-bit input size. For instance, assuming that n=127 implies that there
are 381 rounds and additionally one needs to implement a large 126-bit nonlinear function
which is quite demanding. To overcome these issues, we propose a new block cipher that
borrows the design ideas from BISON, named DBISON. More specifically, the length of
data block of DBISON is even and therefore the input x can be divided into two halves x,

and x, which are then processed in parallel using a similar structure as in Feistel networks.
The details of round operations are given in Fig. 1 and, additionally, the used parameters are
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described in Definition 4. Notice that, to complete the round operation, the left and right
branch are swapped but in the final round the swap operation is not performed.
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Fig. 1. The round function of DBISON

It will be shown that DBISON is resistant against both differential and linear cryptanalysis
when the number of rounds r reaches n. More specifically, we show that the MDP value
equals 1/2™ when n encryption rounds are used, whereas the MLP is strictly less than 1/2™1
if at least (n/2+3) encryption rounds are applied. It is worth mentioning that the MDP can
almost reach the ideal value 1/2" if the size of data block n is close to 256. A comparison
between BISON and DBISON is given in Table 1. However, to ensure that the algebraic
degree of DBISON attains its maximal value n, the number of rounds is approximately 3n.
DBISON offers a significant advantage over BISON in terms of encryption/decryption speed
since the input size is divided into two halves (each having n/2 bits) which are processed in
parallel.

The rest of this paper are organized as follows. In Section 2, the DBISON block cipher is
fully described. In Section 3, the differential cryptanalysis against DBISON is examined and
the estimates of its MDP are provided. In Section 4, the resistance of DBISON against linear
cryptanalysis is analyzed and the bounds on its MLP are derived. In Section 5, certain
specific instances of DBISON are specified. Some concluding remarks can be found in
Section 6.

Table 1. Comparison of BISON and DBISON

Algorithm Nonlinear function MDP MLP Source
BISON bit input si 2 2 14
n-bit input size (n-round) (n-round) [14]
Two n/2-bit input halves <2:() <2
DBISON processed in parallel (n-round) | ((n/2+3)-round) New

2. Preliminaries

Definition 1 ¥ Let F be a function from F! into F". For anyu, veF;, define

W, (uv)= 3 (<1)"*"" | where e denotes the inner product in F; , that is

n
xeF,

UeX=Ux ®U,X, ®..®u X, . The multiset {w, (uv) |u, veF} is called the Walsh
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spectrum of F.
Definition 2 1 The r-round differential characteristic of an iterative block cipher is

denoted as Q=(4,,4,,....6, ) . Assuming that the round keys k,,k,,.... k, are independent and
uniform, the differential  characteristic ~ probability DP(Q) is defined as

DP(Q):]L[DP((Si,l,di), i.e. it is the probability that the difference between input pair is &,
i=1

and the difference between intermediate state (yi : yi*) is &, 1<i<r.

Definition 3° The r-round linear characteristic of an iterative block cipher is denoted
as 0=(6,,6,,...6,). Assuming that the round keys kk,,... k, are independent and uniform,

the linear characteristic probability LP(6) is defined by LP(@):]L[LP(Q&,Q), i.e. the
i=1

probability that the input mask is 6, and the mask of an intermediate state y, is 6, 1<i<r.
For the input and output difference(«, 8), it is a difficult task to compute the MDP of

(a,p), even for a small number of rounds. However, computing the MDP of an r-round

differential characteristic Q=(6,,4,,....6,) is an easier task, and the MDP of & also reflects

the ability of the cipher to resist differential cryptanalysis. A similar reasoning applies when
the MLP values is considered, thus having an initial mask(a,b) and an r-round linear trail

0=(6,.6,.....6,) . We will investigate in detail the properties of DBISON in this context,

hence its resistance against differential and linear cryptanalysis by providing the estimates on
MDP and MLP using & and &, respectively.

Definition 4 Let the data block length of DBISON ben=4m+2, where m is a positive
integer. The input x of any encryption round is divided into the left half and right half, i.e.

x=(x_, % ). The i-th round function F_, (x): F —F," is defined as

Fk,.wi (X) :(XL ®XR ® fiR (WiR @CbkiR (XL @XR ))kiR' XL ® fiL (WiL G'DCDkiL (XL ))kn.) ) (1)
where k; = (ki kg ), w =(w, W) are round keys (w, is the whitened key), and f,_ and f,
are bent functions with n/2-1 variables. Moreover, ®, , @, : F*> —» F"** are linear
functions and ker®, ={0, k|, ker®, ={0, k|, where k. and k, are generated by two

LFSRs so that k, =0 and k. =0, respectively.

Remark 1 The analysis in this work follows two basic assumptions of symmetric
cryptanalysis, i.e. the whitened keys are linearly independent, and the round keys satisfy the
so-called random equivalence hypothesis.

3. Differential cryptanalysis of DBISON block cipher

The derivative of a function f in direction ¢ is definedas D, f (x)=f (x)® f (x®«) .

A successful application of differential cryptanalysis against block ciphers heavily relies on
the differential properties of its substitution layer. The round function F of a block cipher

with n -bit input and output can be viewed as a vectorial Boolean function F :F,' > F,".

The behavior of the derivatives of F are described by the Differential Distribution Table
(DDT) of F, whose entries are
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DT, [ f]=[{xe i | F(x) @ F (x®a)= ],
where @ € F," is referred to as the input difference and € F,' as the output difference.
In this context, we are primarily interested in the DDT of the round function F, (x),

which can be calculated explicitly using Theorem 1 below.
Theorem 1 Using (1), the round function of DBISON can be rewritten as

F(x) =(xL DX, @ f, (WR DD, (X DX ))kR, x ©® f, (wL ®D, (xL))kL). (2)
Then DDT, [«, 8] can be specified as follows:
1) DDT.[a,B]=2"if B=(a, ®az,a ) anda {0, (0.ky), (k.k ) (k.k ®k)}.
2) DDT.[a,B]=2""if B=(a, ®ag,a.) and (o, @, aL)e {(0,a), (Kgoex, ),

(@, ®ag,0), (@, ®ag.k ) |a, 2{0k },a ®a,2{0k,}}, or f=(a, ®ag,a )®(0,k.),
a, ®a, {0k} and o {0,k } , or f= (aL@aR,aL)GL)(kR,O), a, ®a, £{0,k,} and
e{O,kL}.

3) DDT,[a,p]=2"%if p=(a, ®ay.a )®y, y€{0, (0.k), (k0), (ky.k )} and o, @,
2{0.k}, a £{0k }.
4) Otherwise, DDT, [a,]=0
Proof Using the definitions of boT and F(x), DDT, [«, 8] can be deduced as:
DDT, [a, 5]
(D, e ) T (W © Py (X, @ %)), Dy, L (W @D, (XL))kL):(aL @aR,aL)@)ﬁ}‘.
)

:‘{Xe F/

Clearly, DDT, [, 8] =0 if (&, ® g, )® B £{0, (0.k_), (Ks,0), (Kqik )} =K"
In the following, we split our analysis of (o, ®a,, o, )® g into four cases.
Casel. f=(a ®ag,a ).

By (3) and k_=0,k, =0, it can be deduced that

DDT, [a, 8] = T (WR DD, (X DX )) =0 and D, (,f. (wL e, (xL)):O}‘.

{XEF D,

Pyg (2 Oag
D @, (o ®ag)#0 and @, (e )#0. Denote w, @D, (X ) byx; .

Since f, is a bent function, thus Hx[ € Fz"/2’1|Dq)k (aL)fL(XL):O} =2"2% Furthermore,

@, is a linear function from F2 to F>* and ker®, ={0, k | , and therefore
|A1.| ::HXL eF"

D

D(bkL(aL) f (WL Ei-)(l)kL (xl_ )):0}‘ =221 Eor anya, € A, i=1 2,'”’2n/271’

‘{ X, € F'?

oy, (. 0) TR (w, @D, (8 ©Xx,))=0 }‘ =2"*" since @, (o, @ay)#0 and
f. is abent function. Therefore, DDT, [, B]=2"*"x2"* =272,
@ @, (o ®ag)#0 and @, (@ )=0. DDT, [a, B]=2""x2"*" =2"",

@ O, (o, ®ag)=0 and @, (e )#0. DDT, [a, B]=2""x2"* =2"".
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@ O, (o, ®ay)=0 and @, (2 )=0. DDT, [a,f]=2""x2"*=2".
To summarize, when S =(a, ®ag, e, ) is satisfied then DDT, [«, ] can be computed as
follows:
2", ifae{0, (0.ky), (kuk.). (k.k @kg)},
DDT, [, f]=42"", if (o, 2{0.k } and a, ®ar, €{0,k}) or (o €{0,k } and &, D ar, 2{0,k.}),
2", ifa, {0,k } and o, ® o {0, ky}.
(4)

The same method can be used to address the remaining cases, and the following results are
then obtained.

Case 2. f=(a ®az,a, )®(0,k,).
2", if e 2{0,k } and o ® a, €{0,k.},
DDT, [a, B]=12"" ife {0k} and o @, {0k}, (5)
0, if o, {0,k }.
Case 3. f=(a, @y, )®(kg,0)
2", if e {0,k } and o ® oy {0k},
DDT, [a, B]=12"" ife {0k} and o ® o, {0k}, (6)
0, if o, @y €{0,kg}.
Case 4. f=(a, ®az o )® (ks k)
DDT. [a’ﬁ]:{zﬂ, _if a, {0,k } and a, ®a, {0k},
0, ifa {0k }ora ®a,e{0ks}.
By (4), (5), (6), and (7), the DDT of F(x) can be obtained.#

Moreover, we consider the differential properties when the round function is applied
iteratively. It is well-known that the probability of a differential characteristic of Markov
cipher [20] can be easily calculated. In what follows, we first prove that DBISON is a
Markov cipher.

Lemma 1 The round function F, , (x) of DBISON has the following property
Pr,[Fo, (X)®F, (x®a)=B]=Pr[F ,(X)©F,(x®a)=4]. (8)
Proof Let A, ={weF?|F,(x\)®F,, (x®a)=8| , A ={xeR|F (\)OF,(x®a)=45}.

(1)

More specifically,
A, = {WE F7 7| (D ey Fr (W @Dy (% @ %))k Dy (o) fo (W @D, (), ) = (e G—)aR,aL)@ﬁ}.

A, :{Xe B | (Do o) T (We @0 (X, @ %)) as Dy (W @0, (%)), ) = (e, (-BaR,aL)(-Dﬂ}.
If (o @, )®BeK, then |A|=|A|=0, and (8) holds. If (o, @ ey, )®BeK,
then|A,| and |A | are calculated as below.
Casel. f=(a ®az,a ).
A, = {wL eF2D, (. f (W @®, (x))= o} x{WR € RS2 D, fr (We @D, (X D X)) = 0}.
Denote w, ®®, (x )=u and w, ®®, (x ®x,)=V, then
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— n/2-1 _ n/2-1 _
A ={u®a, (x )R,  f(1)=0}x[vOd, (x ®x)eF'!|D, o, f(v)=0]

_ [CDkL (xL)@(F;’H ~supp(D, ., fL))}x[(DkR (x @ xR)@(F;’“ ~supp (D, (s 00 T ))}

)

Thus,

)(anz -1 ‘supp( 0y (, Oar) fR)
on-2

|AN| (anzfl_‘Supp(Dka(aL)fL)
Fn 2

On the other hand, |A,| can be calculated as follows.

AK:{(XL,X JeF) |D¢kR (o 0an) Tr (We @O, (X ®%5))=0and Dq,kL(aL)fL(wL@d)kL(xL)):O}.

Pr,[Fow (X)®F,, (x®a)=p]=

If ® (e )=0, then ‘supp(Dka(aL)fL)

=0 and [A| =2"". If ®, (& )=0, it can be

deduced that ‘SUPP(D% (aL)fL) =2"*2 since f_is a bent function, and |A|=2""" (see

Theorem 1). In both cases, |A | = 2" —2‘supp(D®kL(aL)fL) .

For anya eA ,i=12..2"", if ®_(a, ®ay)=0, then ‘supp( (@ 0an) fR) =0 and

D

HxR e R fa (wR oD, (a @ XR)) = 0}‘ =2"* If®, (a, ®a,)=0, it can be deduced

Dy (L Bag )

D

that ‘supp( (woan) 7 ) fo (W, @D, (8 ®%;))= O}‘ =2",

=2"2? and ‘{xR cF”

Dy (oL Bag)

In both cases, D

Py (a1 ®ag) fR (WR @ q)k (ai D Xq )) - 0}‘ 2"~ Z‘Supp

supp(Dd,kL f))(Z”'z Z‘SUPP (e Barp) R)

The similar results are easily verified for the remaining cases.#
Corollary 1 Let E_, denote the r-round encryption of DBISON, where its i-th round

functionis F_, (x) and using the round keys k,,k,,....k, . Then, we have

Dy ‘ZL@’an)fR) !
), thus (8) holds.

{XR eF"?

To summarize, |A | = (2”’2 -2

P [ Ef. ()@, (x®3,) =5, |= HP [ Fow (O®F, (x®5.,)=5].

To describe the necessary conditions under which Q=(6,,4,,....6,) is a valid differential

characteristic and to compute the MDP of DBISON, we need to introduce a new operation.
Definition 5 LetA,, 4, €{0,1}, (k_.k;)eF,', k_e F? k, e F,"2. We define a “product”

between (4, ,4;) and (k.. ky) as (A, A )*(k kg )= (A k., Ak ) -
By Corollary 1, the probability of having the differential characteristic Q=(s,,6,,....5,)

after r rounds is DP(Q)zlL[DP[é'H,a‘i]. In particular, DP(Q)=0 if and only if there is
0< j<r, such that DP[ 5. 1,5} 0. By Theorem 1, DDT, [4,,,6,]=0 if
é‘i e{(gi—lL+§i—lR 5 ®7‘ 76 O (O le) (klR O }
0,

which means DP[s, ,,6,]=0. Moreover, a valid differential characteristic Q=(5,,6,,...,,)
should have the following form.
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where 4,4, €{0,1}, and k; =(k, k) is the round key.
Theorem 2 For n-round DBISON, if the round keys satisfy k, g{k(

is no nontrivial differential characteristic whose probability equals 1.
Proof Assume Q=(6,,4,.....6,) is a nontrivial differential characteristic in (9) and DP[Q]=1,

thus DP(5_,,6,)=1, i=12,.,n . Especially, DP(&,,6,)=DP(6,,6,)=1. By Theorem 1,
DP[&,,6,]=1 if and only if & = (&, @y, ) and &, €{0,(0,kys ). (Ky Ky ), (ke Ky @Ky )} -

If 5, =0, by Theorem 1, it can be deduced thats, =6, =...=6, =0, thus  is a trivial
differential characteristic that holds with probability 1, which contradicts the assumption.

If 5, =(0,ky ), then s, = (0@k,,,0). Using DP(6,,6,)=1 and Theorem 1, we have

(klR’O) =0, € {0’(01 k2R)’<k2L’ kZL)’(kZL'kZL D kyp )} .

This contradicts the conditions that k, =0 andk, =k,, .

If 5, = (k. .k, ), thens, = (k, @k, .k, )=(0,k,).FromDP(s,,5,)=1 and Theorem 1, it
can be deduced that

Q=(8,,8,.,6,),8 = (é}ifm SRR 5071%)@ (Zus A ) * (K K ) (9)

k , then there

(i+1)L}

1L

(Ok )=, € {0’(01 Kor )’(kZL , kZL)'(kZL’ Ky @ kg )} :
This contradicts the conditions that k, =0 andk,, =k,
If 5, = (ky .k, ®@ky), thens, =(k, @k, @k, k, )=(kg k). Using DP(5,,6,)=1 and
Theorem 1, it can be deduced that
(km’ku) =0 € {0'(01 kZR)’(kZL'kZL)’(kZL'kZL ® sz )} .
Again, this violates the conditions that k, =0 andk =k,, .

From the above cases, it can be concluded that there is no nontrivial differential
characteristic with probability 1.#

To prove that DBISON is resistant against differential cryptanalysis, we need to analyze
its MDP.

Theorem 3 For the differential characteristic @ given by (9), we have:
1) Ifthereiss, =0 ands,,, =0, thenDP[Q]=0.

j+1
2) Ifthereiss, =0 ands,, =0, thenDP[Q]=0.
Proof
1) By (9),using s, =0 ands,,, =0, it can be deduced that

i
S0 = (A A ) ¥ (K Ky ) € {(k52:0), (0. ) (ki Ky )}

If 8., =(kg.0) , then DDT[5,,5;,]#2" since &, #(5, ®5,.8,) . Also,
DDT[5;,6;,]#2"* , since we can represent &, =(J, ®3;,5, )®(ks,0) and the
assumption s, =0 contradicts Thereom 1. Moreover, DDT[&PEJ.AJ;&Z”‘l , since
8.4 #(0, ©5,.6,),6,,# (5, ®5,,6, )®(0.k, ) , and representing &,,, =(5, ®5,,5, )®
(kje,0) along with s, ®s,, =0 implies that DDT[5;,5;,, |#2"".

If 5,,=(0k,.) , then DDT[5,,5,,]#2" since &, (5, ®5,.5,) . Similarly,

j+l


javascript:;
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DDT[ 4,6, |# 2" since 6, =(5, ®5,.5, )®(0.k, )and 5, =0. Also, DDT[5;,5,, =2
since 8, # (8, ®5,5,8; ), 8,1 # (5, @5, )®(ky,0) and expressing 5., = (5, ®5.5, )@
(O,kjL) along with the assumption 5, =0 proves the claim.

If 6., =(kg.ky) . then DDT[5,,5,,]#2" since &, #(5, ®5,.5,) . Also,
DDT[5;,6;,]#2"* since &, =(5;, ®5,.0, )®(kp.ky) but s5,=0 . Finally,

DDT[51,§j+J¢2”‘l since 3, # (0, ©6,.0,) . 8, #(, ®3.0,)®(0k,) and
8 % (0, ©0,.0, )@ (K;z.0).

j+l

j+l

Therefore, DP[6J,5j+1] =0, and moreover DP[Q]=0.

The proof of 2) is similar to the proof of 1). #

Actually, from the result of Theorem 3, we only need to consider ¢ in (9) when
5 #0,i=12,..,n.

Theorem 4 For n-round DBISON, let & be the n-round differential characteristics given

by (9) withs, =0, i=12,..,n. Letalso the round keys satisfy ki, « {k; . Ky K ke @Ky, |-

If there is s, , such that DP[5,,,5; |=1, then DP[5,,,5,, |#1 and DP|4,,5,,, |#1.
Proof By Theorem 1 and using & #0, i=12,...,n, it is clear thatDP[ﬁj_l,ﬁszl if and only

i+1)L’

if 6= (8, @600 ) AN 8, €{(0ke ), (kyoky ) (Kye ki @K ) DP[8),6,, [#1can
be proved using reduction to the absurd, the proof of DP[5J._2,5J._1]¢1 is similar, thus it is

omitted here.

Now, assuming that DP[5;,6;, |=1, by Theorem 1, DP[5;,5,,]=1 if and only if

j
5, =(8,. ®5,.6, ) and 5, € A, = {(0' Ko ) (Ko K ) (K Ko ®k<j+1>R)} :

If 5,,=(0.k), using thatDP[ 5, ,,8; |=1, we get &; =(0®k,,0)=(kj,0). Combining
this with DP[ 5,6, |=1, we have (kj,0)=4; € A, which contradicts the condition that
kip # k(M)L.

If 6, =(kyky) , using that DP[5,,,6,]=1, we get & =(k; @k k;)=(0k;) .
Combining this with DP[5,,6,,]=1, we have (0,k,)=0; €A, which contradicts the
condition that ki, =k ,, .

1f 5, , =(ky. .k @k, ), using that DP[5,,,6,]=1, we get

g :(kjL ke @kJL’kiL):(kiR'kiL)'

j+1

Again, combining this with DP[5;,5,., | =1, we have (kj.k; )=3; € A, which contradicts

the condition that ki, #k,

i+1)L

Therefore, the assumption that DP[ 5;,5;,, | =1 does not hold, thus DP[ 5,5, ] 1. #

] ]

By Theorem 4, we know that any two consecutive factors of DP[Q]:f[DP[&H,@]
i=1
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cannot be 1 simultaneously, hence there are at most n/2 multiplicative factors that are equal
1. Moreover, because DP[5,_,6,] e {0, 1/2%, 112, 1}, it is clear that DP[Q] <272,

Theorem 5 For n-round DBISON, let & be the n-round differential characteristic given
by (9), with 5, #0, i=1,2,...,n. Let the round keys satisfy:

K 2 {6 oy i Ko Koy @ KoK | aNd ke # Ky
If DP[5,,,6,,]=DP[8,,5,,] =1, then DP[&,_ 1,(si];al/z
Proof Assume DP[§,_,,6,]=1/2. By Theorem 1, DP[6,,,6,]=1/2 if and only if one of the
following cases occurs.

Case 1.
é‘i :(5(i71)|_ ®5(i71)w§(i -1)L ) {(0’5(| 1)L ) (klR'§ ) (5(| 1)L ®5| lR‘O)’(g(i—l)L @5(i—1)R‘kiL)
‘5(i—1)L ¢ {0' kiL} 'é‘(ifm_ ®6(i—1)R ¢ {0' kiR }} = Ai

Using DP[,,5,,]=1, we get &, € A, ::{(0, Ko ) (Ko Koo ) (Koo K @ Ko )} Due to

the conditions that the round keys satisfy, A nA; =@ if and only if 5, ,, =kK,,,. However,

(i+1)R

using DP[6,_,, 5] =1, we get &5, ,, =5, ,, @ a

(i-2)R

{k(H)R,o} which means k,, . =K,z
contradiction.

Case 2. 5, = (&, DS e,

In this case, 5iE{(Oﬁ(i,m@kiL),(kiR,fS(i,l)L@kiL)

é‘(l ) (0 k ) L G—Dé‘(i—l)R € {0’kiR} and é‘l 1)L {O’I(iL} "

i 210, kiL}} =A, . Using
DP[5,,6,,]=1, we get 6 € A, . AnA, =& ifand only if Sy @k =K. - However, since
DP[6,,.6,,]=1, theng, R DK
or k

=0

o @8 e [k, 1,0} Which implies that k, =k

(i-yL (i+1)R

a contradiction.

(i+)R

Case 3. & = (5 4 ® 8 1e:0s 0 ) (Kes0) 1 &y ® 3, e 2 {0k} ANA &, {0k, }-

(i-)R?

(i-)L (i-)L
=A. By DP[§,,6,,] =1, we have s, € A, . Then, the condltlons imposed on the round keys
imply that AN A, =@

To summarize, the assumption DP[8,_,,6,]=1/2 cannot hold. #

Remark 2 For n-round DBISON, let o be the n-round differential characteristic given
by (9) with & #0,i=12,.,n. Assuming that the round keys satisfy the conditions of

Theorem 5, we cannot possibly have the case DP[Q] =1x(1/2)x1x(1/2)x1....

Theorem 6 For n-round DBISON, let & be the n-round differential characteristic given
by (9) with 5, #0,i=1,2,...,n. Assume that the round keys satisfy

1) kiR${k|].L’le’kHZ)L’k ®k k ®k|L’k @kHZL’kll)R}'

In this case, @e{(é ® 5 e DK O (S e © e DKk |5

D8y £ {0.Kp }}

(i-yL?

2) kiLe{k(i 2)L’kI1L’k Dk k
3) k C-Dle # kIR ®k|+1

1 P[] Pl

®k|+2 }

(i+)R? N(i+1)R

] =1, thenDP[5,,,5,]=1/2%.

|+1
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Proof Assume DP[s,,,8,]=1/2%. By Theorem 1, DP[5,,,6,]=1/2" if and only if one of the
following cases occurs.

Casel. ¢ = (5(i—1)L @5(i—1)R’5(i—1)L)’ Oy € {0,k } and Oy DIiyr & {0, ke }

Using DP[6,_,,6,_,]=DP[&;,6,,]=1, one can deduce:

Oy = (5|L Sz ) = (5(i—1)R’ é‘(i—l)L ® 6(i—1)R ) = (5(i—2)L ' 5(i—2)R ) 1

where 5, € {0,k | =B, and & . € (ki ek o Ko ay @K e} = B, The conditions on the
round keys imply that B, nB, =&, which contradicts the fact that &, =5, -

Case 2. 5| = (6(i—1)L ®é‘(i—1)R’5(i—1)L)®(o' kiL) ! 5(i—1)L 2 {O' kiL} and §(i—1)L ®5(i—1)R ¢ {0’ kiR}

USing DP[ i—Z’é}—l] = Dp[é‘ivé‘m

6= (5|L SR ) = (é‘(i—l)R D ki, 5(i—1)L ®5(i—1)R) = (5(i—2)L ® kiL’é‘(ifz)R ) ’

]=1, we get the following equation

where &, 3, {0k} =B, and &, @k, ek k,, ®k,}:= B,. The conditions on the
round keys give that B, B, =&, which contradicts the fact that o, ® 5, =5, ,, Sk, .
Case 3. 5| = (6(i—1)L D é‘(i—l)R’é‘(i—l)L ) ® (kiR'O) ' 5(i—1)L 2 {O' kiL} and 5(i—l)L ® 5(i—1)R ¢ {0, kiR}
Using DP[3,,,5,,]=DP[4,,4,,

01 = (6|L ® é‘iR’é‘iL) = (g(i—l)R ® Kig, 5(i—1)L @é(i—l)R Dkig ) = (é‘(i—z)L ® kiR’é‘(i—z)R Dkig ) '

]=1, we have

where 5, ®6,; €B,, and ¢, ,

keys give that B, nB; =&, which contradicts 5, ® 6, =6}, ,, Skg.

LDk € {kiR,k(H)L ® kiR} =B, . The assumptions on the round

Case 4. 5 :(5071)L 695“71”{,5“71”)@(kiR,kiL), iy 210k, } and &, @5, € {0k}
Again, using DP[5,_,,5,,]=DP[&;,8,.,]=1, we obtain
01 = (5||_ SR ) = (é‘(i—l)R ® kig @ kiL’é(’—l)L ®5(i—1)R Dkig ) = (5(i72)|_ Dk @ kiL’é‘(ifz)R ® kiR) J

where &, ® 3, €B,, &, Dk @k, € {ky Ok ke @k, @k, | = B,. Similarly as above, we
get B, N B, = which contradicts 5, ®4; =5, ki @k .
Therefore, the assumption that DP[s, ,,8,]=1/2* cannot hold. #

Remark 3 For n-round DBISON, let & denote the n-round differential characteristic
given by (9) with & #0, i=12,..,n. Assuming that the round keys satisfy conditions in

Theorem 6, it is impossible to have DP[Q]=1x(1/2°)x1x(1/2°)x1....

Theorem 7 For n-round DBISON, let & be the n-round differential characteristic given
by (9), with & #0, i=1,2,...n. Assume that the round keys satisfy k.. ¢ {k( kiL,k(m)L} and

i+1)R?
ki {k(m)R,kiR ® k(i+1)R} . If DP[6,,,6,]=DP[6,,,,6,,;] =1, then the following equalities cannot
hold: DP[&,,6,,]=DP[6,,,,6,.,]=1/2.

i+l
Proof By Theorem 1, the conditions on the round keys, and DP[é)‘i,l,a‘i]zl, one can deduce
that DP[5,6.,]=1/2 if and only if 6., =(k.k.), 6 =(0k.), and &, =(k, ®kgye.0)-

Furthermore, DP[5,,,5,.,]=1/2 holds if and only if &, = (k. ®k,ye ®K,zn: ki @K,y ) OF



1622 Zhao et al.: A New BISON-like Construction Block Cipher: DBISON

ky @K, @K

(i+1)R?

(ko ).

k, @k

(i+1)R

@Dk

(i+2)R?

If Oy = (kiL Dk

(i+1)R

<), then from Theorem 1 and DP[5.,,5.,]=1,

i+21

can be easily verified that

Ois = (5|+2 @5|+2 R’§|+2 ) and 5|+2 € {( k(i+3)R)’(k(i+3)L‘k(i+3)L)‘(k(i+3)L’k(i+3)R ®k(i+3)L)} :
This means that

(le Dk (i+1)R Dk (i+2) R’kIL Dk (i+1)R ) {(O k(|+3 ) (k(i+3)L’ k(i+3)L)’(k(i+3)L’ k(i+3)R ® k(i+3)L )} !
which contradicts the assumptions on the round keys. If
S (k.L OKppr ki @Ky @ k(M)R) , a similar conclusion is valid. #

Generalizing the conclusions given in Theorem 7, we observe the following.

Remark 4 For n-round DBISON, let & be the n-round differential characteristic given
by (9) with & =0,i=12..,n. Assuming that the round keys k =(k k) satisfy the

iL?
conditions that k;, is linearly independent from ki k., ...k and k, is linearly

independent fromki, K, yq .- Ky o » then DP[6,,6,,,]=DP[8,,,, 8, ] =...= DP[5, L

|+I—2'5i+l—l] =5

(i+1-2)L

and DP[6,_,,6,]=DP[6,,4.,6,,] =1 cannot hold.

By Remarks 2, 3, 4, for n-round DBISON (whose round keys satisfy certain conditions)
and © described by (9) with 6, =0, i=12,..,n, if there exists a differential characteristic of

the form

0,

i+l

:ﬁDP[é‘H,é}]=1><(l/2)><(1/22)><1><(1/2)><(l/22)><1
i=1
then the probability of this differential characteristic is maximal. Then,
TTDP[61.6,] = 1x (11 2)x(1/ 22 )xtx (11 2)x (1/ 22 )xL... =11 (17 2] (1 22)
i=1

[(n-213]

=h(n).
Table 2 gives some values of h(n) for different n. Most notably, h(n)=1/2" if n is divisible
by 6, otherwise, h(n)=1/2"".

Remark 5 For n-round DBISON, we have MDP <1/2"" when the round keys satisfy

the conditions given in the previous theorems. Therefore, we conclude that n-round DBISON
is resistant against differential cryptanalysis.

Table 2. Values of h(n)

n 6 10 14 18 22 26 30 34 38 42 46 50 54 58 62 66

h(n) 2-6 2-9 2-13 2-18 2-21 2-25 2-30 2-33 2-37 2-42 2-45 2-49 2-54 2-57 2-61 2-66

n 70 74 78 82 86 90 94 98 102 | 106 | 110 | 114 | 118 | 122 | 126 | 130

h(n) 2—69 2—73 2—78 2—81 2—85 2—90 2—93 2—97 2—102 2—105 2—109 2—114 2—117 2—121 2—126 2—129

n 134 | 138 | 142 | 146 | 150 | 154 | 158 | 162 | 166 | 170 | 174 | 178 | 182 | 186 | 190 | 194

h(n) 2—133 2—138 27141 27145 2—150 27153 27157 2—162 27165 27169 2—174 27177 27181 2—186 27189 27193

n 198 | 202 | 206 | 210 | 214 | 218 | 222 | 226 | 230 | 234 | 238 | 242 | 246 | 250 | 254 | 258

h(n) 2-198 2-201 2-205 2-210 2-213 2-217 2-222 2-225 2-229 2-234 2-237 2-241 2-246 2-249 2-253 2-258
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4. Linear cryptanalysis of the DBISON block cipher

To evaluate the resistance of DBISON against linear cryptanalysis, we need to specify the
linear approximation table (LAT) of the round function F,,(x). Recall that F,(x) was

defined in (1), where the linear functions ®, and @, are given by:
®, (xL):(xh(ka@xL)[1,...,i(kL)—1,i(kL)+1,...,n/2}
>, (xR):(xRi(kR)kR @xR)[l,...,i(kR)—l,i(kR)+1,...,n/2]

where i(k_)and i(k;) denote the indices of the lowest bit which is set to 1 in k_, kg,
respectively. Moreover, it is easy to deduce that @, and @, are both linear functions ,

(10)

Ker®, ={0,k },andKer®, ={0,k,}.In particular, the notation
(% ke @ X)L i (k) =Lk ) +1,..n/ 2]

refers to an (n/2-1)-bit vector, which consists of the bits of x, k_®x_ except for the
i(k ), bit.

Theorem 8 For the round function F,, (x) of DBISON, which is defined by (2) and
(10), the entries of LAT of F,(x) are determined as:
1) LAT. [ab]=2"",if b ek, =b,ek =0, a,=b_and a ®b ®h, =0.
2) LAT, [ahb]=+2""*Y7 if b ek, =0, b, ek =1, a, =b_and a ®b @b, =0.
3) LAT, [a b]e(—2<3"’2*1>’2,2<3"’H>’2) ,if b ek, =1 and (a_ ®b, )ek, =0.
4) Otherwise, LAT, [a,b]=0.
Proof By Definition 1, it is clear that
LAT,, [ab]=|xeF/

WFk‘W (a,b) — z (_1)a-x®b-Fk‘w(x)

xeF;

1
EWFW (a,b).

aex®be Fkvw(x)=0}‘-2“-1 =

z (—l)aL oX, Dag e Xz Db, -(xL Dxp® f (W @Dy, (X, ®xg ) kg )@bR -(xL D f (W, @Dy (X ))k,_)
xeFy

(2, ®by @bg )ex, @ i (W OBy (x_))bg ek, (3R @by )exg ® T (Wg @Dy, (X )@ Dy (35 )b ok
> (-9 k (-2) ' :

2

x_eF;' Xg € anlz

According to the value of b ek., W, (a,b) can be calculated in the following cases.
Case 1. b ek, =0.
In this case, W, _(a,b)= 3 (-1) e oilnotaloi s gy _yy |

XL € an/z Xg € FZ"/Z
If a, =b_, then > (-1)**™™ -0, thus w, =0.
xg 2
If a, =b, , then Wl:2n/2 Z (_1)(aL@hL@bR)-xL®fL(wL®cr>kL(xL))bR-kL . On the one hand, if
XLeFZ"/Z

by ek =0, then W, = 22 Z (_1)(aL®bL@bR).xL _

n/2
X €F,

0, if a, @b @b, #0, ]
{ Ao Wb # On the other hand, if

2", if a, ®b, ®b, =0.
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by ok, =1, then w, =22 3" (—p) @ ebmotinento)l - assuming that @, (x )=y, , using

X € an/z

that @, is linear and Ker®, ={0,k }, we obtain

(_1)(aL@bL®bR’).XL®fL(WL®(DkL(XL)) (_1)(3L®bL@bR)'YL@fL(WL@yL) + (_1)(3L@bL®bn)’(yﬁ@kL)®fL(WL@yL)

n/2-1

n/2
Y R,

X € F2 n/2-1

y R,

— |:1+(_1)(5L@bL@bR)‘kL Z/ (_1)(3L@bL@bR)'Y'L@fL(WL@yL) ,
yLeF, o

where y; is the same as y with an additional bit set to zero at position i(k_). Furthermore, if
(a, @b, ®b;)ek =1,then w, =2"2x0=0. If (a_ ®b, ®b;)ek =0, then
V\/1 = pn/2+l Z (_1)(3L®bL@bR)'y\L@fL(WLQYL)

n/2-1
y ek,

Let w @y, =u,_, and accordingly W, =2"*"

(_1)(ac®bceaba)-vw (_1)(ac@bc@bs)-uL@fL(uL) . where
uLern/Z—l

a/ is an (n/2-1)-dimensional vector obtained by removing the bit in position i(k_) of a, .

Since fL is a bent fUI’]CtiOI’], then \N1 _ 2n/2+1(_1)(aK@bL"@b§)-wL (iz(nIZ—l)lz) _ i2(3n/2+1)/2 )

Case 2. b, ek, =1.
W, (a,b) _ Z (_:L)(aLe:abLealuﬂ).xLeafL(wLeaka(xL))luR.kL Z (_l)(aR(BbL)-xR@fR(WR@dJkR(x,_)@cka(xR)).

X EFZNZ

For any fixed x_ e F,"?, it can be calculated that
0, if (a, ®b, )ok, =1,
= i(_l)(aﬁebﬁ)-(WR DDy () P22 g (a, ®b, ek, =0.
Thus, if (a, @b )ek, =1, then W, (a,b)=2"?x0=0.If (a, @b )ek, =0, then
ka‘w (a,b) :i_z(n/2+1)/2 z (_1)(aL®bL®bR).xL@fL(wL@d:kL(xL))bR.kLea(ag@b().(wp@@kR(xL)) '

Xg € anlz

(_1)(an @by Jexg ® fg (WR DD, (% )Py, (Xp )) — {

XL EFZHIZ

Thus, —2(3”’2*1)’23WFW (a,b)< 2" where the equalities hold if and only if for all
x_e F,"?, we have
(an ®b))s(w, @D, (% ))D(a ®b, ®b;)ex & f, (W @D, (x )b, ek =0 or 1,

The probability that these extreme cases occurring is very small, thus we can suppose
_2(3n12+l)/2 <WF (a,b)<2‘3”’2”)’2.#

Theorem 9 For DBISON cipher, let its round function F,, (x) be given by (2) and (10).
If the number of rounds is r =n/2+3, then we have MLP <2 for n> 4.
Proof Assume that there exists a nontrivial linear characteristic 6=(6,.,6,,....6,,,;) . In
particular, let the linear characteristic ¢ =(6,.6,...6,,) be such that LP(6_,6)=1,
i=12,..,n/2. By Theorem 8, we have LP(6_,,6,)=1 if and only if 6, ek, =6, ek, =0,
O =01 and O =6, ,, ®6,,,. Note that there are two constraints (two-bit constraint
conditions) for each round subkey, i.e. 6, ek, =6, ¢k, =0. In this case, considering n/2
rounds, the cardinality of a weak subkey set (satisfying the constraint conditions) should be
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only 2" %222 —1 on average. On the other hand, if there are n/2+3—-n/2=23 rounds, then
the linear  characteristic 6" =(6,,.0,,.1.0,.,.0,2.5)  €Xists  with  probability

[2‘(”’“) ]3 =223 Therefore, MLP <2"" for n> 4.
Remark 6. To resist algebraic attacks, the default round number should be at least 3n.

5. DBISON instances and implementation results

In this section, we discuss our implementation of DBISON encryption algorithm with input
block size of 10 bits, where the generations of round keys, whitened keys and round
constants are also specified. Similarly to the standard BISON encryption algorithm, the bent
function used in this instance of DBISON is the quadratic function f(X,,X,)=X,eX,,
where X, e F. The differential uniformity and nonlinearity for round-reduced versions of

DBISON consisting of 30 rounds (alternatively 10 or 20 rounds) and for different instances
(specifying different secret keys via LFSRs) are given. The truth table of one particular
instance and the intermediate values for 30 encryption rounds are given in Appendix A and
B, respectively.

Assume that the input bit string for DBISON is x = (X, X,,-... X, ), Which is divided into
two parts, i.e. X_ =(Xq,Xg,..., X5 ) and Xz =(X;,X,,...,%, ). The first encryption round is described
below.

* The encryption operation for the left branch includes the following five steps.
1) The left key k, is derived from the state of an LFSR, where the primitive polynomial

used is x° +x* +1, and the initial state belongs to F;’\{0} .

2) CI)kL(xL):(xLWkL69xL)[1,...,i(kL)—l,i(kL)+1,...,5].
3) The left whitened key w,_ is derived from the state of another LFSR, where the

primitive polynomial used is x* +x*+1, and the initial state is fixed by (1, 0, 0, 0). The
round constant C, is derived from the state of the same LFSR, and the initial state is
given by (0, 0, 0, 1).
4) o, (x)OW ®CL=(Vs Vs Yoo Vi) » | (Ya:Ya: Yo Y1) = Yo Y, @Y,y ®b,, and b, =0 for the
first r/2 rounds, and b, =1 for the remaining r/2 rounds, where r is the number of rounds.
5) The value of x_ ® f(y,,¥: ¥, ¥;)k_ is calculated.

» The encryption operation for the right branch contains the five portions below. In
particular, the input string for the right branch is x_@ x,, denote it as x; .

1) The right-hand part of the key k, is derived from the state of an LFSR, where the
primitive polynomial used is given by x° + x° +1, and the initial state belongs to F; \{0}.

2) chR(xg):(x;ka@x;)[1,...,i(kR)—1,i(kR)+1,...,5].
3) The right-hand part of the whitened key w, is derived from the state of another LFSR,

the primitive polynomial used is given by x* + x+1, and the initial state is fixed by (1, O,
0, 1). The round constant C, is derived from the state of the same LFSR, and the initial
state is fixed by (0, 0, 0, 1).

4) D (x)OW, ®C, =(Yi Vs, Y5 Y1) » T (Ve Va5, Y1) = VoY @ yiy, ®be, and b, =0 for the
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first r/2 rounds and b, =1 for the remaining r/2 rounds, where r is the number of rounds.
5) The value of x; @ f (y,,s, ;. ¥:)ks is calculated.
Finally, the output value of the first round is (x; @ f (Y., s, V5. 1) Keo Xo @ (V40 V30 Yoo Vi) K0 ) -
Similarly, in the second round, k, w and C are also derived from the states of the

corresponding LFSRs in the next clock, and so on. More specifically, the initial state of the
LFSR for deriving k,_in the first encryption round is fixed to any value in F;\{0}. On the

other hand, the initial state of the LFSR for deriving k. in the first round, selects another
value k_in F;\{0}. This gives in total 930 instances (different keys) of DBISON which we

have checked. The differential uniformities and nonlinearities of these instances for
DBISON that implements 10, 20 and 30 encryption rounds are verified, respectively. These
results are described in Fig. 2 and Fig. 3. In particular, the horizontal axis represents the
value of the differential uniformity (nonlinearity), whereas the vertical axis is the number of
instances whose differential uniformity (nonlinearity) is fixed.

Difference uniformity
60.00% 54.84%
50.00%
40.00%
30.00%
1914%

20.00%

1151%
10.00% 120%

I i Z37% 194% 118% 065% 065% 011% 022% 011% 011%
U"\U - - — — —

12 14 16 18 20 2 4 26 8 30 32 M 40

Fig. 2(a). The differential uniformities of 10-round DBISON

Nonlinearity

Fig. 2(b). The nonlinearities of 10-round DBISON

In Fig. 2, for DBISON consisting of 10 encryption rounds, the differential uniformity is
mainly distributed among the values 12, 14, 16 and 18. Actually, these values have a
percentage of approximately 92.26%. On the other hand, the maximal nonlinearity that has
been achieved in the simulations is 440. Also, the nonlinearity in the range between 384 and
440 stands for the percentage of approximately 95.91%. In fact, it means that these functions
achieve relatively high nonlinearity. (note that the nonlinearity of bent functions is 496, and
the nonlinearity of almost optimal functions is 480 when n=10.) Moreover, the best
differential uniformity of these instances is 14, and the nonlinearity is 440, which is quite
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close to the almost optimal functions. This illustrates that most of these DBISON instances
have quite good differential uniformity and nonlinearity, though only 10 encryption rounds
are considered.

Differential uniformity

70.00%
59.32%
60.00%

50.00%

40.00% 34.19%
30.00%
20.00%
10.00% 6.28%
- 0.21%
0.00%
12 14 16 18

Fig. 3(a). The differential uniformities of 30-round DBISON

Nonlinearity

25.00% 22-0?%23.24%

2 1
- 17.06%
o 12.58%
10.00% 8.47%
6.50%
4.69%
5.00%
131%

0.11% 0329 043% 107% 1.07% I -

000% — w= == W o
438 440 442

416 418 420 422 424

Fig. 3(b). The nonlinearities of 30-round DBISON

Fig. 3(a) illustrates that the differential uniformity takes values 12 and 14 with the
percentage of approximately 93.51%, when the number of rounds is 30. The nonlinearity
distribution is given in Fig. 3(b) and the nonlinearities between 428 and 442 occur with the
percentage of approximately 95.2%. There exist many DBISON instances, using 30 rounds,
whose differential uniformity equals 12 and having nonlinearity 442. The truth table of one
of these instances is given in Appendix A, whereas the test vectors for each round are
provided in Appendix B.

In addition, the differential uniformities and nonlinearities of DBISON instances using
20 rounds can be found in Appendix C. Comparing the 20-round and 30-round results, it is
clear that their performances are quite close (of course 30-round DBISON is somewhat
better). Of course, all DBISON instances are balanced bijections. Therefore, DBISON has
quite good cryptographic performance.

Similarly to the encryption operation, the decryptions of left branch and right branch are

also performed in parallel. More precisely, let 7, (x )=x @ fL(WL®chL (XL))kL ,
7o (%) = % @ fo (W @D, (%,))ke, X, X, e F/"2. Then, 7, and z, can be derived as below.
Forany x_eF’?,
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t o7 (X )=17, (xL @ f, (WL OD, (xL))kL)
=x ®f (w @0, (x )k ©f (WL OD, (xL ®f (w @0, (xL))kL))kL :
If f,(w @, (x))=0, it is clear that 7, oz, (x.)=x_. If f (w ®®, (x))=1, then we
have
7ot (X ) =X ©k @ f (W @D, (x ®k )k =x ®k & f (W @D, (x))k =X,
because Kerd, ={0,k }.Thus, 7 isinvolutory, and this also holds for z.

Note that the round function F(x) of DBISON can be represented as
F(X)=(7z (X, ®%¢).7,(x.)). Then, the output of the left branch isy, =z, (x_@x,), and the
output of the right branch is y, =z (x_ ). Since bothz_ and r, are involutory, we have
X =7, (Yr):, X ®%; =75(y,) , that is, x; =z (y, )®7_(yz). The round decryption function
is F(y)=(7.(¥a), e (¥.)®7,(Ys)). see Fig. 4. Therefore, the decryption process actually
uses the reversed encryption round keys.

Y Yz
@, D,
W Laq_) ( ). W R

/2 Sz

i !
kLA.{ multiplication | | multiplication fe— kR

J

X I X R

Fig. 4. The decryption round function F™(y) of DBISON

6. Conclusion

In this paper, a new block cipher DBISON has been proposed, which employs double layers
of a BISON-like construction. Compared to the original BISON cipher, DBISON divides the
input into two halves and the nonlinear round function is computed in parallel, which results
in a better performance in both software and hardware. Moreover, DBISON consisting of 3n
rounds is provably resistant against differential and linear attacks. More precisely, it is
shown the MDP is 1/2"*for n encryption rounds, and the MLP is strictly less than 1/2™!
when (n/2 + 3) encryption rounds are used. Actually, if we select the data block size n = 258,
then both MDP and MLP of DBISON are very close to the ideal value.
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Appendix

A. The truth table of a permutation F on leo of one DBISON instance given in hexadecimal
format (r = 30, differential uniformity is 12, nonlinearity is 442)

OE7 35A 324 2E8 11B 08A 29A 025 3AB 3BA 3CE 2C1 1A9 143 OF4 155
07D 10A 228 15C 177 2FB 081 2D4 28D OA8 010 088 35C 152 142 1FA
326 056 2CB 1B7 310 1A4 OAD OFD 11D 218 29C 18 175 1C8 257 OBB
2C2 2BE 377 208 OA6 115 189 057 092 291 1C5 238 1C1 104 3E8 O0BD
11C 114 27B 293 067 06D 052 132 331 OAB 27E 16E 3D0 194 26F 122
1A0 12A 109 1BD 262 1B2 068 229 342 0D9 255 OAF 3CF 184 369 1F3
1C9 3D6 OEl1 27D 2D7 290 36F Ol1E 384 312 11F 049 2A9 O07A 007 35E
3AF 0B2 36A 008 OFF 063 034 01C 102 32B 009 268 3D3 261 O08E 210
ODF 339 3E6 026 17F 19F 371 0C1 20E 1CB 2A2 2AE 045 069 370 287
289 080 11E 380 OBC 18B OCE 2C7 2AC 265 241 121 3El 03A 1F8 3A5
329 2A4 252 OEE 070 ODO OE6 10C OB3 3EB 14C 3A2 316 38D 118 1FF
292 382 3F7 03C 27C 06B 23D 283 22D 375 2DF 34A 079 062 353 3BC
OEB OF2 16B 318 181 OE2 3ED 120 09 37D OFC 13E 1AB 385 3B4 3B5
O1F 134 21C 279 3E5 39A 191 38B 093 29D OE4 386 311 2ED 31D 376
006 248 065 2BF 072 105 110 18D 359 1Al 270 OEC 395 ODA 2FC 0B6
13k 2CD 187 0D2 319 307 39C 3E7 3B8 32C 076 1A2 389 3FF 226 1BO
2D9 2F8 18F 12B 309 28F 15D 17A 251 3BD 2DC 3A8 123 213 05F 2B9
0D1 31A 39D 22F 18E 1A5 38C 3F4 235 346 373 0C5 335 089 1D8 1EB

3C1 1B8 39F 10B OBF 024 29E 394 095 O09E 2AB 0C3 03E 1DA 042 02A
3CA 12E 05C 02B 247 0CB 023 OA9 1FD 222 204 O00A 11A 100 016 298
083 34B 349 002 305 071 OF1 148 1AC 269 328 1E2 224 OC7 084 3F9

OEO 15A 32A 21A 099 2BA 07C 147 16A 219 1AF OF8 3DB 2B2 321 091
3% 202 1IFE 1F1 3A9 OFB 237 392 25E 2C6 OA7 05B 207 2Fr6 2F7 157
308 200 1ED 1A6 3A7 39E 139 112 3AD 1F4 3DA 1C6 350 23B 035 256
314 23A 018 O01A 08 01D 30C 348 097 178 1CD 399 2FA 039 2F5 16F
337 267 1F2 201 1D2 09 37E 18C 215 2D2 OED 082 203 153 15B 0C2
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B. Test vectors with intermediate results for the DBISON instance in Appendix A. The input
value is 1000011001

X, k. W, CL‘ Xg, K Wy CR, X, Xg,.,

10000 10110 0100 1000 11001 00110 0100 1000 01001 00110
01001 01011 0010 0100 00110 10011 0OO10 1100 0111 01001
01111 00101 1001 0010 01001 11001 0OO1 1110 00110 01010
00110 10010 1100 1001 01010 11100 1000 1111 10000 00110
10000 01001 0110 1100 00110 11110 1100 0111 10110 10000
10110 00100 1011 0110 10000 11111 1110 1011 00110 10010
00110 00010 0101 1011 10010 01111 1111 0101 10100 00110
10100 00001 1010 0101 00110 00111 0111 1010 10101 10101
10101 10000 1101 1010 10101 00011 1011 1101 00000 10101
00000 01000 1110 1101 10101 10001 0101 0110 00100 00000
10 00100 10100 1111 1110 00000 11000 1010 0011 11100 10000
11 11100 01010 0111 1111 10000 01100 1101 1001 01100 11100
12 01100 10101 0011 0111 11100 10110 0110 0100 10000 01100
13 10000 11010 0001 0011 01100 11011 0011 0010 11100 10000
14 11100 11101 1000 0001 10000 11101 1001 0001 01100 11100
15 01100 01110 0100 1000 11100 01110 0100 1000 11110 01100
16 11110 10111 0010 0100 01100 10111 0010 1100 10010 01001
17 10010 11011 1001 0010 01001 01011 O00O1 1110 11011 01001
18 11011 01101 1100 1001 01001 10101 1000 1111 00111 11011
19 00111 00110 0110 1100 11011 01010 1100 0111 11100 00111
20 11100 00011 1011 0110 00111 00101 1110 1011 11011 11111
21 11011 10001 0101 1011 11111 00010 1111 0101 00110 01010
22 00110 11000 1010 0101 01010 00001 0111 1010 01100 11110
23 01100 11100 1101 1010 11110 10000 1011 1101 00010 01100
24 00010 11110 1110 1101 01100 01000 0101 0110 01110 11100
25 01110 11111 1111 1110 11100 00100 1010 0011 10110 10001
26 10110 01111 0111 1111 10001 10010 1101 1001 10101 11001
27 10101 00111 0011 0111 11001 01001 0110 0100 01100 10101
28 01100 10011 0001 0011 10101 10100 0011 0010 01101 01101
29 01101 11001 1000 0001 01101 11010 1001 0001 10100 11011

©CoO~NOOOUITE, WNPEFEO|—
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C. Distribution of the differential uniformity and nonlinearity for 20-round DBISON

(1]
(2]

(3]
[4]
(5]
(6]
[7]

(8]

Differetial uniformity
70.00%
60.00%
60.00%

50.00%
40.00% 35.27%
30.00%
20.00%

10.00% 4.30%

[B—
12 14 16 18 20

0.32% 0.11%

0.00%

(a) Distribution of the differential uniformity for 20-round DBISON

Nonlinearity

25.00% 2290%

2204%

20400% 17.42%
15.00% 1312%
10.00% .
742% 679
5.05%

»00% 23m%

011% 011% 043% 119, 065% L08% 0.54%
000% o= = m o m =

2

424 426 428 430 432 434 436 438 40 M4

414 416 418 420 422

(b) Distribution of the nonlinearity for 20-round DBISON
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