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ABSTRACT

This paper proposes a method for detecting flight anomalies of drones through the difference between the command of flight

controller (FC) and the navigation solution. If the drones make a flight normally, control errors generated by the difference

between the desired control command of FC and the navigation solution should converge to zero. However, there is a risk

of sudden change or divergence of control errors when the FC control feedback loop preset for the normal flight encounters

interferences such as strong winds or navigation sensor abnormalities. In this paper, we propose the method with a deep

neural network model that predicts the control error in the normal flight so that the abnormal flight state can be detected.

The performance of proposed method was evaluated using the real-world flight data. The results showed that the method

effectively detects anomalies in various situation.

Keywords: abnormal detection, navigation control error, deep neural network, state classification
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Fig. 2. Flight control command (Target) and navigation solution (True) in normal flight. (a) horizontal position, (b) horizontal velocity, (c) three-dimensional
attitude.
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Fig. 3. Flight control command (Target) and navigation solution (True) in abnormal flight (shaking). (a) horizontal position, (b) horizontal velocity, (c) three-

dimensional attitude.
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Fig. 4. Flight control command (Target) and navigation solution (True) in abnormal flight (fall and crash). (a) horizontal position, (b) horizontal velocity, (c)

three-dimensional attitude.
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Table 1. Predicted Pseudo-code.

Pseudo-code for the anomaly detection with DNN

Input: Pseq = {X,_j,..., X, , X,y X; }, with X, = [Ax, Ay, Avx, Avy, Ad, A8, Ai,]
Output: Yseq+snire = Anomaly detection results

1. for total data stream, train navigation control error prediction model (Neural network layers)
1) Ytemp = Istm (Pbatch _size)
2) Ytemp = dense (Y temp, activation = ‘tanh’)
3) Ytemp = drop (Ytemp, drop_rate = 0.3)
4) Ybatch _size+shift = = dense (Ytemp)

2. Generate threshold for abnormal classification
1) Calculate the 3-6 from Z,pq; = Ptotar — Protar
2) Generate the classification threshold, Ty,q, and T,y
3) Define threshold update index up idx
for idx = 0 to length (Z;p¢q1):
Case (attitude or velocity):
if Z, >3-0:
up_idx = [up_idx, idx];
Twarn = std (Zup;ax);
b = 2 Twarn;

Case (position) use the 3-0 as threshold because of error accumulation characteristics

warn =3 -0;

=2 Twarn 5

3. Predict the navigation control error
1) Vsequsnise = prediction NN_model (Pseq)

4. Detect abnormal Navigation status
1) for position, attitude, velocity at each time step in each sequence
if ?seq+shift > Tab:
Yseq+shirt = abnormal status

elseif ?seq+shift > Tyarn:
Yseq +shift = alert status

else:
Yseq+shife =normal status
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Fig. 11. Abnormal position detection result in drone flight with strong
wind.
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