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[Abstract]

As the online game market grows, the use of game bots is causing the most serious problem for
game services. We propose a harvest coordinate analysis model to detect harvesting bots among game
bots of the Massively Multiplayer Online Role-Playing Games(MMORPGs) genre. The proposed model
analyzes the player's harvesting behavior using the coordinate data. Game bots can obtain in-game
goods and items more easily than normal players and are not affected by realistic restrictions such as
sleep time and character manipulation fatigue. As a result, there is a difference in harvesting
coordinates between normal players and game bots. We divided the coordinate zones and used these
coordinate zone differences to distinguish between game bot players and normal players. We created a
dataset with NCSoft's AION log and applied it to a random forest model to detect game bots, and as a

result, we derived performance with a recall of 0.72 and a precision of 0.92.

» Key words: online game security, game bot, coordinate analysis, MMORPG, behavior analysis

ekl A Aol st A 5o AR A Auze] 7 Az FAlE oF7) st
Atk =iol AE MMORPG FE29] Al ¥ 5 AFS Ak 2t A6k 9% AF

%A BES Aokeith ARbs BEe A dolHE vtz Eyo
- AEA Edlolol B2tk & A W Alske} ofolHlE
Nele 22 g2xe} 2 dAAA Ak Jas WA o
= A T Zo|7t S FHE 7S vra 7F Z9 9]
= = £ 88 @ 4 A%=F ok NCSoft A}l AION Z1=

THE31 random forest FEoll AEste] Al S @A A AFE 2% HEE
S J
=

(3o1x Bk

2 4y
sl
&
:

&
N,
i A e

o _Q
o
W @
B
=2
_O‘L

¥

* First Author: Jae Woong Choi, Corresponding Author: Ah Reum Kang
*Jae Woong Choi (cjbizwoong@korea.ac.kr), Dept. of Information Security, Korea University
**Ah Reum Kang (armk@pcu.ac.kr), Dept. of Information Security, Pai Chai University

* Received: 2022. 03. 18, Revised: 2022. 04. 25, Accepted: 2022. 04. 25.

Copyright © 2022 The Korea Society of Computer and Information
http://www ksci.re.kr pISSN:1598-849X | eISSN:2383-9945



158  Journal of The Korea Society of Computer and Information

I. Introduction
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II. Preliminaries

1. Related works
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Table 1. Description of previous studies
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III. The Proposed Model

1. Theory
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IV. Experiment and Evaluation

30
- v

olo] 1. Dataset

dE R Q01N ALSS EOlERLE YA 204 S5 A)

A 2312 BEGR A3 s doleAle 20104 4

4
=



160 Journal of The Korea Society of Computer and Information

1629 HE] 2010 59 7U7HK] 717H] YA 271 & RS
A=t 237} s E3olof9] BEE FE5HH. HlolEAl
o] & Z2fojo] 4= 11,84090] 1 YRt Blojojz &
e 27 11,4827, % Zojolojg B2 37} 35890

of. T3 % Befoloj2 BRE Aeid RS 445t
Al QFL AR 9 Al 50| )22 Pt st Zaol
o7} Exfat7] T2 AV $140) o[RS 100002 A
SFL o) 4A] Olgle] % Zefolog aholA A3

sExon 2 oApdx AL8e dolgAe AA| Ze
olo] 47} 11740502 T4slof gloi, o] F Uyt E
elolol2 B5d 47} 11,4829, % S2oloj2 HRE 4
7} 258%olct.

2. Feature Statistic Analysis
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3. Machine Learning Algorithm
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Table 2. Performance

. . F1-
Algorithm Recall | Precision Accuracy
Score
Logistic
Regression[14] 0.80 0.83 0.82 0.99
Linear
SVM[16] 0.77 0.78 0.77 0.90
Decision
Tree[17] 0.71 0.79 0.75 0.92
Random
Forest[15], [18] 0.72 0.92 0.81 0.99
AdaBoost[15] 0.73 0.85 0.79 0.92
Gradient
Boost Machine 0.65 0.87 0.75 0.98
[15], [19]

Table 3. Performance by Each Ratio about Random
Forest

ratio F1-
(Train: Recall Precision Accuracy
Score

Test)
37 0.65 0.89 0.75 0.99
4:6 0.68 0.87 0.76 0.99
5:5 0.66 0.87 0.75 0.99
6:4 0.69 0.91 0.79 0.99
7:3 0.72 0.92 0.81 0.99
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4. Feature Importance Analysis
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Top 10 Feature Importance
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Fig. 4. Top 10 Feature Importance

V. Conclusions & Future Work
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