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Abstract In recent years, malicious codes are being produced using the developing information and
communication technology, and it is insufficient to detect them with the existing detection system. In
order to accurately and efficiently detect and respond to such intelligent malicious code, an intelligent
detection model is required, and in order to maximize detection performance, it is important to train with
the main characteristic information set of the malicious code. In this paper, we proposed a technique for
designing an intelligent detection model and generating the data required for model training as a set of
key feature information through transformation, dimensionality reduction, and feature selection steps. And
based on this, the main characteristic information was classified by malicious code. In addition, based on
the classified characteristic information, we derived common characteristic information that can be used
to analyze and detect modified or newly emerging malicious codes. Since the proposed detection model
detects malicious codes by learning with a limited number of characteristic information, the detection time
and response are fast, so damage can be greatly reduced and Although the performance evaluation result
value is slightly different depending on the learning algorithm, it was found through evaluation that most
malicious codes can be detected.
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Table 1. Characteristic information for malicious code

Malicious
code type

Feature Information

log information, hostname, OS name, access
time, access period, IP address, Mac address,
service port, processor creation path, created
process name, file creation path, created file
name, registry key, registry key value

Backdoor

access time, IP address, open URL, registry
key, registry key value, created registry,
execution path, execution file name, processor
creation path, created process name, API Call

Spyware

access time, IP address, open URL, registry
key, registry key value, created registry,
execution path, execution file name, processor
creation path, created process name

Adware

string information, execution script file name,
registry key, registry key value, file creation
path, created file name, processor creation
path, created process name

Virus

port information, registry key, registry key
value, created registry, execution path,
Trojan execution file name, processor creation path,
created process name, file creation path,
created file name

host name, IP address, protocol, file creation
path, created file name, registry key value,
created registry, port information, open URL,
permission, APl Call
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Table 2. Overview of the common feature information

for malware
Feature Description
string string information
instruction hash value of opcode list
API API list, DLL list
file created file name, file create path
. registry key, registry key value
registry registry path
protocol, DNS, IP address, URL
network Port number, remote address
process process name, process create path
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