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Abstract Preprocessing for high-quality data is required for high accuracy and usability in various and complex image data-based industries.
However, when a contaminated hostile example that combines noise with existing image or video data is introduced, which can pose a great
risk to the company, it is necessary to restore the previous damage to ensure the company's reliability, security, and complete results. As
a countermeasure for this, restoration was previously performed using Defense-GAN, but there were disadvantages such as long leaming time
and low quality of the restoration. In order to improve this, this paper proposes a method using adversarial examples created through FGSM
according to image segmentation in addition to using the VQ-VAE model. First, the generated examples are classified as a general classifier.
Next, the unsegmented data is put into the pre-trained VQ-VAE model, restored, and then classified with a classifier. Finally, the data divided
into quadrants is put into the 4-split-VQ-VAE model, the reconstructed fragments are combined, and then put into the classifier. Finally,
after comparing the restored results and accuracy, the performance is analyzed according to the order of combining the two models according
to whether or not they are split.
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Fig. 1. Ground-truth Images and Reconstructed Images.
(@) Non-Split; (b) Split

Table 1. Layers of VQ-VAE Model

Layer Hyper Parameter
kemnel=(4,4), filter=128,
Convi ) :
stride=2, padding=1
kemnel=(4,4), filter=128,
Conv2

stride=2, padding=1

Encoder )
kernel=(3,3), filter=128,

Residual_Conv1 ) :
stride=2, padding=1

kernel=(1,1), filter=128,

Residual_Conv1 ) :
stride=2, padding=0

Embedding Layer n_Embeddings=768

kernel=(1,1), filter=128,

Residual_Conv ) :
stride=2, padding=0

kemnel=(3,3), filter=128,

Residual_Conv ) :
stride=2, padding=1

Decoder -
kermnel=(2,2), filter=128,
ConvTranspose ) ]
stride=2, padding=0
kernel=(3,3), filter=1,
ConvTranspose

stride=2, padding=0
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Fig. 2. Adversarial Examples and Restoration Images.
(a) Adversarial Examples; (b) Non-Split (c) Split
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Fig. 3, Adversarial Example Restoration Result
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Table 2. No-Split-VAE Accuracy
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Embedding Accuracy by Epsilon

0 02 | 04 26 | 28 | 3.0
100 0.976 | 0.971 {0.963 0.522(0.433|0.346
200 0.977 | 0.972 | 0.966 0.531(0.423|0.325
300 0.978 | 0.974 {0.968 0.48410.372|0.282
400 0.979 | 0.974 {0.968 0.556(0.462 | 0.381
500 0.977 | 0.974 | 0.968 0.635|0.553|0.465
600 0.976 | 0.972 | 0.967 0.566(0.466 | 0.371
700 0.980 | 0.975 [ 0.969 0.607{0.530|0.434
800 0.983 | 0.979 [0.974 0.478|0.367|0.285
900 0.983 | 0.981 [0.975 0.488(0.385|0.298
1000 0.981 | 0.978 | 0.971 0.573|0.476|0.385

Table 3. 4-Split-VAE Accuracy

Embedding Accuracy by Epsilon

0 02 |04 |. 26|28 |30
100 0.9836|0.9787|0.974| |0.401|0.330|0.278
200 0.9816/0.9781|0.973| |0.403|0.322|0.259
300 0.9874/0.9838|0.978| |0.495|0.397|0.316
400 0.9847|0.9820|0.977| |0.471]0.388|0.312
500 0.9859|0.9822|0.978| |0.368|0.286|0.220
600 0.9874/0.9833|0.980| |0.403|0.329 |0.265
700 0.9873|0.9836|0.979| |0.444|0.352|0.277
800 0.9868|0.9842|0.979| |0.393|0.312|0.239
900 0.9872|0.9840|0.979| |0.413]0.323|0.256
1000 0.9873|0.9845|0.980| |0.412]0.323|0.250
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Fig. 4 Adversarial Example Restoration Result
(@) Epsilon 0 to 0.08; (b) Epsilon 0 to 0.3
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