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ABSTRACT

In this paper, we present important factors and methodologies that we have to follow for secure and efficient package management

systems in a closed network. By analyzing previous works, we present several security considerations for the existing package management
systems. Based on the consideration, we propose guidelines regarding the use of package management systems in the closed network.
More specifically, we propose the development of new package management tools, utilization of physical storage media, utilization of
local backup repositories, package updates, and downgrade batches for secure and efficient package management.
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vared@ubuntu:~/TestS binwalk zlib-1.2.7-19.el7_9.x86_64.rpm

HEXADECIMAL

DESCRIPTION

RPM v3 bin 1386 "zlib-1.2.7-19.el7_9"

Copyright string:

"Copyright/License/"

Unix path: fusr/fsharejfdoc/zlib-1.2.7/

xz compressed data

Fig. 1. Content of a RPM File
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Table 1. Permissions
Server Batch Server Management Package Management
Permission Permission Permission
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Package Management X X 0
(on the server)
Other server management X (0] X
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