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Abstract Deception technology is an extended concept of honeypot, which detects, prevents
or delays attacks by deceiving adversaries. It has been applied to various system components
such as network ports, services, processes, system calls and database management systems. We
can apply the same concept to attacks on files. A representative example of a file attack is
ransomware. Ransomware is a type of malware that encrypts user files and ask for ransom to
recover those files. Another example is the wiper attack, which erases all or target files of a
system. In this paper we propose a defense mechanism against these kinds of attacks by hiding
files. Compared to backup or virtualization techniques, the proposed method incurs less space
and performance overheads.
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Table 1 Existing defense techniques to attacks on files

Category Description Sub-category Papers
Suresh, S. and Rao, L. M. (2017);
Container Walkowski, M., Biskup, M., Szewczyk, A.,
. ) Oko, J., and Sujecki, S. (2019)
Files on a virtual : - -
. Bacis, E., Mutti, S., Capelli, S. and
machine cannot . . .
. L Policy Paraboschi, S. (2015); Samaniego, M.,
Virtualization be accessed by
ther virtual Espana, C. and Deters, R. (2018)
OHher virtta Zhang, C., Wu, Y., Yu, Z., and Li, Z. (2017);
machines. . Erulanova, A., Yessenbekova, G.,
Hypervisor .
Zhanysbayeva, K., Tlebaldinova, A.,
Zhantassova, Z., and Zhomartkyzy, G. (2020)
Alporith Rizvi, S. S., and Razaque, A. (2016); Qin, Y.,
. . rithm
Replica of files &0 Hoffmann, B., and Lilja, D. J. (2018)
are retained so Chen, X., Jiang, J. and Jiang, Q. (2015);
that they can be . L Wang, Z., Zeng, J., Lv, T. Shi, B., and Li,
. Virtualization . ..
Backup recovered if they B. (2016); Jin, Y., Tomoishi, M., Matsuura,
were lost by S., and Kitaguchi, Y. (2018)
file-targeted . Leterme, W., Pirooz Azad, S., and Van
Physical
attacks. Hertem, D. (2016); Zhao, Y. and Lu, N.
backup
(2018); Jeon, W. and Oh, L (2007)
The storage Flash Yao, J. and Jiang, X. (2020); Md Mehedi
. . ash memor . ..
device (disk) has Y Hasan and Biswajit Ray (2020)
an internal Tsai, C. et al. (2020); Angel, S., Kannan, S.,
Hardware .
Disk mechanism to and Ratliff, Z. (2020); Zhu, J. et al. (2020)
handle Harrison, L., Vijayakumar, H., Padhye, R.,
file-targeted Software Sen K., and Grace, M. (2020); Xiong, A.,
attacks. Wang, T., Li, N, and Jha, S. (2020)
Lozhnikov, P. S., Sulavko, A. E., Eremenko,
. . A. V., and Volkov, D. A. (2016); Uddin, M.,
File access is
Permission Islam, S. and Al-Nemrat, A. (2019); Rohling,
controlled by
-, M. M., Grimmer, M., Kreubel, D., Hoffmann,
Access additional
) . J., and Franczyk, B. (2019)
control information or - —
. b Additional Amin, R., Sherratt, R. S., Giri, D., Islam, S.
cryptographic itiona
ybrograp ) , H. and Khan, M. K. (2017); Benedict, A. G.
techniques. information
(2019)
Key protocol Sanctorum, A. and Signer, B. (2019)
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23 Ad=d st=glo] dZd o] B(enclave) S 7 TFo B3 Aol yH 9l
o] &3t ALY ttE Flo|AdEV AYL Sk (Tsai, C. et al., 2020; Angel, S., Kannan, S.,
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and Ratliff, Z,, 2020; Zhu, J. et al, 2020). &=
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Fig. 1 Activating a view by right-clicking
the application.
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Fig. 2 An example of showing difference files depending on which view is activated.
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ZtetAdth, d F&oll A hooking ¥+ system call Table 2 Experimental setup
< b5 2
Item Value

* ZwCreateFile: 7]&29] 34dS& 97y A= Operating system  Windows 10

738k system call. Processor Intel i7
* ZwQueryDirectoryFile: tlgl&Eg] o] 3o g Memory 2 GB

2EE 2]+ system call )

Disk 100 GB
ZwCreateFile2 39S XA &= system callZ, Hypervisor VirtualBox 5.2.26

NewZwCreateFileo] 2} ©] &2 A 2§ system

callZ hookingS 3Fth. NewZwCreateFile & o] olFor Add vdely tHE =
A A4 RAE B ZEAA hidepidi 9 AHE RS WA el Dael el
B0l AW DAY, = viewe Agen M BASA QR dgen sl s
UE ZRAGE A2 AR T dig S 843 T2 JE AEE D Y T2
FID ¢ a9 He ulat AHE “hide fid.txt’ v} Alz=2bd “hide_fidtxt"ol A sld F&jel o &
oo ettt whoF mel AN 9SS o L e S8l AdE Fde B¢ fdyuEy giE
A7t BE Agsn 9A gud, 7]E9 oA FAIHA et wpAoR JE ALES)
InCreateFilest 597 S Ao o A BE AWA ZeAsAel #Y daE

s

il

st 7

Aol et AE wsi) 279 4% “hide_fidtxt’o] =4 € FID
ZwQueryDirectoryFile & tlglEg] oA = Fdo] BT ZA A et

gdo] EHEFS HOFE  system callE,

NewZwQueryDirectoryFileo] gt o] &2 A=

) . M
£ system call2  hookingS 3F S T} 4. 4547t
NewZwQueryDirectoryFile:x= 3 7}A] Ab3}tol A
gde EAE #1049, AHA = “hide "= o) Atst= 71w A HIE a8 9= 10
035 700 180
03 600 160
. . 140
3 025 g 500 5 120
& 02 8 400 S 100
% 0.15 L 300 L a0
a < 2 60
0.1 i 200 i 40
0.05 100 50
0 0 o wm
Original  Active Original  Active Original  Active
View View View
(a) UI delay (b) File creation (c) Read directory

Fig. 3 Performance comparison between the original Windows where the view is not
implemented (Original) and the augmented Windows where the view is activated
(Active View).
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A ZREEYS TdEe] Table 29 AlYS T N2 temp Fd A, temp 3L AHA|, T
7h2 7E Al B A dss S5t deg] glojerel e 8L By X
"é% AL 7L d=fok HE 24357 togd AAd Al EAskE File I/OL 7] &L

S wel st AES-olA AF3= Windows grol 611, 7 ZA3AS Fol 623e=
Performance Recorderg AH&3to] =% O}%E‘r hide_fid.txtel write & /001]/\1«] 2ol 7k Q)
e AP AR Ao FAHY F RAAIRE, 2L o] 7k A kT
HArs Tl Hee vlusslvh 37}Z] A3 viAlg o ® HEa k] giES 2FsAS
S o 2o AS U 24528 w7bA < ] File I/O 355 wls itk File /0= 242t
AA AZE, Sde g Flle /O 3+, 1 71 6, - FA8A 16022 o7k Zth 160
g gIdHy 555 2A39S W File /O N = 15570+ hide_fid.txt3 LS AAs= A
ol FE ARgste] TS 3“0}74‘4 = g ¢l Bolleod, oA AgA|Tto]

dees g WY Y dool Tolu A 354 ps AEZ 12 wwom wg D] @il
Adol wAgh oo W@ Az A A AA AgA =2 F s FES ot
4 : =

=< AFE = Aetet= W 71 WHEo] Table 39 H]
gettt. 4 A= Fig. 39 At wEe] gk R JEA a9m HEs
Qg9 A5 AR AJAF S 7|wrow & Alojstt Algtslh= WHS xEdbete] thE 71
g FE 24358E Al AREATE AREel EH 2 3 g9 m Aot WMoy v
ol d=AE 487 st §&& A Ui o] 7oA Y-S HAlste] His
Re W S&o] A Fo] yEtd wzpA e A ARk & 7IMES 22 GdS T8 AFsHA
S EAH3E Ul Delay #S AFg3dch Ul gt 7Hdsket AljbetE WMHE HE iy
Delay = 992 Z233 A3 a3 A std o] #AARNEH RolA &A 3 FAu o}
of JEU AR AA AE 2F golrh. B 1EEL ¥4 o el ofE A
< AgelA= MS Wordd® Al UL Delayel A& 5 stk A ewWd=s 7Hdsher A
datel Wbtk HE BYSAE Word 4 2 Aot Ao HAsjorst Fust @
Virtualization Al ZA3t= temp Y Ao = ol Aujd oz At}
1gk hide_fidtxtell ™igh Y YEHo= Ul
Delay”’} 24 & ez d=Fsglovy, 77F
Afol 9A Xe NE AESG e FE A 5 H B
%o A Azre] WG EF, o] go] 1%
mgko 2 ujs ) gl o A d wol JHoew Jw
tggow s A4 A File Yool tl# S5 sz axel o U s&S Atagd
= ulwsl o File /09 3o+ 349 A4 & B2 A3 Al7|x Fom I B2 EFAu
9 Al BAE= BEE File VOO tidh oJHES] 2 £ 9 39S IS F g1y Wi A
Table 3 Comparison with other defense mechanisms.
Granularity Redundancy Exposure Overhead

Virtualization Partition Single Hidden High

Backup File Redundant Exposed Low

Disk File Redundant Exposed Low

Access control File Single Exposed High

Proposed File Single Hidden Medium
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