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Summary 
Key exchange protocol (KEP) is an essential setup to secure 
authenticates transmission among two or more users in 
cyberspace. Digital files protected and transmitted by the 
encryption of the files over public channels, a single key 
communal concerning the channel parties and utilized for both to 
encrypt the files as well as decrypt the files. If entirely done, this 
impedes unauthorized third parties from imposing a key optimal 
on the authorized parties. In this article, we have suggested a new 
KEP term as isokey interchange protocol based on generalization 
of modern mathematics term as isomathematics by utilizing 
isonumbers for corresponding isounits over the Block Upper 
Triangular Isomatrices (BUTI) which is secure, feasible and 
extensible. We also were utilizing arithmetic operations like 
Isoaddition, isosubtraction, isomultiplication and isodivision 
from isomathematics to build iso-key interchange protocol for 
network communication. The execution of our protocol is for two 
isointegers corresponding two elements of the group of 
isomatrices and cryptographic performance of products eachother. 
We demonstrate the protection of suggested isokey interchange 
protocol against Brute force attacks, Menezes et al. algorithm and 
Climent et al. algorithm. 
 
Keywords: 
Cryptography, Block Isomatrix, Isomathematics, Isonumber, 
Isounit.  

1. Introduction 

Now a days, the security is main concern in large 
open network. To set up a private channel among two 
users’ needs to interchange a mutual secret key [2]. It is 
feasible in limited and small network but not possible in 
large and broad networks like internet. The public-key 
cryptography (PKC) offers a technique to permit secret 
session keys to be interchange over an unprotected 
network in which each user holds key pair comprising of a 
non-secret key and a secret key such that only non-secret 
keys are published in network. Diffie–Hellman offered 
first feasible PKC in 1976 [3]. Number theory problems 
are the attraction in cryptographic researcher to build 
prominent PKC in which at least two user, user-I utilize 
the user-II non-secret key and encrypts the information 

and then transmits to user-II. After getting the encrypted 
text, the user-II can decrypt the information with utilizing 
of his/her secret key [4]. 

Meshram C. [5-8] developed certain PKC 
schemes which are depends on solving discrete logarithm 
problem and integer factoring problem along with its 
generalization. Moreover offered specific designs for 
identity-based cryptography [09-15]. Blake I. and Climent 
J., independently study the Elliptic Curve discrete 
logarithm problem which is one of the main problems 
where PKC are constructed [16-17]. Meshram A. [18-20] 
proposed certain cryptographic schemes based on suzuki 
2-group and dihedral group.  

Recently, Meshram C. [21] introduce Quadratic 
Exponentiation Randomized  PKC based on Partial 
Discrete Logarithm Problem. Meshram A. recommended 
𝒦ℰ𝒫  constructed on isoring isopolynomials coefficient 
[22]. Dani M. recommended 𝒮ℐ𝒮𝒦 based 𝒦ℰ𝒫  for 
protected transmission [23] and 𝒦ℰ𝒫 based on 𝒮ℐℱ𝒦 [24]. 
Thatere A. recommended isoryptosystem constructed on 
𝒮ℐℱ𝒦 [25]. 

2. Motivations and Organization 

In this article, we have proposed an isokey 
interchange protocol based on isonumbers for 
corresponding isounits over ℬ𝒰𝒯ℐ. The primary thought 
of this article is to examine, for two isointegers 𝒶 and 𝒷 
with elements of the group of isomatrices ℋ and ℋ , the 
cryptographic performance of products of the nature ℋ𝒶 
ℋ 𝒷. 

The rest of the article is coordinated in various 
sections. In section 3, we have reviewed the prerequisite 
background for article. Section 4, describes the suggested 
isokey Interchange Protocol. Section 5, investigate the 
security analysis of suggested isokey Interchange Protocol. 
Finally, in section 6, we have concluded the article. 
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3. Mathematical Background and Material 

In this section, we have describes the definition 
such as Isomathematics, arithmetic operations in modern 
mathematics, arithmetic operations in Santilli’s 
isomathematics, ℬ𝒰𝒯ℐ and order of the elements. 
 
3.1 Santilli’s Isomathematics [26] 

Isomathematics is a generalization of arithmetic 
operations in modern mathematics. Utilizing 
isomathematics, we have shown that, two multiplied by 
two is equal to twenty-eight (for inverse of isounit  𝒯 7).  

 
3.2 Operations in Modern Mathematics 

Addition, subtraction, multiplication and division 
are arithmetic operations in modern mathematics. In 
modern mathematics, “0” and “1” are additive unity and 
multiplicative unity respectively such that 
𝜌 0 𝜌,     
𝜌 0 𝜌,  
𝜌 1,  
𝜌 1 1 𝜌 𝜌, 
𝜌 1 𝜌, 

1 𝜌
1
𝜌

, 

𝜌 𝜎 𝜌𝜎, 
𝜌 𝜎     etc. 

 
3.3  Operations in Santilli’s Isomathematics 

Isoaddition , isosubtraction ,  
isomultiplication  and isodivision  are arithmetic 
operations in isomathematics and describe as follows; 
𝜌  𝜎 𝜌 𝒦 𝜎,   
𝜌  𝜎 𝜌 𝒦 𝜎,      
𝜌  𝜎 𝜌𝒯𝜎, and 

𝜌  𝜎 ℐ.    

Where, 𝑖  𝒯ℐ 1, 𝒯 is called inverse of isounit ℐ 1  and 
ii) 𝒦 is called isozero. 
 
3.4  ℬ𝒰𝒯ℐ 

An isomatrices ℋ𝓋 𝒵𝓆  of size 𝓋 𝓋, ℋ𝓊 𝒵𝓆  
of size 𝓊 𝓊 and ℋ𝓊 𝓋 𝒵𝓆  of size 𝓊 𝓋 for isoprime 
number 𝓆 , isonumbers 𝓊, 𝓋 ∈ 𝒩 𝒵𝓆  and invertible 
isomatrices ℒ𝓊 𝒵𝓆  of size 𝓊 𝓊 , 𝒢ℒ𝓋 𝒵𝓆  of size 
𝓋 𝓋. 

Define isomatrix  Η
α γ
0 β

 , 

α ∈  ℋ𝓊 𝒵𝓆  , β ∈  ℋ𝓋 𝒵𝓆 , γ ∈ ℋ𝓊 ℋ𝓊 𝓋 𝒵𝓆 , 

with subset Θ
α γ
0 β

 , 

α ∈  𝒢ℒ𝓊 𝒵𝓆   , β ∈  𝒢ℒ𝓋 𝒵𝓆 , γ ∈ ℋ𝓊 ℋ𝓊 𝓋 𝒵𝓆    

By utilizing property [28], we have compute isopowers of 
these ℬ𝒰𝒯ℐ to find the order of the subgroup generated by 
a isomatrix ℋ  ∈ Θ. 
For non negative isointeger �̂�  and isomatrix  ℋ

 
α γ
0 β

 ∈ Θ,  

Define ℋ�̂�  
α�̂� γ �̂�

0 β�̂�  , where   

 

γ �̂�
∑ �̂� 𝒿 𝒿     �̂� .�̂�

𝒿

                                   �̂�             

 
i)  If  0 𝒹 �̂�  then  γ �̂� α𝒹γ �̂� 𝒹

γ 𝒹 β�̂� 𝒹γ �̂�  α �̂� 𝒹 γ �̂� γ �̂� 𝒹 β𝒹 
 
ii) If 𝒹 1 then γ �̂�  αγ �̂� γβ�̂�   or  

 γ �̂�  α�̂� γ γ �̂� β 
 
For isointegers �̂�, ℯ; define �̂� ℯ 0,   

γ 𝒸̂ ℯ α𝒸̂γ ℯ γ �̂� βℯ. 
 
3.5  Order of the elements 

In this subsection [28-29], we have define the 
way to guarantee the maximum order of group generated 

by the isomatrix ℋ  
α γ
0 β

 𝜖 Θ. 

Suppose that monic isopolynomial 
 𝒽 𝓎 �̂� �̂� 𝓎 ⋯ . �̂�𝓌 𝓎𝓌 𝓎𝓌 ∈ 𝒵𝓆 γ . 
 
i) If 𝒽 ∈ 𝒵𝓆 is an irreducible isopolynomial, then the order 

of the isomatrix α is identical to the order of any root of 𝒽 
in Ϝ𝓆𝓌  and the order of α divides 𝓆𝓌  1.  

 
ii) If 𝒽 ∈ 𝒵𝓆 is a primitive isopolynomial, the order of α is 
precisely 𝓆𝓌  1. 

To design of block isomatrices α
α 0 0
0 α 0
0 0 α𝓀

 

suggested by Odoni et al. [30], for different primitive 
isopolynomials in 𝒵𝓆 of degree 𝓌𝒿  and α 𝒿  is the 

companion matrix of 𝒽𝒿, and 𝒽𝒿, for 𝒿  1,2, . . . , 𝓀. 
 
Since, order of each block αi is 𝓆𝓌𝒿 1, so the order of α 
is lcm 𝓆𝓌 1, 𝓆𝓌 1 ,…., 𝓆𝓌𝓀 1 . 
 

For companion isomatrices α , β and 
 𝒽 𝓎 �̂� �̂� 𝓎 ⋯ . �̂�𝓊 𝓎𝓊 𝓎𝓊 ,  
𝒻 𝓎 ℯ ℯ 𝓎 ⋯ . ℯ𝓋 𝓎𝓋 𝓎𝓋  be two 
primitive polynomials in 𝒵𝓆 γ . For two invertible 
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isomatrices ℛ  and 𝒮 , define α ℛ α ℛ   and  β
𝒮 β 𝒮 such that the order of ℋ is lcm(𝓆𝓊 1, 𝓆𝓋 1 . 
 

4. Suggested Isonumber based Isokey       
Interchange Protocol 

Suppose that ℋ
α γ
0 β

∈ Θ with orders �̂�  

and ℋ
α γ
0 β  

∈ Θ with orders �̂� , are two isometrix.  

For isonumbers 𝓂; 𝓃 𝜖 𝒩, define the following notation; 
α𝓂𝓃 α𝓂α𝓃, β𝓂𝓃 β𝓂β𝓃, and 

 𝜓𝓂𝓃 α𝓂γ 𝓃 γ 𝓂 β𝓃. 
 
If two clients Taylor and Eileen wish to interchange an 
isokey, they may implement the following algorithm:  
 
1) Taylor and Eileen consent on isounit ℐ, 𝓆 𝜖 𝒩, ℋ ∈ Θ 
with orders �̂�  and ℋ ∈ Θ with orders �̂� . 
 
2) Taylor select two arbitrary isonumber 𝓊; 𝓋 𝜖 𝒩  such 
that 1 𝓊 �̂� 1  , 1 𝓋 �̂� 1. 
 
And numerate α𝓊𝓋 , β𝓊𝓋 , 𝜓𝓊𝓋  for constructing  𝜓

 
α𝓊𝓋 𝜓𝓊𝓋

0 β𝓊𝓋
. 

 
(3) Taylor refers 𝜓 to Eileen. 
 
(4) Eileen select two arbitrary isonumber 𝒶, 𝒷 𝜖 𝒩  such 
that 1 𝒶 �̂� 1  , 1 𝒷 �̂� 1. 
 
And numerate α𝒶𝒷 , β𝒶𝒷 , 𝜓𝒶𝒷  for constructing �̂�

 
α𝒶𝒷 𝜓𝒶𝓋

0 β𝒶𝒷

. 

 
(5) Eileen refers �̂� to Taylor. 
 
(6) Then the isomatrices 𝜓 is non-secret keys for Taylor 
and the isomatrices 𝜓 is non-secret keys for Eileen. 
 

(7) Taylor numerate 𝐾 α𝓊α𝒶𝒷γ 𝓋 α𝓊𝜓𝒶𝒷β𝓋

γ 𝓊 β𝒶𝒷β𝓋. 
 

(8) Eileen numerate 𝐾 α𝒶α𝓊𝓋γ 𝒷 α𝒶𝜓𝒶𝓊β𝒷

γ 𝒶 β𝓊𝓋β𝒷. 
 
Following proof shows that 𝐾 𝐾 . 
 

If 𝐾 α𝓊α𝒶𝒷γ 𝓋 α𝓊𝜓𝒶𝒷β𝓋 γ 𝓊 β𝒶𝒷β𝓋  and 

𝐾 α𝒶α𝓊𝓋γ 𝒷 α𝒶𝜓𝒶𝓊β𝒷 γ 𝒶 β𝓊𝓋β𝒷,  then  
𝐾 𝐾 . 
 

As, 𝜓  
α𝓊𝓋 𝜓𝓊𝓋

0 β𝓊𝓋
 ℋ 𝓊ℋ 𝓋,  

  �̂�  
α𝒶𝒷 𝜓𝒶𝓋

0 β𝒶𝒷
 ℋ𝒶ℋ 𝒷 

ℋ 𝓊  
α𝓊 γ 𝓊

0 β𝓊
   ,   

  ℋ𝒶  
α𝒶 γ 𝒶

0 β𝒶
 

ℋ 𝓋  
α𝓋 γ 𝓋

0 β𝓋
    and     

  ℋ 𝒷  
α𝒷 γ 𝒷

0 β𝒷
 

 

Suppose that, ℋ  ℋ 𝓊�̂�ℋ 𝓋  
α𝒶 𝐾

0 β𝒶

 and   

ℋ  ℋ𝒶𝜓ℋ 𝒷  
α𝒶 𝐾
0 β𝒶

  

 

Then,  ℋ  ℋ 𝓊�̂�ℋ 𝓋 ℋ 𝓊ℋ𝒶ℋ 𝒷ℋ 𝓋

 ℋ𝒶ℋ 𝓊ℋ𝓋ℋ 𝒷 ℋ𝒶𝜓ℋ 𝒷 ℋ  
 
Hence, 𝐾 𝐾  hold i.e., the isokey interchange 
protocol is successful achieved. 

5. Suggested Isonumber based Isokey       
Interchange Protocol 

If foe incapable to find isounit then suggested 
isokey interchange protocol secure and if foe capable to 
find isounit then following attack is secure. 

 
Brute force attacks: For large order for ℋ  and ℋ  as 
1024 bits then Brute force attacks not applicable. 
 
Menezes and Wu algorithm [31]: Since no isomatrix 
powers are published over network. Thus Menezes and 
Wu algorithm is not feasible for the suggested protocol. 
 
Climent et al. algorithm [32]: For identity isomatrix ℐ𝓌 
of size 𝓌  and null matrix 0𝓌   of the same size, an 
equation  
 
ζℋ μ det μℐ𝓌 ℋ �̂� �̂� μ
�̂� μ … . . �̂�𝓌 μ𝓌 μ𝓌  
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is the characteristic equation for isomatrix 
ℋ ϵ 𝒢ℒ𝓌 𝒵𝓆 . 
Then 
 ζℋ ℋ �̂� �̂� ℋ �̂� ℋ … . . �̂�𝓌 ℋ 𝓌 ℋ 𝓌

0𝓌,  
Meanwhile two different characteristic equations for two 
different isomatrices, so the attack based on Cayley–
Hamilton theorem is not feasible for the suggested 
protocol.  
The inefficiency of this type of attack is guaranteed by 
Alvarez R et al [1]. 

6. Conclusion 

In this article, we have suggested a new isokey 
interchange protocol based on isomathematics; utilizing 
isonumbers for corresponding isounits and for 
isointegers 𝓪, 𝓫; the behavior of isomatrix isoproducts 

of the type 𝓗𝟏
𝓪 𝓗𝟐

𝓫, where 𝓗𝟏; 𝓗𝟐 over 𝓑𝓤𝓣𝓘 with a 
large sufficient order as, for example, 1024 bits. Large 
isoprime isonumbers are absence in suggested protocol 
which is one of the primary asset of this protocol. 
Moreover, Brute force attacks, Menezes and Wu 
algorithm and Climent et al. algorithm are infeasible in 
suggested isokey interchange protocol. 
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