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Abstract With the development of communication infrastructure, the number of network equipment
owned by one person is gradually increasing. General-purpose devices such as smartphones can
implement theft/loss prevention function by implementing S/W. However, other small devices lack
practicality such as long-distance communication problems due to standard communication
technology specifications or H/W limitations, and lack of functions(authentication and security). This
study combines the Lora communication protocol in the LPWA standard environment and the
blockchain technology. Anti-theft and security functions were added to the protocol, and the PBFT
consensus algorithm was applied to build a blockchain network. As a result of the test, the
effectiveness of safety(authentication and trust network) and performance(blockchain processing
performance) were confirmed. This study aims to contribute to the future development of portable
or small device anti-theft products as a 4th industrial convergence research.
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Table 1. Related work Comparison

Name Problem
1 2 3 4 5 6

Han, M. S, Lee, W. S X X a little high X X Smal.l
Impossible

Son, Y. B, Kim, Y. H X O Unverifiable X X No wireless

Ko, J. H. at el. O X O O X price high

Kwak, H.Y, . .

Chang, J. W., Hu, J. S. O X o o X price high

Jang, W. C,, . o

Lee, M. H. O X O X X distance limit

Kim, M. S., . o

Joo, J. H., Park, G. D. @) X ©) O X distance limit
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oheFet A7 219 AxE BAs7] ) AA(103)
% 5T 712 HE 9, 6EHE0] 7HH BE
£ FYota 9Pt EoA & AR U3t EF 7]
AzAHE £, 102HE0A thA] 712 2Eg A
% 5 AAE F2 71E PBFT €152 YEY
3 Lt 5 Z7HBAF 2093 &2 HED 4%
o] @Hrt BAIFS H|WoHH 4 LT (643), 7 &
(1963]), 10 =E(4003)& 10 L& oliHReE FAs}
A Aejgo] 7zt

A 3 9 734 gAollA 9] gaEE A
29 £ A1E 23 10 =& 7|5 PBFTY AA|
A A7 587.82ms * 2 = 9F 1175mse]|c}. #|gt
DREZS /B4 rEF AYst T 1075.84ms
(587.82 + 488.02ms)E B XA Al7to] 99.16ms
AAO01%HS SRIF}. o] FHA(66%),
(48%) &-g&o| A NES FAATE

Fig. 102 =& 4= 3710 o2 B 3] /g4
/A& AA AZHms) - AEE YeRdth L& 71 3
7htoll whek A A17H0.03%~1% o]A)o] 435
Sk A & & At

1600
1400
1200

1000

200 ” I7
0o m - - I\ | - |
Max

Max Avg Min Avg Min Max Avg Min
4 7 10

Fig. 10. Delay Time Comparison(ms) — chart



Lora SZ0IM SSAIQl Tt CtiX| IREZ M4 2L 16 7

Lora & & REE= 712 1% oA A A(Sleep
mode) Al7HE 7HAth 0]9] StEo] HE0] AgHA
35 Wizl A4 B4l A A7Ao] 5%(5000ms) ©I
4 2o A9 23 AIZHO. O3§~1.6) HejEo 4
g BA19 A A7 BlSo] B . A9 0]
i Aoges AL € 5 Aok —,—8_ A9 H
Lora AA| HAE AY(FQ =AY T34 14 5
o gt =& AY LA EAlo|th. Table 32 71& &
EA41 &9 dudEa At TRESE T 24
2 A4 vwgk Aol

Table 3. Block-Chain Algorithm Comparison(Result)

PUBLIC PBFT Proposed

Authorization Authorization

Node none specified

required required
Time Slow Fast Fast (improved)
) i relatively relatively vunerable
Security High vulnerable (improved)
Power '
Consumption High Low Low

- Implementation | Implementation | Implementation
Authentication p ! p i p i

required required required(added)

Centralization Impossible Possible Possible
71E E5A4A ?:H diEEES v W, AE
& BROIH M BRI b REE AN, B
2519 Lora ShESlel BEO) AY 453 WR B
Al g5l met 24 e wokeT, ol ZRES
et ol9lel #A2 EAAT /4411, e

B 5 A8k UsEH A AE A

oa T10

¢ Aow BAu
5. 22

£ A /R 75S SAHOE Lora 54l &
7ol 243t PBFT €9 ¢1g&S 283tk 34
2] FAlo] 7HssiA|gt, g, A YEYIE T
oto] 22 9 Hot 915 715S 37 A E3h R
ol daEE AAE (tAastete] A AsS A3t
Yot A4 = ¥ FX] BEEH SEEE 4
g7t 22H 47 stego] ZEY A8 4 Ytk
A, QLEHo], Z}EZ} LEE PC, H=E 5 BA
o] 75t AA] /AH]of 1““6}01 A& 4= Sl HiE
2] 4 GPS9 Lora B4 RES HAsH= 4L A
1029 oy 7HEdE AEsE 18T - k.

£ A= PBFT E5A41Q UEYFS] 4 k&
Zol 2ag A s 1EH 107HE AR

T S Y9 AN HW 25 4Xdte] b
83 £ QL 4L 5 Y EYA F7o| FAsc]

202 T X
B ATE T AP YEJINA = PAE 95t
Tot 4] ME AlF 7do] olubA|staLA} ghet,

REFERENCES

[11 CISCO. (n. d.). Cisco Annual Internet Report
(2018-2023) White Paper (Online). https://www.
cisco.com/

[2] J. E. Lee, J. H Kim, S. M. Jeong & J. S. Song.
(2018). oneM2M Global Internet of Things(IoT)
Standard Trend. The Magazine of Kiice, 19(1),
31-43.

3] Stafan Vaillant. (n. d.). Lightweight M2MILWMZ2M).
DEFINITION OF LIGHTWEIGHT M2M (LWM2M)
(Online). https://techradar.softwareag.com

[4] S.Y.Kim, S. K. Park & H. D. Choi. (2016). Wide
Range IoT Technology and Standardization based
on LPWA. Electronics and telecommunications
trends, 31(2), 95-106.

DOI : 10.22648/ETRI.2016.J.310210

(51 J. H. Kim, W. J. Park & S. H. Park. (2020). LoRa
LPWAN-based Wireless Measurement Sensor
Installation and Maintenance Plan. Journal of the
Computational Structural Engineering Institute of
Korea, 33(1), 55-61.

DOI : 10.7734/COSEIK.2020.33.1.55

[6] Lora-alliance Resource-Hub. (n. d.). (Long Ra3nge)
Network and Protocol Architecture & Frame
Structure (Online). https://www.techplayon.com/

[71 S.-H. Mah & B.-S. Kim. (2019). LoRa Technology
Analysis and LoRa Use Case Analysis By Country.
The Journal of The Institute of Internet,
Broadcasting and Communication, 19(1), 15-20.
DOI : 10.7236/J1IBC.2019.19.1.15

[8] H. Noura, T. Hatoum, O. Salman, J. P. Yaacoub &
A. Chehab. (2020). LoRaWAN security survey:
Issues, threats and possible mitigation
techniques. Internet of Things, 12, 100303.

DOI : 10.1016/j.i0t.2020.100303

91 1. Butun, N. Pereira & M. Gidlund. (2019).
Security risk analysis of LoRaWAN and future
directions. Future Internet, 11(1), 3.

DOI : 10.3390/fi11010003

[10]1 D. Y. Lee et al. (2017). Blockchain core



8 S8Y¥FE==X| M12d M4z

[13]

(18]

[20]

technology and domestic and international
trends. Communications of the Korean Institute
of Information Scientists and Engineers, 35(0),
22-28.

Z. Zheng. (n. d.). Blockchain challenges and
opportunities: A survey (Online). https://www.
researchgate.net/

S. G. Kim. (2020). Blockchain core technology
and domestic and international trends. IITP,
Weekly technology trend- ICT new technology.
1965, 13-25.

J. S. Park et al. (2018). Past, Present and Future
of Blockchain Technology, Electronics and
Telecommunications Trends. 33(6), 139-153.
DOI : 10.22648/ETRI.2018.].330614

Y. A. Min. (2020). A Study on PBFT Modification
for Efficient Consensus. Journal of Information
Technology and Applied Engineering, 25(4),
47-53. DOI : 10.22733/JITAE.2020.10.01.005

D. G. Kim, J. Y. Choi. K. Y. Kim & J. T. Oh.
(2018). Performance Improvement of Distributed
Consensus Algorithms for Blockchain through
Suggestion and Analysis of Assessment Items,
Society of Korea Industrial and Systems
Engineering, 41(4), 179-188.

DOI : 10.11627/ikise.2018.41.4.179

M. S. Han & Lee, W. S. (2019). Design of
IOT-based Anti-Theft System with Remote
Control. Journal of Knowledge Information
Technology and Systems, 14(6), 655-663.

DOI : 10.34163/jkits.2019.14.6.008

Y. B. Son & Y. H. Kim. (2019). Design of
Management System for Registering Agricultural
Machine Using Blockchain. The Journal of the
Korea Contents Association, 19(12), 18-27.

DOI : 10.5392/JKCA.2019.19.12.018

J. H Ko. at el (2017). Implementation of
GPS-based Wireless Loss Prevention System using
the LoRa Module. Journal of Digital Contents
Society, 18(4), 761-768.

DOI : 10.9728/dcs.2017.18.4.761

H. Y. Kwak, J. W. Chang & J. S. Hu. (2019). The
Design and Implementation of Dog Loss Prevention
Device Combining Wireless Communication and
GPS Technology. Journal of The Korea Society of
Computer and Information, 24(2), 103-100.

DOI : 10.9708/iksci.2019.24.02.103

W. C. Jang & M. E. Lee. (2017). Development of
LPWA based Bus Entry Notification Systems for
Smartphone Loss Prevention at Bus Stop

Charging Stand. Journal of Advanced Navigation
Technology, 21(6), 620-625.
DOI : 10.12673/JANT.2017.21.6.620

[21] M. S. Kim, J. H. Joo & G. D. Park. (2017).
Development of the Smart Belt System for
Preventing Loss of Items using Beacon. Journal of
the Korea Society of Computer and Information,
22(8), 9-14.

DOI : 10.9708/JKSCI.2017.22.08.009

8t = Q(Jung-oh Park) ("3
- 20009 74 @ Aty HFET

gt &4
- 20034 39 @ PR HAAALE

TL(AD
- 201149 8¢ : sATSt HFET

4 S

- 20164 39 ~ T : “gariieh

- A RO} : PKI, Network security, Cryptography
- E-Mail : pjo21@naver.com



