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The Reliable Communication Method for Self-Sovereign Identity Ecosystems
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ABSTRACT

With the recent increase in interest in metaverse in which virtual and physical spaces are digitally fused, many activities in physical
spaces are expected to take place in web-based virtual spaces. Therefore, there is a need for research on a self-sovereign identity system
that can secure privacy and mutual trust in a DID(decentralized identifier)-based virtual space environment. We, in this paper, developed
and validated a reliable communication method consisting of DIDComm messages, a procedure for generating distributed identifiers,
asymmetric keys, and DID documents based on Hyperledger Indy and DIDComm open sources. The developed communication method
can be applied to verify each other by exchanging additional information and verifiable credentials for trust among communication

participants.
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Fig. 1. The Relationship Between DID, DID Document,
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Fig. 2. DID Auth Procedure
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JWE envelope : authN, confidentiality, integrity, routing

ﬂptional JWS envelope : non-repudiation

Plaintext : app data + metadata

{ json type
Message }

S ),

Fig. 3. DIDComm Message Type
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message N
{

"id":"89cbe7c6-1432-4407-abd4-c86523e45f98",
"typ""'app\icat\'on’w‘a‘/d idcomm-plain+json”,

R

"type™"json”,
"from":"BcSaCDpJS7yhNf833hiRZQ",
to":["BcSaCDpJS7yhNf833hiRZQ"],

"body":

"title":"body"

Fig. 7. An Example of Plain Text Message

didDocument :
{
"@context"["https//www.w3.org/ns/did/v1" "https://w3id.org/security/suites/ed?2
5519-2018/v1" "https://w3id.org/security/suites/x25519-2019/v1"],
"id":"https://localhost:8080/7GSXaruXL8f3wgE8tgMmUD",
"verificationMethod":
[
"type":"Ed25519VerificationKey2018",
"id""7GSXaruXL8f3wgE8tqMmUD#key-1",
"publicKeyBase58":"4R64R1vmv7ReryyT4rZ86yTq95bFt7cdrya
RuZAUzzDm"

"type":"X25519KeyAgreementKey2019",
"id""7GSXaruXL8f3wgE8tqMmUD#key-agreement-1",
"publicKeyBase58":" AVYdMDKLPHV9dYIwKWmco1Xba12ejot
Er15CHFBDTVS)"
i
"authentication":["7GSXaruXL8f3wgE8tqMmUD#key-1"],
“assertionMethod':["7GSXaruXL8f3wgE8tgMmUD#key-1"],
"keyAgreement"['7GSXaruXL8f3wgE8tqMmUD#key-agreement-1"],
"service":
i
"type""test”,
"serviceEndpoint":"http://192.168.10.102:8383/api/request/"

Fig. 8. DID Document Generated by Universal Resolver

packedMsg1 :
{

"ciphertext":"jqgy45tnmxa_aRtOFIOLX1SRti2eyo4q2Am7CrMY216sAeoKxPZMPO-NK0Q4CkuxfdZD
ALTFHEW3i60090_wsnbYrBI9S85kL3ID8Aftp_99kSxotqljAXdyfoBx56YN28_2fhotFYFhdif8DETRhxndx7vCmn3
d8-hUXToYYYjvewFwoUxCBKY9DIjgcKHONLMagKjvRrpJ4nVijtg5wePUGMP7q6uP0e795g2utmPpbCarYxbG4
pl2Sow==",

"protected":"eyJlomMi0iJ4Y2hhY2hhMjBvb2xSMTMwWNVIpZXRmliwicHIwloiSIdNLzEUMClsImFsZ
yl6IkFub25jeniwdClsin)lY2lwaWVudHMIOH7ImVuY3)5cHRIZFIrZXkiOiJ2ZjZKTGZZaS04Q1 cOMFV0eTkSenMS
Y2hYLU520U43U3dBZW91Q0)qYWIVMONyYUIMT25aS1ZRZ0k1eEhUdHBIZ3EtWVZWQmZwWIBEUMSiU2p
PRTRIMk1hS2hJUO9VNmQWNThBQTIpMOVVODOILCJoZWFkZXIiOnsia2lkljoiOESCRONBRGIKVTY2UXRZWI1
MVJwQIZURzRaVkIQa2FuSnliZndpcU1IYTUifX1dfQ==",

"tag""ZkVkNrd9RRcO1DJk-pTVag==

"iv""dLsiOekvg1WEC_ds"

Fig. 9. The Encrypted Message by Using Public-Key
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unpackMsgJson1 :
{
"recipient_verkey"."8NBGCADbJU66QtYURUTRpBVTG4ZVBPkanlyHfwigMHa5",
"message””
{
Wid¥" W' 89cbe7c6-1432-4407-abd4-c86523e45f98W",
W'typW"W"application##/didcomm-plain +json#",
W'typeW"#'jsont",
W fromW" W BcSaCDpJS7yhNf833hiRZQW",
W toW":[W"BcSaCDpJS7yhNf833hiRZQH "],
W'body¥":
{
W' titleW" W bodyW"
}

Fig. 10. The Decrypted Message by Using Private—Key



packedMsg :
{

"ciphertext":"S4FysdZX__UXCEzQRO-YtcPre_Rodw7b1AAMRpru-41MgKzUDfikNT-5DbW6--W7GOL
b2CFho_Sn3egpsabOPG6aluoQVNVIXRGIWimOti4vY3dBO_mFuC7KmaV-uGenxA2ltxx-TIZ3pSLItItlo68XujhP
IMOWLAHTFX7a2h79xgL1eU7)gcsY9)sDrapXV_KIZa7gXnya<KXdiHmrAUQOCIXYKvEjnGP8R 1zi6RB4XI--ITxb
Bv90g==",

"protected":"eyllbmMiOiJ4Y2hhY2hhMjBwb2x5SMTMwNY9pZXRmliwidHIwljoiSIdNLzEuMClsImFsZ
yI6IkF1dGhjcnlwdClsIn)lY2lwaWVudHMiOIt7ImVuY3J5cHRIZFOrZXkiOiNUDh2MUdxROJ4eGxyRnhZNOs 1dzIQ
MmVgNy1hY«AzY1VMaTIZNDN1TjJxWkRy WEBdmVITXNOMmdBeWIsUmNFliwiaGVhZGVyljp7ImtpZCI6ljho
QkeDQURISIUZNIFOWVVSATFScEIWVECOWIZCUGthbkpSSGZ3aXFNSGEIwiaXYiOiJOatk3akNWR3VZcFhnR1
h3YzQ1VFBHUUMSSEYzVkIPbilsInNIbmRIcil6IndiUWFyMk9acE 1CNFIUMzdmNIdndkdhTmwtaUw4NzlJaTdHS
GVWa0tuMOFIRDZWNGINTGpoS1Bfc)VZURIPOXFtNEZqezdqRkty TU9iV1IUUXIXbVpaeFRhQMO4RXITR2IUG
hCVlhjaUllaVixcVpyQOZBeEI4VGVCYz0ifX 1dfQ==",

"tag""iLupdF4KVPC'HZDqv_xwRQ==",

"IV""VeoVMmScT3wGTTe'

Fig. 11. The Encrypted Message with Signature

unpackMsgJson :
{
"recipient_verkey":"8NBGCADbJU66QtYURUTRpBVTGAZVBPkanlyHfwigMHas",
"sender_verkey":"6nSJQnx28KAVUVSCE3BDQmMkSUUA92mSAiM6tyvFxzsbh",
"message””
{
Wid¥"W"89cbe7c6-1432-4407-abd4-c86523e45f98%",
W'typ¥' ¥ "application#¥/didcomm-plain +json¥",
W typelt W' jsont”,
W fromi" #"BcSaCDp)S7yhNf833hiRZQH",
W'toW":[W'BcSaCDpJS7yhNf833hiRZQW"],
W'body¥":
{
¥ titleW" W body#"
}

Fig. 12. Integrity-verified Message
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