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Information Security Class Improvement Plan to Cultivate
Security Professionals - Focusing on Specialization Course
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Assistant Professor, Division of Paideia, Sungkyul University
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Abstract Recently, the importance of the role of the university information security department in
nurturing security experts to defend against cyber attacks is increasing day by day. The current
university security curriculum has a problem in that the proportion of theoretical education is high and
the professionalism of practical education is relatively low. This study analyzed the recent educational
programs of domestic and foreign security education institutions for the purpose of improving the
practical ability of the Department of Security, designing a class model suitable for the core
specialization process, and suggesting the direction. The proposed model improves the existing problems
of basic class connection and security practice curriculum roadmap, and additionally explains the
practice program of the five core specialized subjects. This study intends to contribute to the
improvement of the quality of the curriculum and educational model of each university's security
department.

Key Words : Information Security, Security Practice, College Education, Security Department,
Information Protection
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Table 1. Comparison of Security Expert Training Studies

Author Feature Problem
Fostering human resources Limitations of Inclusive
Park. J. S in the |ndu§tr\al security Teaching Methods
field
Lee. M. G Training of information Classification of practical
o security experts courses is not clear
Absence of
Park, W. H \mprovemerjt of NlC.E based theoretical/practical
educational subjects :
linkages
) Improvement of curriculum For security awareness
Kim. C. B -
for lower grades training
) Industrial Security Absence of detailed
Kim. S. J ) )
Curriculum Improvement curriculum
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Table 2. Security Practical Training Curriculum Status

Institution

Training Course Education Target

Only companies and

Korea Internet & | Cultivating the most elite
employees that have

Security information security .
signed an agreement
Agency experts
can apply
Korea
Information Customized 1:1 training Training for a small

Security process, job-related number of people by
Education process curriculum
Center
Korea . . Education for
Information Academy - Information
- non—-employment
Technology Security Field, . ;
) . insurance subscribers
Research Systematic Curriculum ;
- and major employees
Institute
Korea
Information Job creation support Locally limited, training
Security project, training new for a small number of
Industry professional manpower people
Association
Global IT Human A .
Hacking, information
Resources : . |Job seekers, unemployed,
system, ICT information
Development . = college graduates
; security training
Institute
Kq -
Infoorl;:tion Cultivation of
) next-generation cloud | For job seekers/workers
and Education (core technology talent)
Institute 9
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Table 3. Specialization of Security Experts(by job type)

Institution

Course(Specialization)
Digital forensics, malicious code analysis,
breach response, mock hacking, security
consulting
Digital forensics, malicious code analysis, web
simulation hacking, vulnerability diagnosis,

Korea Internet &
Security Agency

Korea Information
Security Education

Center breach response
Korea Information Digital forensics, S/W security, information
Technology security infrastructure, simulated hacking,

Research Institute
Korea Information
Security Industry

infringement response
System/Network Security, Digital Forensics,
Malicious Code Analysis, Infringement

Association Response, Security Control
Global T Human System/network security(basic, advanced),
Resources

Development Institute mock hacking, intrusion response

Korea Information
Security Education
Institute

System/network security, S/W security,
security control
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Table 4. Theory/Practice Course Roadmap by Grade
Class Course (1/2 Semester)
Cryptography

information security(Intro)

general mathematics

Computer Science(Intro)

1 Information and
Communication(Intro)

Network protocol

Web programming
(HTML/JavaScript)

Database theory/practice

Programming(C)

Programming(Python)

Beginning of Semester: Fundamental Theory and Language Focus
1/2 Semester)

Secure Coding(JAVA)
Web Security Basics (Code

Class Course
Advanced programming
(C++/JAVA)

Web Programming (JSP)

Analysis)
Operating System System Security(Security
2 Theory/Practice Settings)
Network Security(Security Network Security(hacking
Protocols) analysis)
Web server Web Server Vulnerability
construction/operation Analysis

Data Analysis(Python) Big Data and Security
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Table 4. Continued

Composition of practice—oriented subjects
Class Course (1/2 Semester)

System Security Artificial Intelligence Security
Advanced(Hacking Defense) 2(Deep Learning)

Table 6. Practical Security class Training goal Example

Description

Secure Coding

Vulnerable code analysis and safe coding

Artificial Intelligence Security Web Security
1(Machine Learning) Advanced(Hacking Test)
Basics of Malware Analysis
(Introduction and Pattern

Advanced malware analysis(PE,
Analysis) binary analysis)
Advanced Programming | Advanced digital forensics(S/W

(Assembler) practice)
Graduation Semester: Project-Based Classes (Specialization Choice)
Common: Security Project (1/2 Semester)
Forensic Investigation/Report

S/W Vulnerability Defense

Malware Defense

Forensic case analysis

S/W vulnerability analysis

Malware analysis

Hacking Technique Analysis Hacking Technique Defense

System/Network Analysis System/Network Defense
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Table 5. Requirements for Developing Instructional
Programs

Description

Education Method Rational model

Educational Goals Specialized Subject, Practical Skills

Class Progress Partial repetition learning based on practice

Class Check

Check class progress

Network security

Network attack detection and defense

System security

System hacking analysis and defense

Web security

Web vulnerability code analysis and defense

Digital forensics

Data analysis and tracking
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Class Evaluation

Quantitative/Qualitative Evaluation

S/W Selection

Popular, Universal

Practical Use

Security standards, Security guides, etc

Topic Classification

Specialization Subject(Override)
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Table 7. Example of class Progress and Output

Description

Class basics Prerequisites, subject understanding

Practice progress Step-by-step, Student-led

Practice Results Check normal operation and results

Practice Detail 1 Analyze the result(vulnerability)

Practice Detail 2 Solve the output result(weak point)

Question/Answer/

. Whole class, Educator-led
Exception
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Table 8. Class Checklist Example
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goals Training (Repeat leam Class check and Class evaluation/results

Description

Learning Objectives Practice items 1 to n(step by step)

Class material Includes theory and practice(all courses)

Practice/Troubleshooting | Total Student Practical Success Percentage

Individual/collaborative Inducing interaction
Q&A

Lecture time

Overall question frequency

Time Distribution/Speed Control
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Table 9. Class Evaluation Method Example

Description
o Written/Practice Test Mid/Final
quant|tat!ve Practice Detail 1(Analysis)
evaluation
Step-by-step practice results Report
Class participation/Q&A Check every
- lass
qualitative ) ) c
ovaluation Analysis/Trouble shooting
Exercise Detail 2(Solved) Report
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(quantitative)

(Basic, Advanced) ing step by step)

S/W selection - Verification [l Learning Objectives -
/Universal TtoN
Practical use Security - Sta Check class status Analytical ability
S/W program e ;
ndards/Guidelines Adjust class progress (medium)
Practice Details Interaction: solving class pr il Interaction: Collaborati Solving ability
(analysis/solving) oblems(Educator: Leading) on (Student: Leading) [GLED)

Fig. 1. Education Model Structure and Linkage Process

progress

Basic understanding/class
participation Practice
Results(Report)

Specialization To
pics - 5 Courses
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Table 10. Secure Coding(JAVA)

week | Class Content Detailed Course
1 Introduction to _
Secure Coding
Guide Explore Secure Coding
2 Introduction and| |ntroduction to how to use the integrated
Basic Practice IDE
3 SQL Injection, Command Injection,
XSS(Cross-site Scripting)
Input data s Path, LDAP Attack, Relative Path
4 validation and ! ! !
representation Traversal
5 System and External Control, Process
Control, Unsafe Reflection
Authentication and Authorization settings,
6 Weak Passwords, Plain Text Storage,
Security f Hard code Passwords
ecurity features Key length/random Number Value, Cookie
7 Information exposure, Comments, Hash
function Problems
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Table 10. Continued

week | Class Content Detailed Course
8 Midterm exam -
. Integrity Check, Session Setup, Password
K Security features Management, Multiple Connections
) Race Condition, Recursive Function, Direct
10| Time and Status use of Thread, Symbolic Name Problem
" Exception Error Messages and Exception Handling, null
handling Pointers, Resource Release, Infinite loop
12 Code error Incorrect Code Handling Issue
. Invalid Session, Public Class, Debug Code,
13 Encapsulation ’ A
Time information Exposure
14 API misuse DNS lookups, Connegtlon/Socket
Management, Comparison Operators
15 Etc Using Overloaded Methods, Serialization
Methods, Synchronization Methods
16 Final exam -

PAHMHF] Ao} I 7lolE, CERT & B
Qb 79 EE(AVA) FoH FEEFE AA)S A3
TH23,24]. A} 0]Q] C, C++ 5
o A5 oA A9l 34, 95 darejE oM 5
= JE-S =519t 531 IDE oY A(Eclipse)

A=

F=
[25,26]. °]
B4 T30l Find

H]ZY AECQ(Visual Studio) 52 ARR3HCH
A EEA FHR E4of NIST Q15
Security Bugs(HloJE]JE. FT),
OWASP ZAP(Y &73)&

ol &-83rH27,28].

Table 11. Network Security(Hacking Analysis)

9t 7lol=g Farst

week | Class Content Detailed Course
] Introduction to _
network Security
Introduction to 0817 layer and TCP/IP protocol
9 the protqcol
and b§5|c Introduce how to use wire-shark
practice
3 Traffic capture Website - Explore different Protocols
and analysis
4 TCP/UDP - structures, flows, handshakes,
etc
5 Wireshark packet HTTP/HTTPS - Basm(,atfecure, Handshake,
lysis (default
analysis (defau SSL/TLS - normal/abnormal patterns,
6 protocol) 8
performance issues, etc
7 ARP Scan, ICMP Ping, TCP Port Scan
8 Midterm exam -
9 UDP port, IP protocol, idle scan, ICMP
Wireshark packet code
10 analysis Traceroute route, dynamic router detection,
(scanning application mapping process
1 detection) OS fingerprinting, spoofing address
identification
12 Wireshark Packet | Vulnerabilities in the TCP/IP resolution
Analysis process (port, name, MAC, etc)
13 (Anomalous Find maliciously altered packets, identify
Traffic Analysis) ‘unknown' destination addresses

14 Flooding and standard denial of service
traffic, text passwords and data discovery
Abnormal protocols and applications, ARP

15 contamination, IP fragmentation and

overwriting

16 Final exam -

s FYAA BjzHEAA YEQA s17 dsol
E3td 2] gs2A(Kali Linux)E E-83H}H29]. 87
37 23Y9ES AY RS, AR BAL 99 )
7l B4 =3 QloJojAka(WireShark)E E-&3HcH30I.
A3k T B AlZle] B Al7lo] Badh 7ol

A dole® ?lﬁH AR = ofsfof] S5 dolk
oY Hx wAE F7t EEATH31,32l.

Table 12. System Security(Hacking Practice)

week | Class Content Detailed Course
1 Introduction to _
network Security
Operating Operating System Structure and Kernel
system Analysis
2 introduction
and basic Kali Linux Building/operating
practice
System CVE/CCE Vulnerability
3 information - -
collection Scanning operating system key
information(services, ports, etc)
! ) Using vulnerability diagnosis S/W
4 Diagnosing
vulnerabilities Vulnerability discovery through
Nessus(Windows/Linux)
5 Understanding key vulnerability attacks
6 Utilize metasploit scripts
vulnerability MySQL and PostgreSQL
attack Utilize metasploit scripts
7
Tomcat and PDF
Utilize metasploit scripts
8 Midterm exam -
9 Understanding Elevation of Privilege Attacks
10 Authentication token and local authority
Blevation of Data transfer and Characterization
Privilege
Attack Payload delivery and trace removal
M Security Protocol Analysis
man-in-the-middle attack(MITM)
3 Understanding Brute Force Attacks
1
Online password attack, HTTP password cracking
Windows Password Structure Analysis
14 | password attack
Windows Password Cracking (John the Ripper)
Other Password Attacks
15
Advance Attack and the Rainbow Table
16 Final exam -
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Restoring files Disk Recovery
9 and diiks 1 Winhex & NTFS Log Tracker(LogFile,
. . . Usndml, File Signat
Table 13. Web Security (Hacking Practice) JsnJml, File Sgnature)
File and Disk Partitions and files Recover
week Class Content Detailed Course 10 Restore 2 Winhex(Partition), Hxd, FTK_Imager,
] Web Security Advanced _ NTFSWalker, Recuva(File)
Introduction Window Event, Slack Space & shadow,
9 Execution Environment | Introduction to OWASP, Setting up 11 | Windows Artifact Job scheduler
and Basic Practice the practice environment 1 Logs, Winhex, Shadow Explorer, taskschd,
3 Brute Force TaskSchedulerView
. Jump List, Prefetch
4 Command Injection 19 | Windows Artifact Winh % © JumoList
Darm Vulnerable Web 2 mhex, Necent, JumpLIster,
5 Pop(DVW\A) — Hacking 1 CSRF(XSRF) win_prefetch_view(Prefetch)
6 File Inclusion(RFI, LFI) 13 Windows Artifact cache, reycycle, usb, sticky
- 3 Winhex, Regedit, thumbnail cache viewer
’ File Upload Web Browser(cache, history, cookie,
8 Midterm exam - 14 Web artifacts Download list
9 Insecure CAPTCHA Google chrome, Mozilla firefox, Internet
— explorer
10 SQL Injection L Forensics Practice Report
— - Forensic incident - - — -
1 SQL Injection(Blind) 15 reporting Forensic Analysis Report(Digital Forensics
- Center)
12 Damn Vulnerable Web Weak Session IDs 16 Final exam -
App(DVWAVA) — Hacking 2 XSS(DOM)
13
XSS(Cross-site Scripting)
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Table 14. Digital Forensics(S/W Practice)

Detailed Course

week | Class Content -
Practice Program
1 Introduction to _
Digital orensics
Forensic Tools Create temporary driveg image disks,
) check devices
2 and Basic

Practices FTK_Imager, Hwinfo64

Information such as systems, multimedia,

8 Window system tasks, networks, etc
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Table 15. Improvement of problems in the proposal
model

Problem

Suggested Improvements

Limitations of Inclusive
Teaching Methods

Rational model-based, step—by-step
iterative learning

Classification of practical | Definition of Security Department's 5 Core

courses is not clear Courses
Absence of ) Linked application of basic/advanced
theoretical/practical !
: learning classes by grade level
linkages

Class content: greatly expanded the
proportion of hands—on classes

For security awareness
training

Absence of detailed
curriculum

Detailed program definition, S/W and
textbooks, etc.
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