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Abstract Due to the development of fintech technology, financial transactions using smart phones
are being activated. The password for user authentication during financial transactions is entered
through the virtual keypad displayed on the screen of the smart phone. When the password is
entered, the attacker can find out the password by capturing it with a high-resolution camera or
spying over the shoulder. A virtual keypad with security applied to prevent such an attack is difficult
to input on a small touch-screen, and there is still a vulnerability in peeping attacks. In this paper,
the entire keypad is divided into several groups and displayed on a small screen, touching the group
to which the character to be input belongs, and then touching the corresponding character within
the group. The proposed method selects the group to which the character to be input belongs, and
displays the keypad in the group on a small screen with no more than 10 keypads, so that the size
of the keypad can be enlarged more than twice compared to the existing method, and the location
is randomly placed, hence location of the touch attacks can be blocked.
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