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ABSTRACT

As the technology hegemony war between the United States and China develops and
the importance of R&D increases, countries around the world are increasing their R&D
investment. In Korea, the size of R&D investment by the government and companies has
steadily increased every year, and cutting—edge technologies are being developed in various
fields as it shifts to the direction of creative technology development. However, the number
of cases in which high-tech core technologies in Korea, which have invested a lot of budget,
time, and effort, are illegally leaked overseas is also steadily increasing. Research security
is an activity to safely protect protected objects in the research environment from risk
factors such as leakage and deodorization, and laws and systems for research security are
being reorganized not only in Korea but also in the United States and other countries around
the world. In this paper we aims to derive Korea’s research security policy direction, focusing
on US research security cases which ranks first in R&D expenses around the world to
improve the R&D system and actively discusses R&D policies and laws.
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(Table 1) Technology Level(%) and Technology Gap(Year) by Country

USA Korea Japan China EU
2018 2020 2018 2020 2018 2020 2018 2020 2018 2020
Tech Level| 100 100 76.9 80.1 879 87.3 76.0 80.1 9.8 95.6
Tech Gap 0.0 0.0 3.8 3.3 1.9 2.0 3.8 3.3 0.7 0.7
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(Table 2) Laws Related to Research
Security(Korea)

Laws related to research security (Korea)

Article 21 of National R&D Innovation Act (Security
of national R&D projects, etc)

Enforcement Decree of the National R&D
Innovation Act

Article 44 (Security measures for national R&D
projects, etc.),

Article 46 (Security management measures),
Article 47 (Security management status check and
related measures),

Article 48 (Measures for security incidents),

Article 12 of Act on the Prevention and Protection
of Industrial Technology leakage

(Protection and management of national R&D
projects)

Article 29 of Act on the Establishment and Operation
and Promotion of Government—funded Research
Institutes, etc. in the field of science and technology
(National Science and Technology Commission),
(The supervisor’s office, etc.)

Article 6 ofAct on Performance Evaluation and
Performance Management of National R&D
Projects, etc.

(Directly under the Ministry of Science and ICT),
(Establishment of performance goals and
performance indicators)

Article 16-2 of the Framework Act on Science and
Technology (Protection and security of R&D
results)
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(Table 3) Research Security
Management System

Research Detailed items for research
security items security
Research institution’s own
Research research security management
security regulations
management Review and analysis of research

policy security work and
implementation plan

Establishment and operation of
the Research Security Council of

Resea}rch research institutes
security ; .
Designation and placement of
management .
.. research security management
organization .
departments and personnel in
charge of research institutes
Training on research security
Research management regulations of
security research institutes

education and | Promote research security

promotion management regulations of
research institutes
Inspection of research security
status of performing institutions
Research security rewards and
Research .
. punishment of research
security status |. ..
mstitutes
check and -
. Research Institute Research
accident ) i
Security Incident Response
response

System

Disaster and disaster response
system of research institutes
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(Table 4) Security management of
Researcher

Research
security items

Detailed items for research
security

Recruitment
and retirement
management of
domestic
researchers

Recruitment management of
research and development
project participation research
institutes
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(Table 5) R&D Result Security
Management

Renewal Management of
Research Institute Participating
in R&D Projects

Detailed items for research
security

Research
security items

Retirement management of
research and development
project participation research
institute

Pre-approval of Overseas
Overseas Research Institute Public
Public (Consignment) Research
(Consignment) | development Project
Research
Support

Overseas Research Institute
Public(Consignment) agreement
and security measures

Recruitment
and retirement
management of

Approval for participation of
foreign researchers in R&D
projects

Classification
of research data | Research development Project
according to  |R&D information rating

importance

R&D project recruitment
management of foreign
researchers

Research development Research

Research Note Note preparation and protection

foreign R&D task Forei her’
researchers task Foreign researcher’s
work management
R&D task Foreign researcher
retirement management
L Management of institutions
Participation A
¢ participating in external
management 0 research services for R&D tasks
external
e Research and Development
stitution .
Task External Research Service
research S .
. Participation Research Institute
nstitutes
Management
Contact R&D task contact foreigners
foreigner status management
management

and overseas
business trip

R&D project overseas business
trip management

Management
management
Research development Project
Storage of research data and
authority management
Resedrch Research development Project
Information .
. Research data printout
Acess Rights
management
Managment -
Research development Project
Management of external export
of research data
Research development Project
R&D Result publicly disclosed
security management
R&D Result | Securing Research development
Security Project R&D Result intellectual
Management | property

Overseas technology transfer of
Research development Project
R&D Result
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(Table 6) Research Facility
(Equipment) Security
Management

(Table 7) Technology Commercialization
Security Management

Detailed items for research se—
security items curity

Research

. Introduction and disposal of
Information asset | . .
information assets of research
management .
nstitutes

Research security | Detailed items for research
items security

Access control for
researchers at research

... |institutes
Research Facility

(Equipment) Designation and operation of
Security a protected area of a research
Management institute

Control of access to protected
areas of research institutes

Security management of

External Research | temporary visitors to research
Institute

institutes
Researcher
Security Security management of
Management resident employees at

external research institutes
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Network configuration
management of research
institutes

Network security
Network access management
management ..
of research institutes

Wireless network usage
management

Access management of
research information systems
of research institutes

Research
. . Waste management of
information . .
. research information systems
system security L
at research institutes

management
Securing sustainability of
research information System
of research institutes
Research institute’s personal
Personal
computer usage management
computer -
security Research 1nst1tut§ s. personal
management computer transmission

management

Management of the use of

Information and information and

communication | communication media by

media research institutes

(Laptop, mobile | tformation and

storage) Security | communication media import

management and exit management of

research institutes
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(Table 8) Main Purpose of Enactment

Law

Main purpose of enactment

National Research
And Development
Innovation Act

Systematic management of
national R&D according to
environmental changes
such as innovation in the
national R&D project
promotion System

Unfair Competition
Prevention And
Trade Secret
Protection Act

Prevent leakage of
undisclosed confidential
information

Act On Prevention
Of Divulgence And
Protection Of

Protection of core domestic
technologies and
prevention of illegal

Industrial leakage of industrial
Technology technologies

Act On The Establishing a national
Establishment, science and technology
Operation And innovation system and
Fostering Of promoting the development
Government-funded | of government-funded
Science And research institutes in the
Technology field of science and
Research Institutes | technology

Act On The Efficient management of
Performance research results through

Evaluation And
Management Of
National Research
And Development
Projects

evaluation of R&D
activities in the field of
science and technology
promoted by the
government




(Table 9) Main Contents of the Laws

Law Main content

Regulations on security
measures and follow—up
measures for national
R&D projects

National Research
And Development
Innovation Act

Unfair Competition |It mainly stipulates

Prevention And punishment for leakage of
Trade Secret technical or management
Protection Act information of a company

Act On Prevention Of | The definition of national
Divulgence And core technologies,
Protection Of protection systems, and

Industrial punishment are broadly
Technology regulated

Act On The As the importance of
Establishment, research information and
Operation And outputs of

Fostering Of government-funded

Government-funded | research institutes
Science And increases, the security of
Technology Research | research institutes and

Institutes projects is managed
Act On The .Protects.research

information and
Performance

performance through
evaluation of R&D
projects, etc. and
management and
utilization of research
results

Evaluation And
Management Of
National Research
And Development
Projects
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(Table 11) Five High-Level Objectives
and 21 Recommended
Practices

Demonstrate Organizational Leadership and
Oversight

Section Contents
States the purpose of the
memorandum: Strengthen
protections of United States
Section 1. Government-supported
Purpose Research and Development
(R&D) against foreign
government interference and
exploitation
Defines terms for the purposes
of the memorandum
. (e.g. participants in the United
Sec.tl(?r} 2 States R&D enterprise, United
Definitions
States Government supported
R&D, conflict of interest, conflict
of commitment, etc.)
Demonstrates roles and
responsibilities of the heads fo
. executive departments and
Section 3. . .
funding agencies, the secretary
Role and .
Responsibilities Of Homeland S.ecun‘.ty an.d the
director of National intelligence
and the Office of Science and
Technology Policy
States priorities in the policy
(e.g. Standardize disclosure
Section 4. processes, definitions and form,
Priorities limit access and participation,
vetting foreign students and
researchers, etc.)
Section 5. States the implementation of the
Implementation | policy
(S}Z(;t;?anl 6. Address the r@ationship
.. between the policy and other laws
Provisions

3.2.2 Recommended practices for strengthening
the security and integrity of America’s
science and technology research enterprise

v 9] 175551 918](JFCORE) S| 911
ok 491918 = NSPM-33¢] 6% wehahis

1. Convey the importance of research security and
integrity at the leadership level.

2. Ensure an organizational approach to research
security.

3. Establish research security and integrity
working groups and task forces.

4. Establish and operate a comprehensive research
security program.

Establish an Expectation of Openness and
Transparency

5. Establish and administer organizational policies
regarding conflicts of interest, conflicts of
commitment, and disclosure.

6. Require disclosure to the organization of all
information necessary to identify and assess
potential conflicts of interest and commitment.




7. Ensure compliance with Department of
Homeland Security requirements for reporting
foreign students and foreign researcher infor-
mation.

8. Establish policies regarding digital persistent
identifiers.

9. Ensure compliance with requirements for
reporting foreign gifts and contracts.

Provide and Share Training, Support,
and Information

10. Provide training to participants in the research
enterprise on the responsible conduct of
research.

11. Provide guidance for those considering
participation in foreign government-
sponsored talent recruitment programs.

12. Partner with local FBI field offices to strengthen
research security

13. Increase awareness of and protections against
circumstances and behaviors that may indicate
risk to research security and integrity.

14. Share information regarding potential
violations of disclosure policies.

Ensure Effective Mechanisms for Compliance with
Organizational Policies

15. Establish and exercise effective means of
discovering violations of disclosure policies
and other activities that threaten research
security and integrity.

16. Ensure appropriate and effective consequences
for violation of disclosure requirements and
engagement in other activities that threaten
research security and integrity

17. Include in employment agreements provisions
that support research security and integrity

Manage Potential Risks Associated with
Collaborations and Data

18. Establish a centralized review and approval
process for evaluating formal research
partnerships.

19. Establish and operate a risk-based security
process for foreign travel review and guidance.

20. Managing potential risks associated with
foreign visitors and visiting scholars.

21. Establish and maintain effective data security
measures.
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(Table 12) Contents Related to Research
Security of Each Laws

Law contents

Duty and roles of heads
of relevant central
government department
and R&D organization for
research security

National Research
And Development
Innovation Act

Law contents
Establish and operate
security program,

Recommended establish organizational

practices for
strengthening the
security and integrity
of America’s science
and technology
research enterprise

culture, establish and
operate security
procedure for overseas
business trip and
overseas visitors,
introduce implementation
clause to protect R&D
from overseas
participation

Unfair Competition | Penalty for violators of
Prevention And Trade | research security
Secret Protection Act | regulations

Act On Prevention Of
Divulgence And
Protection Of
Industrial Technology

Duty and roles of head of
R&D organization for
research security

Act On The
Establishment,
Operation And
Fostering Of
Government-funded
Science And
Technology Research
Institutes

Duty and roles of heads
of the relevant
government departments

Act On The
Performance
Evaluation And
Management Of
National Research
And Development
Projects

Establish research
security promotion plans
and plans to protect
research information and
result

Role of relevant
government department
and R&D organizations,
enhance the awareness of
research security,
toughen process and
requirement of
information disclosure,
strengthen security
management for overseas
participation
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