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ABSTRACT

With the development of network technologies, the security to protect organizational
resources from internal and external intrusions and threats becomes more important. Therefore
in recent years, the anomaly detection algorithm that detects and prevents security threats
with respect to various security log events has been actively studied. Security anomaly
detection algorithms that have been developed based on rule-based or statistical learning
in the past are gradually evolving into modeling based on machine learning and deep learning.
In this study, we propose a deep—autoencoder model that transforms LSTM-autoencoder
as an optimal algorithm to detect insider threats in advance using various machine learning
analysis methodologies. This study has academic significance in that it improved the possibility
of adaptive security through the development of an anomaly detection algorithm based on
unsupervised learning, and reduced the false positive rate compared to the existing algorithm
through supervised true positive labeling.
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(Table 1) Anomaly and Detection Scenarios

Types

Anomaly Scenarios

Detection Scenarios

An employee who has not previously used a removable
drive and was not working overtime is working overtime
or using a removable drive to upload data to a website.

Threat actions are performed in a new
pattern that the user does not normally do.

An employee who surfs a job site for a job change and
has a job at a competitor uses a removable drive to steal
data before moving.

Access a specific website.
Patterns involving specific behaviors
appear more frequently than usual.

The system administrator, dissatisfied with the company,
downloads the keylogger, moves it to the boss's computer,
and sends a large amount of mail disguised as the boss
using the boss’s keylog collected the next day, causing
confusion in the company.

Account takeover

Threat actions are performed in a new
pattern that the user does not normally do.
Patterns involving specific behaviors
appear more frequently than usual.
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Model

Layer (t output shape Param
dense_28 (Dense None, 16 272
dense_29 (Dense None, 8 136
dense_3@ (Dense None, 4 36
dense_31 (Dense None, 2 1@
dense_32 (Dense None, 4 12
dense_33 (Dense None, 8 40
dense_34 (Dense None, 16 144

Total params: 650
Trainable params: 650
Non-trainable params: @

(Figure 3) Model Summary

(Table 2) Model Features

n_activity n_inhour
n_afterhour n_logoff
n_connect n_logon
n_device n_mypc
n_disconnect n_otherpc
n_email n_doubtfile
n_file n_doubtweb
n_http n_doubtemail

model = models.Sequential

deconstruct 1code
layers.Dense(n_features, activation="relu’
layers.Dense(8, activation='relu'),
layers.Dense(4, activation='relu’

layers.Dense(2, activation="relu’

input_shape=(n_features,

# reconstruction / decode

layers.Dense(4, activation="relu'),
layers.Dense(8, activation="relu'),
layers.Dense(n_features, activation="relu

(Figure 4> Model Structure
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(Table 3) Actual and Predicted Comparison Table of Anomaly Behavior

Real Positive
(Abnormal Behavior)

Real Negative
(Normal Behavior)

Predicted Positive (Abnormal Behavior)

A (True Positive)

B (False Positive)

Predicted Negative (Normal Behavior)

C (False Negative)

D (True Negative)

& ol $H0R A5 ﬁm % A ﬂ

oX,
1o
=
o
o
o
E
ol
R=)
o
1&
-
_Y}_J,
£l
2
N
_\‘i 1:110

= A Akl A9 1 EH <Table 3><>ﬂ/\1
B/(B+D)Z Axtetth, AetEe o =3 $A T

of A el HlE= AUl kel w1 e 91t
ol FX ol (53 T A ML
$7F o] Fx1 Fe] v &L 58k <Table 3>
A A/AB)Z ALttt

QoA Bekgld B ARES 919
&

4. A4 A3t

<Figure 5>2] 59 9.219] XM= =
Aol A5 a7kt 0 kel EEskaL
Aom, o] (A e] B¢ LulA EEsk
o], o1 AdE TR F UAEF 5o
ZH AeR E?lu}

= ng%ﬂr ANdES & 10}‘* <F1gure 6>2]
Precision-Recall 71 ¥ g Zo| A= AAX=
ZAEoBM QAEE = AQde 3k

=
=
& T Jov, YANE B H845 A

A5}
—
=
= = o

Distribution of the Reconstruction Loss

0o 10 20

K 1]

normal
anomaly

) ) s

(Figure 5) Distribution of the Reconstruction Loss
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