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Bidirectional LSTM based light-weighted malware detection model
using Windows PE format binary data
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ABSTRACT

Since 99% of PCs operating in the defense domain use the Windows operating system, detection and response of Window-based
malware is very important o keep the defense cyberspace safe. This paper proposes a model capable of detecting malware in a
Windows PE (Portable Executable) format. The detection model was designed with an emphasis on rapid update of the training model
to efficiently cope with rapidly increasing malware rather than the detection accuracy. Therefore, in order to improve the training
speed, the detection model was designed based on a Bidirectional LSTM (Long Short Term Memory) network that can detect malware
with minimal sequence data without complicated pre-processing. The experiment was conducted using the EMBER2018 dataset, As a
result of training the model with feature sets consisting of three type of sequence data(Byte-Entropy Histogram, Byte Histogram, and
String Distribution), accuracy of 90.79% was achieved. Meanwhile, it was confirmed that the fraining fime was shorfened to 1/4
compared to the existing detection model, enabling rapid update of the detection model to respond to new types of malware on
the surge.
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= RNN 29& 83519k 221 RNN 22 9] 74 Al
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A (gradient vanishing)©] FAY3h= SHAE Q18] A
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& B&e LSTMES &3] Alg2 o7t 71 vlo|lHE
4 F JEE gARI S dAsAh

B =1 AL o 2k 24 dAE 95 PE
2 3} Bidirectional LSTM thal] 7HeFslA Ao, 3
oo 283 EMBER2018 H|o|ElAlel sl
4o A Atsls BRI EdS 7]

&gt} 57l A= EMBER2018 tlo|ElAlS tid o= 3
P YA BT, TR 6P AES
ol =
o

MS-DOS Header
MS-DOS Stub
PE file Header
PE File Optional Header
text Section Header
.bss Section Header
rdata Section Header

PE Header

.debug Section Header
Atext Section
.bss Section
rdatat Section

Section

- .dzbug.Sectim
(azl 1) =% PE =2 7=
(Figure 1) Structure of Windows PE Format
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2.2. Bidirectional LSTM HIEI3

LSTM U E$ 3+ Simple-RNN U E A 71 A4
25 7HAE HolEE 58 A 71277 datst A Y
(blow up) At2HA]E=(vanish) £AIE s Ast7] f18) Qs
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LSTMell 4] Simple-RNN®| &A1& F5317] 913 4l
MES (3" 2)ox B upel o] Alo|E(gate) ot 4
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(az 2) LSTM Cell #+=(7)
(Figure 2) Structure of LSTM Cell(7)

IV LSIM HEQT= g vkeko 2ut A JHE A
get7] mzel dEEelHE JAH R st Aol
At oHd EAFLS wHoetr] s 539
Bidirectional LSTM Y| E| 3= (I ¥ 3)3 o] kst
A B 2/l AA HolEE Shadte] LSTM HIE
Aol vl oS g Adel g o] 7Hsste9).

(22! 3) Bidirectional LSTM WESIZ
(Figure 3) Bidirectional LSTM Network
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3. EMBER2018 Dataset
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(Table 1) Feature Sets of EMBER2018 Dataset
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3.2.1. Byte-Entropy Histogram

=

EzZ3 g Hell i3t p(H, X))
b Hlo]Eolth #e A&357] A8
o)y Y x=$(sliding window)ul B}
Aol 3 AEZY H e Atsiok
. EMBER2018 Ho|EJMlo| A= 2,048H}0]E T2
9 9% A718 AR, 1,024ul0 E e
1S o] et o) E T8l & /e FdT 16 x 16
23] wjgo] AAFTH14].

=
©
>
> o

Bl
o ﬂl[O

¢
) e

He ol

¥

RoAe
ol

2
10 oX
(e}

N

=l
ox
)7

ki

9

[
Jiai)

K ) = T A )
) AT [ o 2
1o

2 o

I

3.2.2. Byte Histogram
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3.2.3. String Distribution
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(Figure 4) Bidirectional LSTM based Malware
Detection Model
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AA B JEE (O™ 5)9F 22 Mg = gk of gt

H|O|Ef 7H==(H&-8: 540,000, ZE-& : 60,000)
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(Figure 5) Structure of Input Data for LSTM Network
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160719 7t 0’22 F7hske A E 9 (zero padding) <
T gk
5. 43 ¢ A3
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(sigmoid) & F+E AH&-stH, 48k 3= RMSprop,
22} ¥4 Binary crossentropy S A3} T

2d g5S fElAE g5S dielElAl 800,000 &

u] 25 H o] 200,0007 S A 213 600,00071 S AH&-3}S
ouj, 5 &(validation) HloJEIM> 85 vlolEAlY
10%(60,0007) & FZ 3] TAd3t9itt 85 Al Bach 2
7)E 2560 %, sH5E2 000052 AAsAth Ao A
£38 XA=L Nvidia GTX 1660(71 22 6GB)7} &%d
Al A FABAL, TFAIZE 5A7F 30820] &8

At

5.2 &8 #n

I 54 AeS g ARt dde Fdsion,
I A3 (F 29 2tk BE 54 Ad9Es A
o 714 94738 90.79%2] AccuracyE 24

(% 2) 54 &Y X2 45 d|0
(Table 2) Comparison of Detection Model Performance
by Feature Set

=4 3% Accuracy Fl-score
@ 85.50% 0.8557

@ 88.70% 0.8853

® 88.56% 0.8861

DO, @ 88.35% 0.8852
®, @ 89.32% 0.8919
@, @ 89.39% 0.8949
D, 0 0 90.79% 0.9071

(D:Byte-Entropy Histogram, (2):Byte Histogram,
(:String Distribution
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(Table 3) Comparison of Performance with Existing

Studies
= 4 33 A% S ARk
LightGBM | 0.1% FPR | 92.99%(Accuracy) 23A17H
[14] 1% FPR | 982%(Accuracy) v
0.95
CNN[15] (Fl-score, precision)
Feed Forward 097
Network[15] (Fl-score, precision)
Proposed Model 90.79%(Accuracy) 547} 308
(Bi-LSTM) 0.9071(F1-score) s
6.2 &

B A AE 95 PE XY 329 oIS 7
Z3l7] S8l A2 dHolHE &

LSTM 7|8t &A1 24 & A tatdich dld Zde] ko
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2 71A18H45, CNN, Feed Forward Network 5% AHS-3Ho]

OJAEFE AZRIE ZAde < AL HolHE
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4dg ERsrch

(3 3)00A B upgt o] 712 AfolA AAE &R
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