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The Overview of the Public Opinion Survey and Emerging Ethical Challenges in the
Healthcare Big Data Research
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'Center for Human Research Protection Program, Seoul National University Hospital, Seoul, Korea
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Purpose: The traditional ethical study only suggests a blurred insight on the research using medical big data, especially in this
rapid-changing and demanding environment which is called "4th Industry Revolution." Current institutional/ethical issues in big
data research need to approach with the thoughtful insight of past ethical study reflecting the understanding of present conditions
of this study. This study aims to examine the ethical issues that are emerging in recent health care big data research. So, this study
aims to survey the public perceptions on of health care big data as part of the process of public discourse and the acceptance of
the utility and provision of big data research as a subject of health care information. In addition, the emerging ethical challenges
and how to comply with ethical principles in accordance with principles of the Belmont report will be discussed.

Methods: Survey was conducted from June 3th August to 6th September 2020. The online survey was conducted through
voluntary participation through Internet users. A total of 319 people who completed the survey (+5.49%P [95% confidence level]
were analyzed.

Results: In the area of the public's perspective, the survey showed that the medical information is useful for new medical
development, but it is also necessary to obtain consents from subjects in order to use that medical information for various research
purposes. In addition, many people were more concerned about the possibility of re-identifying personal information in medical big
data. Therefore, they mentioned the necessity of transparency and privacy protection in the use of medical information.
Conclusion: Big data on medical care is a core resource for the development of medicine directly related to human life, and it is
necessary to open up medical data in order to realize the public good. But the ethical principles should not be overlooked. The right
to self-determination must be guaranteed by means of clear, diverse consent or withdrawal of subjects, and processed in a lawful,
fair and transparent manner in the processing of personal information. In addition, scientific and ethical validity of medical big data
research is indispensable. Such ethical healthcare data is the only key that will lead to innovation in the future.
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Table 1. A survey on the public perceptions of health care information

gloljof 1ot /NI E A4 E 7hsAdol tigt 217k =2

Public perception on health information

| believe that my healthcare information is important for treating my diseases.
| consider my healthcare information as very sensitive personal information.

| think that my healthcare information can be helpful to research medical
advancements.

| am concerned about the possibility of loss, misuse, unauthorized disclosure,
and leakage of my healthcare information.

[ think my privacy can be violated if my healthcare information is leaked.

| have confidence that medical institutions will do a good job of protecting
personal information in the creation/use/management of my healthcare
information.

When | visited a medical institution, | was faithfully informed about the
purpose and processing of my personal information (medical and personal
information) and the provision to third parties.

| think that my prior consent is necessary for my healthcare information to be
used for treatment/research/education at medical institutions.

| think that even if my healthcare information is used for treatment/research/
education in a medical institution, there should be a procedure to withdraw
consent after the fact.

I may allow individual contact (phone calls, text messages, etc.) using personal
information such as contact information to obtain my consent to use
healthcare information for research purposes at medical institutions.

I think that the patient owns healthcare information because it is a personal
record of mine regarding the diseases and treatments

| think that medical institutions have ownership of my healthcare information
because the information is records of medical judgments of healthcare
professionals and tests performed at medical institutions, as well as the
information is about my disease.

o|gict.
o)z ujdlo] o] ko] A1 xs} ulAEe Ho] itk
2Eo] o7} glols A7 BH o A3/88E 4 o
Sy Agree Neutral Disagree S?rongly
agree disagree
165(51.7%)  94(29.5%)  49(154%)  10(3.1%) 1(0.3%)
193 (60.5%)  84(26.3%)  35(11.0%) 5 (1.6%) 2 (0.6%)
86 (27.0%) 133(41.7%)  72(226%) 25(7.8% 3(0.9%)
64(20.1%) 141 (44.2%)  86(27.0%) 27 (8.5%) 1(0.3%)
140 (43.9%) 110(34.5%)  48(15.0%) 19 (6.0%) 2(0.6%)
27(85%)  108(33.9%) 103(323%) 64(20.1% 17 (5.3%)
36 (11.3%)  89(27.9%)  88(27.6%)  81(254%) 25(7.8%)
215(674%) 77 (24.1%) 21 (6.6%) 5 (1.6%) 1(0.3%)
163(51.1%) 113(354%)  32(10.0%) 11 (34%) 0(0.0%)
44(13.8%) 133 (41.7%)  93(292%) 36(11.3%) 13 (4.1%)
170(53.3%)  93(29.2%)  42(132%) 13 (4.1%) 1(0.3%)
17 (5.3%) 62 (194%)  65(204%) 110 (34.5%) 65 (20.4%)
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| am willing to provide my healthcare | am willing to provide my healthcare
information comprehensively without information to be used comprehensively
consent depending on medical without consent because it is helpful for
institutions' personal information medical development. 2%
protection measures and reliability. 14%7
| would completely
disagree because of the
possibility of leaking my
~ personal information.
14%
I am willing to provide the
information restrictively if it has
individually consented for research
purposes. 70%
Fig. 1. Acceptance on utilization of healthcare information for research purposes.
Table 2. A survey on the public perceptions of health care big data
‘ . ) . Strongly . Strongly
Public perception on healthcare-related big data agree Agree Neutral ~ Disagree disagree
| understand the concept of various databases that can be used as healthcare-related big ~ 27(8.5)  110(34.5) 122(382)  49(154) 11(34)
data.
| think that healthcare-related big data will become a core value for medical innovation, 59 (185) 161 (50.5)  75(23.5) 19(6.0) 5(1.6)
improvement of public health, and medical development.
To diagnose and treat my disease and manage my health, big data such as medical 46 (144) 140(439)  82(257) 38(119) 13(4.1)
information of various institutions, genetic information and health information of public
institutions, and personal wearable lifelog must be shared and managed in an integrated
manner.
| can trust my health prediction information and personalized health management services 24 (7.5) 144 (45.1) 104(326) 36(11.3) 11(34)
analysed using artificial intelligence combined with various healthcare-related big data.
| think that if my personal information is de-identified through pseudonymization and 21 (6.6) 107 (33.5) 116(364) 57(179) 18(5.6)
anonymization, the probability of my personal information being identified is low.
| think that even if the personal data identifier is removed, it will still be possible formy 51 (16.0) 131(41.1)  96(30.1) 35(11.0)  6(1.9)
personal data to be identified when combined with several different data sets.
I think that public institutions should create, acquire and manage health data, and thedata 41 (129) 110(345)  74(232) 68(21.3) 26(82)
should be fairly open to and provided to any third party without data imbalance.
| think that institutions need to obtain individual consent for using healthcare-related big 125(39.2) 124(389)  53(166) 15(4.7) 2(0.6)
data in research, technology, and industrial development from the person involved with
healthcare information (i.e,, patients, etc.).
| think that if personal information from healthcare-related big data is de-identified, it can 27 (8.5) 76(23.8)  85(26.6) 8(245) 53(16.6)

be provided/used without individual consent.

Values are presented as number (%).
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| think that there is a possibility that my health
information may be leaked even if the data are de-
identified.

If my health information is leaked, | will be subject to
social discrimination such as employment and
insurance, depending on my current disease, genetics,
and health status.

Personal genetic testing based on big data and
expensive personalized health care services will
intensify inequality in healthcare services depending
on income level.

| think it is unreasonable that new medical technology
obtained through healthcare-related big data leads to
economic outcomes and profits of private companies.

Big data is very large in volume and has a complex
structure, so there are uncertainties in health
prediction and precision medicine through artificial
intelligence, etc.

2.4%

7.6%

1st place 2nd place 3rd place

51.0% 13.3% 10.1%

26.2% 29.5% 17.4%

12.9% 20.5% 29.5%

17.6% 29.0%

19.0%

14.0%

Fig. 2. Concerns on invigorating health care big data research and projects.
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