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Study on the White Noise effect Against Adversarial Attack for
Deep Learning Model for Image Recognition
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Abstract In this paper we propose white noise adding method to prevent missclassification of
deep learning system by adversarial attacks. The proposed method is that adding white noise
to input image that is benign or adversarial example. The experimental results are showing
that the proposed method is robustness to 3 adversarial attacks such as FGSM attack, BIN
attack and CW attack. The recognition accuracies of Resnet model with 18, 34, 50 and 101
layers are enhanced when white noise is added to test data set while it does not affect to
classification of benign test dataset. The proposed model is applicable to defense to adversarial
attacks and replace to time- consuming and high expensive defense method against adversarial
attacks such as adversarial training method and deep learning replacing method.

Key Words : Deep learning, Adversarial attack, FGSM attack, BIM attack, CW attack, White
noise, Perturbation
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Table 2. Hyper parameters of Deep learning model
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Table 3. Accuracy comparison in change of
parameters

Attacks Parameter and Accuracy

e value 0 0.1 0.2 03 04
FGSM

Accuracy 99.3 86.2 415 14.3 1.2

e~ value 0 0.1 0.12 0.14 0.16
BIM

Accuracy 995 | 486 | 46.1 275 24.3

c— value 0 0.2 04 06 08
cw

Accuracy 99.1 759 | 237 14.4 11.0
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Table 4. Recognition Accuracy of attacked models

with layers

ogg2nacks | Fasm | B cw
Resnet 18 14.4 10.5 7.9
Resnet 34 12.1 12.1 10.6
Resnet 50 6.5 7.0 15.2
Resnet 101 5.4 6.3 17.6
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Table 5. Recognition Accuracy of attacked models
with additive white noise
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Resnet 18 87.6 18.7 71.7
Resnet 34 90.6 18.6 75.0
Resnet 50 96.3 12.2 79.2
Resnet 101 95.6 12.6 80.8
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Table 6. Comparison of Recognition Accuracy of
proposed and adversarial training method

Attacks
Model FGSM BIM CwW
Proposed 95.6 X 83.99
Adversarial training 80.8 X 77.15
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