SHAFIILE A HEHE| =27

Journal of The Korea Society of Computer and Information

J KS I Vol. 27 No. 2, pp. 115-124, February 2022
C https://doi.org/10.9708/jksci.2022.27.02.115

NextAuction: A DID-based Robust Auction Service for Digital Contents

Young-Eun Lee*, Hye-Won Kim*, Myung-Joon Lee**

*Student, Dept. of Electrical/Electronic and Computer Engineering, University of Ulsan, Ulsan, Korea
*Student, Dept. of Electrical/Electronic and Computer Engineering, University of Ulsan, Ulsan, Korea
*+Professor, School of IT Convergence, University of Ulsan, Ulsan, Korea

[Abstract]

In this paper, we present an NFT auction service for the next generation, named NextAuction, which
can reliably trade ownership of individual content using DID technology. Recently, as the types and
sizes of tradable digital assets have expanded, the number of NFT transactions has also increased, and
a significant number of marketplaces are being operated. But, the current user authentication methods of
NFT marketplaces are done only through the associated blockchain wallets. It is desirable that
ownership transfer through NFT transactions be transparently managed based on a more reliable identity
authentication service. NextAuction increases the reliability of auction service participants by
transparently and consistently providing identity authentication for users of auction services based on the
DID technique using the Klaytn blockchain. In addition, in preparation for server failure that may occur
during the auction of individual content, it provides users with a robust auction service using the BR2K
technique that continuously provides consistent service through the replication of a target service. The

NextAuction service is developed by extending BCON, a blockchain-based content management service.
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I. Introduction

55

%]+ NFT(Non-Fungible Token)[1] A]7do] A2 &
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2f| o]Zo] FA|E]o] Qlof AMIO) ARHES FHE & AL,
olF SEAIU AT ezM SFARN Aol NFT 4|2t
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&&= OpenSeat={2] NFTE 23t X2 Ap4te] HehE
AE5he P2PRALY] Aelar A, E5AI01S &5t HA]
2 9] WAl FARY Al el =AY WA &
AIE siEsta ok =Uio) 7 & NFT 72fi4el Klip
Drops=(3] HAIE OFE A4z 717100] S=A]Q1 7
AFRJAL 22pEXTT et et ofy 2t thefet FEfQ]
NFT Agjaso] F= L ot 22y ddxf gL 9l
+ Adaso AREAL 2700 WA S2AIY RIS &
SflAgE o] ZojZIck. NFT 2l slig tiA|E ZRI=0] of
gF B7I9AIQl AR olflolng, Wt ZHPHAIRl A1l A
2 AHIAE 7[8te2 4[] offl o]of sl FEI=
o HgE Afd gk A7t ARsH o] FofR| =5
FRI= A |27t 2GR Ao] viAls
DID(Decentralized Identifier)=[4] 7]& AL Al&AL
U571 5 AIBY FY7IHe2RE FRiE]o] AREAT 2
Qlo] Atrle] A 58 7HsRt AT HAIE AlhEl 7]
22A AN A1 91 Aujaz 2EEa qltt BCON
(5] DIDE 7|8tez 79l AA T} AP4l9] Al Q15
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=2t Z2] DIDE o] &3l 7Ju AB]20] AREAREO] e
Ald Q152 FHst 4 A Alssto] ol Aula
Hojrto] Ot AlEde =00t olek HEo
NextAuction 7H8 NFTof| tfish ol =&oxQ] AH

opy
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Anf/gdol tiuls AvjA SAIE 7oz AW Q=
AE|AS Zalglo] Al&sh= BR2K(Blockchain
application, Replication & Recovery technique using
Kubernetes) 7|"§-2{8-9] A&st] &4 MU|AS =4
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II. Background Knowledge

1. NFT

NFT(Non-Fungible Token)= 1-83tH X &7t
gt EZZ ojulstt}. NFTE &8l A8 = 22A A}
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2. BCON
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3. BR2K scheme
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III. Architecture and NextAuction
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1. Service Scenario of NextAuction

73] 13} Zo], NextAuctionS ZE1X Tujxt, Z&1X
T} 9 Al2|e 5 9l NFT 7|3t} Zel= Az} S
& NextAuction O[ZA Al 7F] AoAR7L Qlet.
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Aulof] SEEolL NFTE Egd2 Z®ES
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GELIH

Buyer (21X Fufa}): 261x7}F Last 719 E= =
Zlo]H, NextAuction AJH]A
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NextAuction AJH|A: Al2Jat 2 9l NFT 7|uto] Zelx
72} Z2E 02 BCON AulAct Aof AulAz 24
NFT 7]gto] 2E1= Zuj 9 4.9 o|5lo] oj2ojzic}.

NextAuction

1. reglster auction 2. fmd auction & bid

5 Transfer of
ownership

4, Get successful bid
amount

B er
Se\ler =

Fig. 1. Service Scenario of NextAuction
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2. architecture of NextAuction
NextAuction2 BCON AJH]A9] ARXHE ST 24 A
ul20] AuHESE PAE0r)

BCON service verifier

BCON storage service  auction admin service

i auction admin Kaikas
' D sarver (klaytn wallet)
: s
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j storage service =
sorver Q LDAP

veritier server @

Fig. 2. Content Upload Process
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IV. Implementation and Test of
NextAuction
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1. Preparing for the Auction

7ZAu)) AJEro]| obx] Y&st Al RIsye 95l TRt 7
O} AR SOt 24 o) Aulao] Apule] 2l
oigt BE P3G Yiotaliof Fick o] AL AlgAtel SA
AME|27E Heh AdS sl AR oL A=) Al &9
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IQ . seller
| BCON Dapp

® Auction admin
server

2 verifyld(seller)

1. ‘agreelransfer

(. {sellerinfo,auctionMeta})
3. =regDelegation

(i), delegation)
4. «checkTransfer

(b, auctionMeta)

& res(@) signature)
5. «checkTransfer(©)
6. “startAuction

(@,.auctionMeta)

Agreement on the
transter of authority.

send TX

@© ContentManagement
contract

send TX @ AuctionManagement

contract

| verifyld(target) : Verifying the identity of the target.

| res(target result) : Send the result to the target in response to the request.

E *request(target, data) : Request the corresponding service

! Including the data to the target. i
i *sendTX(target, data) : Send the transaction to the target including the data. :

Fig. 3. Preparing for the Auction Process
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2. In Progress Auction

U7 A= s TSR She <ol
A9 YR E E5l 8H auie] WE7PL ZAIE.
o] A& st Auje] AR E )5t AXSH A 7AS

X P} BNEE g At

ké_

L

.’:- : buyer

@ NextAuction Dapp ® Auction admin server
1. *bidding

(@), {buyerinfo,bidAmount})
5. update(bidAmount)

2. verifyld(@) & conditionTest
3. “updateBid

(©,bidAmount)
p. vy

Participation in bidding send TX

(© AuctionManagement
contract

update Info 4. runTX

& res((@,bidAmount)

i conditionTest : Condition Test to participate in the auction. {
1 update(result) : Update the information with the result.
:

Fig. 4. In progress Auction Process
Table 1. Pseudo-code for [&fig. 4. condition Test]
Condition Test
(auction.middleware in Auction admin server)

1: function isEqualSeller(auction, buyer) {

2: return (buyer == auction.user_addr); }

3: function isBiggerthanLast(auction, amount) {

4: return (amount < auction.bid_amount); }

5: async function isNotExpired(auction) {

6: const res = await jwt.verifyJWT(auction.valid_time,

auction.valid_key);

7: return (amount < auction.amount); }

[stepl-4 in fig. 4] FUlR}= &4 AMEAL B S5l Al
o8 591 FRl=0] ZFujjof tisl] &4 YEIFH L o]F
271252 selg & Yot QRIoG YTt U
o] Auk|H, &M ARAL B2 ORI YETY 9=
4 el Ao RgRitt a4 we 94 Uel A
8] 204 BCON auths E3t Fujate] Algarelat 92
d QWPL Aol YA RYEeA] sk &
A NS R 27 AR ST Zole) 4857}

oPdX|(Table 1. line 1), 3 Zuje] 7]3} otof| X13Yg]=

QlzolX|(Table 1. line 3), s ZAufe] 2|1 AR7IECH
3 ZoiS UASH=X|(Table 1. line 5) &Ql3tc},
ga=d 24 fyAHE AEXER
ok QAeh RG] 7MY Al JEviR 78

ARe] 7] ARgAIAl YEEAS S2ET

r
1)
fu

Table 2. Data Structure

AuctionMeta

NFT NFT of content.

name name of content.

price initial bid.

expire Auction validity time.

desc description of auction.

contentOwner DID of the current owner of the
content.

contentCreator DID of the creator of the content.

Delegation

contentOwner owner of content

account name of content.

price initial bid.

signMeta AuctionMeta

signature value signed by auction admin
service with a private key on the
signMeta.

validTime DID of the current owner of the
content.

isActivate DID of the creator of the content.

OwnerchipCert

[ContentMeta]

NFT NFT of content.

created time when the content was
registered.

name name of content.

fileType file format of content.

size size of content.

metahash hash value of content.

contentType type of content.

desc description of content.

[Ownerinfo]

userDID DID of the current owner of the
content

keyID each ID of various public keys held
by userDID.

history owner list of content.

[StorageService]

storageDID DID of BCON storage service

signature value signed with private key of
BCON storage service throughout
ownership certificate

downloadEndpoint Endpoint of content download

accessLocation Endpoint of BCON storage service
database

relssueEndpoint Endpoint of relssue ownership

certificate

[steps in fig. 4] 4 UJIAITIE FEAECN QP
P47} A G 5 APAT] et receipto] 4
AFgAF 2ol AAECE 2 AR AL A2 7INE Y
Hug B2 g Yoolesn e Tupts E3
UAREOR ZPNE Y Y oS el 4 ork

[

0|
-
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3. End of the Auction
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* T T Manag |
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| Step. **(B) : BCON,, (C) : Contract

i 1. Check state of auction
i 2. Get auction end time

i 3. Timeout auction

! 4. Handling winning bid

! amount & service fee

5. Get oldOwnershipcert
6. Issue newOwnershipcert
7. Transfer ownership

Fig. 5. End of the Auction Process

Table 3. Pseudo-code for [&fig. 5.]

Auction End Process(Auction server)

(C): smart contract of klaytn

(B): BCON service

*Request(target, data): Request the
service including the data to the target

corresponding

1:  REPEAT (1 minute)
2 Get auctionEndTime from AuctionMangement(C)
3: IF currentTime > autionEndTime
4 send Transaction function sendlLastBid
in AuctionManagement(C)
Get oldOwnershipcert from ContentMangement(C)

6: newOwnershipcert = *NewOwnershipcert(stroage
service(B), [buyerlnfo, o/dOwnershipcert])
7: send Transaction function changeOwnershipCert

in ContentManagement(C)
8: UNTIL Auction end

Table 4. Contract Code for [&fig. 5. step 4,7]

Send last Bid to Seller & Transfer NFT Ownership process

_userDID: newly changed user DID
_signature: newly changed signature data

Step 4. Send last Bid to Seller

1: Auction myAuction = auctions[_auctionID];

2: bidsLength = auctionBids[_auctionID].length;

3: Bid lastBid = auctionBids[_auctionID][bidsLength-11;
4: feeEx = (lastBid.amount=*9)/10;
5:
6

if(!lmyAuction.owner.transfer(feeEx)){
revert(“cannot send”);

Step 7. (1) Transfer OwnershipCert

7: ownershipCerts[_nft].ownerinfo.did = _userDID:

8: ownershipCerts[_nft].storageSvc.storageSignature =
_storageSignature;

9: ownershipCerts[_nft].ownerInfo.history.push(_newOwn
erAddress);

Step 7. (2) Transfer NFT

10: if( approveAndTransfer
(prevOwnerAddress, _newOwnerAddress,
mentAddr, _nft) {

11: // approveAndTransfer()

12: nftContract.approve(_newOwnerAddress, _nft);

13: nftContract.transferFrom(prevOwnerAddress, _newOw
nerAddress, _nft);

14: delegations.isActivate = false:

_NFTManager
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Table 6. Result of Test

NFT . .
. . Time | Auction
content | Situation | Buyer Result
(sec) | server ID
type
Text Bidding 1 423 4->2 cuccess
Done 3 6.34 2->1
I Bidding 3 8.73 1->5 ess
Ma%€ " "Done 5 515 | 5>3 | ¢
Vid Bidding 3 3.63 3->2 oss
'“€% " "Done 1 | 1015 | 2->4 | >
Musi Bidding 2 6.71 4->2
Y1 MDone 5 977 | 2->1 | Success
Music Bidding 1 7.33 1->3 success
Done 2 479 3->4

*NFT content type - The types of contents subject to the
auction.

*Sjtuation - The auction procedure where the network
partition took place in the test.

*Buyer : When a network partition occurs, the person who
did the situations.
*Auction Server ID :
changed.

*Time : Leader recovery time in case of network partition.

The server ID where the leader

V. Conclusions
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