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ABSTRACT

With the diversification of payment methods and games, related financial accidents are causing serious problems for users
and game companies. Recently, game companies have introduced an Fraud Detection System (FDS) for game payment
systems to prevent financial incident. However, FDS is ineffective and cannot provide major evidence based on judgment
results, as it requires constant change of detection patterns. In this paper, we analyze abnormal transactions among payment
log data of real game companies to generate related features. One of the unsupervised learning models, Autoencoder, was
used to build a model to detect abnormal transactions, which resulted in over 85% accuracy. Using X-FDS (Explainable
FDS) with XAI-SHAP, we could understand that the variables with the highest explanation for anomaly detection were the
amount of transaction, transaction medium, and the age of users. Based on X-FDS, we derive an improved detection model
with an accuracy of 94% was finally derived by fine-tuning the importance of features that adversely affect the proposed
model.
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Fig. 1. Architecture of the Autoencoder
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Loss: L(zy) = | | f,(x)—yvert | 2 (4)
0" = argmin 9(l§DL(:v,y)) (5)

- 2z An input feature vector

- y: The target vector

- e(z): An Encoder

- d(z): A Decoder

- s An activation function

- D: Dimension of features

- W,.. W,.: Weight Matrix of the encoder
and the decode

= boe. by.. Biases of the encoder and the

decoder

- 0. The parameters of encoder and decoder
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Fig. 2. Proposed Method (X-FDS)
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Table 2. Description of Payment Log
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Fig. 7. Model performance along with various training
Table 4. The detection performance compared with previously suggested methods
Model Training Set Test Set Detection Performance
ode
Benign Fraud Benign Fraud Accuracy | Precision | Recall | F1 Score
Autoencoder 6,676,600 - 1,800 200 0.8531 0.7819 0.7771 0.7795
LightGBM 6,676,600 2,082 1,800 200 0.7831 0.7251 0.7013 0.7130
XGBoost 6,676,600 2,082 1,800 200 0.7829 0.7018 0.6813 0.6913
X-FDS 6,676,600 = 1,800 200 0.9412 0.8715 0.7998 0.8341
X-LightGBM 6,676,600 2,082 1,800 200 0.7617 0.6922 0.6713 0.6815
X-XGBoost 6,676,600 2,082 1,800 200 0.7515 0.6711 0.6531 0.6619
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