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ABSTRACT

In the data economy era, various policies are being implemented to create an active data distribution environment. In
South Korea, the formation of a big data distribution platform and data trading began with the launch of the Financial Data
Exchange under public data governance. In the case of major advanced countries in the data field, they have built a data
distribution environment based on the data broker industry for decades and have strengthened national data competitiveness
through added values generated from the industry. However, behind the active data distribution through data brokers, there
are numerous information security issues, which have resulted in various privacy issues and national security threats. These
problems can occur sufficiently in the process of domestic financial data exchange. In our study, we analyzed various
information security issues of data trading caused by data brokers and derived information security requirements to be
considered when trading data. We verified whether information security requirements are well reflected in the information
security policy for each transaction stage of the domestic financial data exchange. Based on the verification, measurements to
strengthen information security for financial data exchange are presented in our paper.
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Table 1. Risk Taxonomy of Military Organization for Data Security (10)

Asset Vulnerabilities

Threats

- Personal information including social
Personal media data on personal preferences
- Geo-location data

- Extortion / black mail

- Manipulation of behavior or opinion
- Impersonation or identity theft

- Intelligence gathering / Surveillance

- Device 1D

- Data on device use

- Data on specific equipment such as
credit cards

Equipment

- Exposure of device IDs

- Intelligence on equipment

- Mapping of communication patterns
- Credit card theft

- Information about personnel
Information | - Information about system usage and
user behavior

- Information theft via for example spear
phishing

- Exposure of sensitive information such
as lists of personnel etc.

- Data leaks/hacks

- Geo-location data
Facilities - Personal information
- User data

- Localization of sensitive or secret facilities

- Identification of personnel working in
specific facilities

- Access to facilities via impersonation

- Geo-location data
Activities - Personal information including social
media data on personal preferences

- Mapping or tracking of personnel movement
- Localization of ops or exercises
- Disruption of activities
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Table 5. Whether 5 security requirements are reflected in each trading steps at financial data exchange
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Table 6. Examples of Data Broker Registration File in California Government

Dat;;?;gker Date Added Website URL Email Address Physical Address
. . 11030 Circle Point

fipsilon Data 5004 41_31 us.epsilon.com privacy EPS (at) | p 0 7 United

Management lionresources.com States

422 Ho|8 St SEH A

dolH B2 FAsE Qi WEEe} ez
ofell A= dolEBEY] SE2AS At dlolE
nEsR 528 S A A3 Yajo] el o
A i]—°'i /49 24). Table 6.3} 7o) s o}
| 3o o]F, B2l AolE Fi Eeld

so Qusl g ma dleleness)
sl dlolEle FAZ} AAlEe] WelE P

gAEe] slek (1) WEel wel FEok- 4
H,

&

34
] }E}L ek 24 L (2) AR A
R dlelefe] 4 Wl A AR 5
qu. 1% 3 dlolel FAl= ARAlelA B
Ho ]E;q_'-l 7(4—124& “1)4 }8]—1;]._
Pla dlolHBRA FEAE F3f dlo
9 gEolY HAYE BASA, z%io]
b SgrlolE AN AR dolE At
Xﬂ% AleYate] dloly A9 delE B
sdtk. dlele] F5ak s5AE E3 T I
o] HHE %H s o]y FAl= A= 7H¢dﬂé
wol ARAE Flskar, NI A Bl A s
2 AR AAg 27 4 Aok,

fo T o O{N N e

—H rUlﬂl }‘ﬂ :::, }‘)‘

3

()

—

02i
) »
o.nN_. o

_4

E
e %

[iis
is

&

2,

3
U

R

%“J

[
4

7}

k:o

3
tfn

4.3 Fojols O1#E TRE BEES MY Op

dolHBE7 = 25714 91224 wlolg] Al
S22 dHold AR Asbel A sleh25].
dlolejB277} Aatsles dlolef7h F7iekiel] Fof
& g PR AHES o AellA Augit A
A TR 2 JRE e dvske, dle]
a7 AA Tl dHolHE &jh-7hested <f
B el A folwlgh o8 S AAtalisict.

FEHlelE AT FAAE vkt Ak dlo
Elvk 93] Hold Sl 52 4 il feEe

Yele7h £F7hse] F7kekuel Qdae 14 7}
SAL AL < Heh Telu dele] A9
spgela) dole] skuel g $13e Teldlel @
oh D) WA dele Ad Zeazd hgEs
9 o8 mde myole=E Aty
of @) ol Eal, dolH 4% A WA sbed
£ eldst e sk Bew a7l
25 FEsalol A i) olF, AdwA) A
BE QAL AAY W LTRSS Hda)

oﬂ% So}, APz WAslAE At )
o) 143 Ao g A 9 2
ui A, 4870 doly g o]l Frkeku
D R I I Ry
Ad 0 Ak sAAE A dolels] B4
Fed, Bl 2 ol A B melste] qhuA
98 APse Bt wAem
SAE A7 9183t dlolE] % WAl A gku

wdYE 5

rﬂ
L =

rlr

ct.
=7k olqrE arefshe= Zlo] HlolE A IA
AL opdrt. Hlol®
A, AR forlsi, =7t
ol B 1 FellA
°]

WAsE Hel tAlEe] F7RekE o)m St
A5 Ao
v.d 2

ol A= dloE|HE AL Hole|qrE 43}
04 Zd?f& dlo]e] A& &t ARRS vAltE
EZ3) o] F, v Fgdlelel ALY S5l
ole] Aell A& MY A =& aHAEE
zh kg Ee] ol=A Al 1 AF, AuE
2ol AgtANA AR el wied=]e] 9l%]
wk o dlole] FA9] ARl gk zze) dlo]
Bl gtro| 3 AR RS thAo] nF3}gdc}.
o] A5 vl g FFFE Avds 73} ol
ole] FAloll wigk Al FHA Fr' dolg A



152

i i e B e e e

dele B2 Halelhs THLR

Table 7. Predicting the results of reflecting the
three reinforcement measures

Requirements Present Result
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) O O (4.1)
3 o) O 4.1)
@ A 0 (4.2)
® X 0 (4.3)
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