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Abstract In this paper, the design of lightweight S-Box structure for implementing a low power AES

cryptosystem based on composite field. In this approach, the S-Box is designed as a simple structure

by which the three modules of z°, X, and GF((2%)?) merge into one module for improving the usable

area and processing speed on G’F(((2 )?)?). The designed AES S-Box is modelled in Veilog-HDL at
structural level, and a logic synthesis is also performed through the use of Xilinx ISE 14.7 tool, where
Spartan 3s15001 is used as a target FPGA device. It is shown that the designed S-Box is correctly

operated through simulation result, where ModelSim 10.3. is used for performing timing simulation.
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AES Cipher()
{
byte state;
state = input;’
Add Round Key(state, wl0, Num-1));
for (round = 1 step 1 to Num=1) {
SubByte(state);
ShiftRow(state);
MixColumn(state);
Add_Round Key(state, (round+1)*Num-1])
/
SubByte(state);
ShiftRow(state);
Add_Round Key(state, w[Num*Nb, (Nr+1)*Num-1));
output = state’

/
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Fig. 1. AES encryption algorithm
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module S Box():
delta d2(IN, del):
assign b = dell7:4]
assign ¢ = del[3:0]:
Bit GF(N, tmp5):
finv_lut i1(tmp5, tmp6):
mul gf2 4 m4(b, tmp6, vall7:4):
mul g2 4 m5(b " ¢, tmp6, val3:0);
del and_aff dafl(val, OUT);
endmodule
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Fig. 4. Main module of proposed lightweight S—-Box
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Vethos | No ot siees | B AR
Mui 39 69 27.653
Saurabh" 44 76 32.388
Proposed] 42 74 26.822
Proposed?2 44 78 25.459
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Minimum
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Methods Slices LUTs (Freq[Mhz])
Mui” 10.662
(2-pipes) 47 16 86 (93.791)
Saurabh® 9.674
(2-pipes) 44 16 82 (103.370)
Propose2 7.931
(2-pipes) 3 12 80 (126.087)
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