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A Study on Secure Encoding for Visible Light Communication
Without Performance Degradation

Minchul Kim® - Taeweon Suh'’

ABSTRACT

Visible light communication (VLC) is a method of transmitting data through LED blinking and is vulnerable to eavesdropping because
the illumination affects the wide range of area. IEEE standard 802.15.7 defines On-Off Keying (OOK), Variable Pulse Position Modulation
(VPPM), and Color Shift Keying (CSK) as modulation. In this paper, we propose an encryption method in VPPM for secure communication.
The VPPM uses an encoding method called 4B6B where 16 different outputs are represented with 6-bit. This paper extends the number
of outputs to 20, to add complexity while not violating the 4B6B generation conditions. Then each entry in the extended 4B6B table
is scrambled using vigenére cipher. The probability of decrypting each 6-bit data is 2% Eavesdropper should perform 2'1120" number
of different trials to decrypt the message if the number of keys is n. The proposed method can be applied to OOK of PHY II and CSK
of PHY III. We further discuss the secure encoding that can be used in OOK and CSK without performance degradation.
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Table 1. VLC Operating Modes

Operating mode | Modulation | RLL code | Data transfer rate
OOK Manchester | 11.67-100 kb/s
PHY I
VPPM 4B6B 35.56-266.6 kb/s
OOK 8B10B 6-96 Mb/s
PHY 1I
VPPM 4B6B 1.25-5 Mb/s
PHY III CSK - 12-96 Mb/s
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Table 2. Mapping Table from 4B Input to 6B Output [1]

4B(Input) 6B(Output) Hex
0000 001110 0
0001 001101 1
0010 010011 2
0011 010110 3
0100 010101 4
0101 100011 5
0110 100110 6
0111 100101 7
1000 011001 8
1001 011010 9
1010 011100 A
1011 110001 B
1100 110010 C
1101 101001 D
1110 101010 E
1111 101100 F

= 29 4B(Input)?} 6B(Output)?)

o:]‘7
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Table 3. Proposed Mapping Table from 4B Input to 6B Output

4B(Input) 6B(Output) Hex

0000 001110 0

0001 001101 1

0010 010011 2

0011 010110 3

0100 010101 4

0101 100011 5

0110 100110 6

0111 100101 7

1000 011001 8

1001 011010 9

1010 011100 A

1011 110001 B

1100 110010 C

1101 101001 D

1110 101010 E

1111 101100 F
- 110100 apparition 1
- 111000 apparition 2
- 001011 apparition 3
- 000111 apparition 4
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