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ABSTRACT

With the development of network technology, the application area has also been diversified, and protocols for various purposes have
been developed and the amount of traffic has exploded. Therefore, it is difficult for the network administrator to meet the stability and
security standards of the network with the existing traditional switching and routing methods. Software Defined Networking (SDN) is a new
networking paradigm proposed to solve this problem. SDN enables efficient network management by programming network operations. This
has the advantage that network administrators can flexibly respond to various types of attacks. In this paper, we design a threat level
management module, an attack detection module, a packet statistics module, and a flow rule generator that collects attack information through
the controller and switch, which are components of SDN, and detects attacks based on these attributes of SDN. It proposes a method to
block denial of service attacks (DoS) of advanced attackers by programming and applying honeypot. In the proposed system, the attack
packet can be quickly delivered to the honeypot according to the modifiable flow rule, and the honeypot that received the attack packets
analyzed the intelligent attack pattern based on this. According to the analysis results, the attack detection module and the threat level
management module are adjusted to respond to intelligent attacks. The performance and feasibility of the proposed system was shown by
actually implementing the proposed system, performing intelligent attacks with various attack patterns and attack levels, and checking the
attack detection rate compared to the existing system.
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Table 1. Comparison of Existing Researches and Proposed System
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Table 2. Honeypot Induction Flow Rule Example
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Fig. 3. Threat Level Management Module States
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Table 3. Experimental System Environment
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CPU Intel i5-3220M Quad Core
Processor

RAM 8GB

LAN 1Gbps LAN

SDN Switch (OVS)

CPU Mediatek MT7620A

RAM 128MB

LAN 4-ports 1Gbps LAN

—

Fig. 6. Experiment Environment
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Fig. 8. Experiment Process
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- 172.17.0.3 hping statistic ---
36936 packets transmitted, © packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms
hping in flood mode, no replies will be shown

- 172.17.0.3 hping statistic ---
32506 packets transmitted, © packets received, 100% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms
hping in flood mode, no replies will be shown

- 172.17.0.3 hping statistic ---
34136 packets transmitted, © packets received, 100% packet loss
round-trip min/ava/max = 0.0/0.6/8.0 ms

Fig. 9. Pattern-based Intelligent Attack
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376953 400000 , 2.002592850333334
New timeout: 12

Receive: ACK

417257 450000 , 2.002592850333334
New timeout: 12

Receive: ACK
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New timeout: 12

Receive: ACK

Fig. 10. Honeypot Timer Update Module Operation
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Table 4. Intelligent Attack Packet Detection Rate Comparison

System without
Timer Update

89.2772%

Proposed System

Detection Rate 95.7811%
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Table b. Thread Level — Detection Criteria

Thread Level Detection Criteria
No Threat 50%
Low 40%
High 20%
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SYN Packet Size Victim CPU Usage | Victim CPU Usage
Byt —o— SYN Packet Size | %)

Increased Threat Level: Low Threat A~ SYN Packet Size

Detection Threshold: 40
24000 90
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Fig. 12. Intelligent Attack Based on Attack Level
in the Proposed System
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Fig. 13. Intelligent Attack Based on Attack Level
in the System of Tian et al.[29]
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