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ABSTRACT

Methods to Introduce Criminal Remedies to Enahnce Effectiveness of

Administrative Technology Misappropriation Investigation

Byung-Soo Kang*
Yong-kil Kim**
Sung-Pil Park***

Small and medium-sized enterprises (“SMEs”) are vulnerable to trade secret
misappropriation. Korea’s legislation for the protection of SMEs’ trade secrets and
provision of civil, criminal, and administrative remedies includes the SME Technology
Protection Act, the Unfair Competition Prevention Act, the Industrial Technology Protection
Act, the Mutually Beneficial Cooperation Act, and the Subcontracting Act. Among these
acts, the revised SME Technology Protection Act of 2018 introduced the “administrative
technology misappropriation investigation system” to facilitate a rapid resolution of SMEs’
technology misappropriation disputes. On September 27, 2021, Korea’s Ministry of SMEs
announced that it had reached an agreement to resolve the dispute between Hyundai
Heavy Industries and Samyeong Machinery through the administrative technology
misappropriation investigation system. However, not until 3 years and a few months passed
since the introduction of the system could it be used to resolve an SME’s technology
misappropriation dispute with a large corporation. So there arose a question on the
usefulness of the system. Therefore, we conducted a comparative legal analysis of Korea’s
laws enacted to protect trade secrets of SMEs and to address technology misappropriation,
focusing on their legislative purpose, protected subject matter, types of misappropriation,
and legal remedies. Then we analyzed the administrative technology misappropriation

investigation system and the cases where this system was applied. We developed a

* First Author : Expert Committee Member, Korean Foundation for Cooperation of Large and Small Business,
Rural Affairs; Attorney at Law.
*#%* Second Author: Arbitrator, Doctor of Laws.
*%% Corresponding Author : Professor, Korea Advanced Institute of Science and Technology



7|e&e dEzAte e MUE /F 2HEF Lot YA THts SMez- 85

proposal to enhance the usefulness of the system. The expert interviews of 4 attorneys
who are experienced in the management of the system to check the practical value of the
proposal. Our analysis shows that the lack of compulsory investigation and criminal
sanctions is the fundamental limitation of the system. We propose revising the SME
Technology Protection Act to provide correction orders, criminal sanctions, and compulsory
investigation. We also propose training professional workforces to conduct digital forensics,
enabling terminated SMEs to utilize the system, and assuring independence and fairness of

the mediation and arbitration of the technology misappropriation disputes.

Key Words : Trade Secrets, SMEs, Technology Misappropriation, administrative investigation,
criminal remedies, compulsory investigation, Digital Forensic, Mediation, Arbitration



