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Abstract In the fintech field, financial transactions with smart phones are actively conducted. User authentication
technology is essential for safe financial transactions. PIN authentication through the existing security keypads
is convenient to input but has weaknesses in security and others. The biometric authentication technique is
secure, but there is a possibility of false positive and false negative authentication. To compensate for this,
two-factor authentication is used. In this paper, we propose the 1.5-factor authentication that can increase
convenience and security through PIN input with biometric authentication. It provides the stability of
fingerprint authentication and convenience of two or three PIN inputs, and this makes safe financial
transaction possible. Since biometric authentication is performed at the same time when entering PIN, while
security is required by applying fingerprint authentication to the area touched while entering PIN. The User
authentication is performed while ensuring convenience to input through additional PIN input in situations
where high safety is required, and Safe financial transactions are possible.

Key Words : Fintech, 1.5-factor authentication, User authentication, Secure keypads,
Biometric authentication, Fingerprint recognition, Fingerprint authentication
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