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Abstract

Classical cryptography with complex computations has recently been utilized in the latest computing systems to create secret
keys. However, systems can be breached by fast-measuring methods of the secret key; this approach does not offer adequate
protection when depending on the computational complexity alone. The laws of physics for communication purposes are used in
quantum computing, enabling new computing concepts to be introduced, particularly in cryptography and key distribution. This
paper proposes a quantum computing lattice (CQL) mechanism that applies the BB84 protocol to generate a quantum key. The
generated key and a one-time pad encryption method are used to encrypt the message. Then Babai’s algorithm is applied to the
ciphertext to find the closet vector problem within the lattice. As a result, quantum computing concepts are used with classical
encryption methods to find the closet vector problem in a lattice, providing strength encryption to generate the key. The

proposed approach is demonstrated a high calculation speed when using quantum computing.

Index Terms: Quantum Cryptography, Key Distribution, BB84 Protocol, Lattice, CVP

I. INTRODUCTION

Human civilization has entered the information era owing
to the widespread use and rapid growth of the Internet.
Almost all aspects in life are now inextricably linked to the
Internet [1]. In our modern times, secure communication has
been widely used and is an important approach; however, we
must remember that important information is often sent over
a network. With an increased number of email and Internet
users, it would be easy for hackers to eavesdrop. Despite
encrypting information using cryptographic schemes, because
the protection of a cryptogram depends on the confidentiality
of the key applied, a vulnerability remains (secret key
encryption and public-key cryptography). To prevent this
key from being revealed and to avoid the issue of a key dis-
tribution, two users must meet in advance to settle on the

key or use private information with secret key cryptography
(SKC) or large numbers and a difficult processing, all of
which are inconvenient approaches [2]. Owing to the disad-
vantages of basic cryptographic systems, quantum cryptogra-
phy must be used to make the transmission of information
between two or more parties safer. To solve this problem, the
strength and privacy are contained within the laws of phys-
ics. The peculiar and irregular behaviors of microscopic
(photons) enables users to create secret keys and securely
detect eavesdropping. The distribution of quantum keys is
the subject of quantum cryptography. Quantum cryptography
is the technique and science for using the effect of quantum
mechanics to carry out cryptographic tasks. It offers a per-
fectly secure data transmission because it relies on the laws
of physics [3]. Quantum cryptography is a subfield of cryp-
tography that combines quantum mechanics with traditional

Received 22 February 2022, Revised 14 October 2022, Accepted 18 October 2022
*Corresponding Author Ali S. Abosinnee (E-mail: abosinnee.ali@gmail.com, Tel: +964-7735090633)

Altoosi University College, Najaf 54001, Iraq

https://doi.org/10.56977/jicce.2022.20.4.242

print ISSN: 2234-8255 online ISSN: 2234-8883

©This is an Open Access article distributed under the terms of the Creative Commons Attribution Non-Commercial License (http://creativecommons.org/licenses/by-
nc/3.0/) which permits unrestricted non-commercial use, distribution, and reproduction in any medium, provided the original work is properly cited.

Copyright © The Korea Institute of Information and Communication Engineering

242


https://orcid.org/0000-0003-0176-147X
https://orcid.org/0000-0003-2788-7919
https://orcid.org/0000-0002-1035-5249

cryptography. Heisenberg’s uncertainty principle and quan-
tum no-cloning theory may ensure communication security
[4]. Many existing public-key encryption (e.g., ElGamal,
RSA, elliptic curve cryptography (ECC)) approaches are
insecure in a quantum computer owing to its particular fea-
tures. Under quantum computers, the well-known discrete
logarithm problem (DLP) or the integer factorization prob-
lem will no longer be complex [5].

The rest of this paper is organized as follows. Section 2
introduces some related studies regarding quantum cryptog-
raphy. Section 3 presents the preliminaries of quantum phys-
ics and quantum communication. Section 4 presents the
benefits and security that quantum cryptography will bring
to the future Internet. Section 5 provides some concluding
remarks regarding this paper.

Il. RELATED WORK

One of the quantum cryptography protocols is the quantum
authentication (QA) protocol, which was suggested in 2001.
Many QA protocols have since been proposed [6,7,8]. In
2011, Bennett and Brassard presented the first practical
quantum key distribution (QKD) protocol. They were the
first to establish the quantum key distribution mechanism by
utilizing single-photon polarization. Then, to increase the
security and efficiency, significant effort was placed into the
development of QKD [9]. According to Sudhir et al. (2017),
the Internet of Things (IoT) will play a significant role in our
lives during the next several years. The current level of pro-
tection for future loT apps is poor. Quantum cryptography as
a long-term security solution for IoT has been introduced
[10]. Balygin et al. (2020) developed a detector mismatch
attack, which involves only minimal changes to the current
systems that use the BB84 quantum distribution protocol,
which implies a simple and physically intuitive concept of
defense against an active sensing attack [11]. Krendelev and
Sazonova (2018) described an algorithm for creating a hash
function, which is resistant to quantum computers, based on
the problem of a system for solving polynomial equations
with integers. The developed algorithm is parameterized
such that the result of the hash function depends on several
parameters, and it will therefore take considerably longer to
select the solution to the task because finding a solution to
the described system of equations with a degree of greater
than 3 is algorithmically unsolvable [12]. This paper intro-
duces some useful quantum computing techniques for Al
engineers, including quadratic unconstrained binary optimi-
zation (QUBO), variational quantum Eigensolver (VQE), the
quantum approximate optimization algorithm (QAOA), and
the Harrow-Hassidim-Lloyd (HHL) algorithm [13].
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lll. QUANTUM CRYPTOGRAPHY AND PROTO-
CcoLs

Quantum cryptography cannot be used to exchange infor-
mation securely; however, two users can use it to share a
cryptographic key. For this reason, we generally refer to a
quantum key distribution as quantum cryptography. Bennett
and Brassard invented QKD in 1984, which can enable us to
securely solve the distribution issue of a random key.

In quantum computers, the qubit is the smallest piece of a
memory system unit and is identical to a bit in classical
computers. In classical computers, the bit is the most signifi-
cant element, and the value stored as a bit is either a 0 or 1.

The bit is the most significant element in classical comput-
ers; however, in quantum mechanics, the unit is the qubit,
which has a minimum of two values. A qubit is represented
as a 0 or 1 between “/” and “>,” and thus is represented as |
0> and | 1>, as shown in Fig. 1 [14].

Classical Computers
(digital bits)

Quantum Computers
(Quantum bits)

“0” Ol‘ “1 ”
state

“0” alld “] ”
state

Superposition

Fig. 1. Classical and quantum bits

In a mathematics representation, the qubits are represented
as a vector of the column, where the binary state of “0” rep-
resents a vector of a column of [1,0], whereas the binary
state of “1” is a column of a vector of [0,1]; however, it is
possible to portray them better using a Dirac notation in
mathematics, which is also called a “bra-ket notation.” In a
Dirac notation, the qubit of a 0 state is represented as |0>,
whereas the qubit of a | state is |1>.

The rectilinear basis (+) of the horizontal (0°) and vertical
(90°) polarization states, where |—> and |1> denote (0°) and
(90°) polarized photons, respectively, and the vector space
(Jones Matrix) for both states are shown in Fig. 2.

The diagonal basis (X) of the diagonal polarization states
are 45° and 135°, where |[2]> and [[x]> denote photons
polarized at 45° and 135°, respectively. The expressions for
the vector space of both states are indicated in Equations (1)
and (2), and Fig. 3 shows the different states of the photons

[11].
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Figure 4 (a and b) shows the Classical bits agents Qubits

0—>|0)_((1)) o
1—>|1)—((1)) |lp>_(ﬁ) o/0) + A1)

(a) (b)

Fig. 4. (a) Classical bits (b) Qubits

The superposition of |0> and |1> has the same length as
the real vectors, as indicated in Equation (3) and Fig. 5.

02 +p2=1 3)

Fig. 5. Superposition of |0) and (1) having the same length for real vectors
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A. Protocol E91

Arthur developed the E91 protocol in 1991. Entangled
photons are used in this protocol. Alice, Bob, or any third
party should therefore prepare for such application. Figure 6
illustrates the described bases on a Poincare sphere. Measur-
ing from the positive x-axis, one can see that Alice’s bases
are lined up at angles of 0°, 45°, and 90°, whereas Bob’s
bases are located at 45°, 90°, and 135° [2].

B——®

Alice
Fig. 6. lustration of the described bases on a Poincare sphere

This protocol is dependent on the following steps, as illus-
trated in Fig. 7.

Algorithm of Protocol E91:

Input: Source generates entangled particles

Output: Get common key

Step 1: Begin {

Step 2: Source generates entangled particles.

Step 3: Send particles to Alice and Bob.

Step 4: Measure particles independently.

Step 5: Send schemes from one party to another.

Step 6: Compare schemes and get common key.

Step 7: Send hashes to each other to verify the equality of
the common key.

Step 8: } End Algorithm

Legend:
A: Alice B: Bob S: Source

:

Fig. 7. Protocol E91 Mechanism

B. BB84 Protocol

BB84 and the DARPA project use photon polarization to
encrypt the data bits, relying on “uncertainty” to prevent Eve
from discovering the hidden key. In 1984, the first quantum
cryptography protocol was implemented by Bennet and
Brassard. They start from the study “Conjugate Coding” by
Wiesner and then use photon polarization for the key distri-
bution. The polarization states represent both orthogonal
bases for linear polarization (+) and diagonal bases for diag-
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onal polarization (x). Figure 8 shows the rectilinear and
diagonal bases [15].
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Fig. 8. Rectilinear and diagonal bases

The following notations are used: (I) denotes a photon in a
horizontally polarized state or at 0° degrees, () denotes a
photon inside a vertically polarized state or at 90°, (/)
denotes a photon in a 45° degree polarization, and (\)
denotes a photon in a 135° degree polarization. The 0° and
45° degrees are measured as bit “0,” and 90° and 135° are
measured as bit “1,” as shown in Table 1.

Table 1. Notation of bases and polarization

Bases Polarization Bit Polarization angle
+ [ 0 0°
+ 1 90°
X / 0 45°
X \ 1 135°

Two participants, Bob and Alice, would like to negotiate
on an agreement of a secret key for this protocol, from
which no eavesdropper, usually called Eve, can access essen-
tial data. Alice produces a random sequence of bits, sending
it through a quantum channel to Bob in various polarization
bases (measured as bits). When Bob receives the sequence,
also called a “raw key,” Bob chooses the basis of each qubit.
His examination is either similar to or different than Alice’s
basis. Bob announces his bases through a public channel,
and only a bit that is similar to Alice’s bases will then be
used as a secret key, with the rest discarded. A non-similar
bit or a short bit that Bob hasn’t measured is referred to as a
“sifted key” [15].

The algorithm and steps applied by the BB84 protocol are
as follows [16]:

Algorithm of BB84 protocol:

Input: Random bit

Output: Shared secret key

Step 1: Begin {

Step 2: Alice’s random bit.

Step 3: Alice’s random sending basis.

Quantum Computing Cryptography and Lattice Mechanism

Step 4: Photon polarization sent by Alice.
Step 5: Bob’s random measurement basis.
Step 6: Photon polarization measured by Bob.
Step 7: Public discussion of basis.

Step 8: Shared secret key.

Step 9:} End algorithm.

Example applying the above algorithm:

1: Let us take the sequence (1001110010) randomly cho-
sen by Alice to generate a key used for any following
encryption method.

2: Alice will randomly pick the polarization and then give
it to Bob.

3: The polarization is estimated by Bob and compared
with Alice to see the correct polarization.

4: Bob will convert the correct polarization into a series of
Is and Os.

5: This series represents the key.

IV. ERROR ESTIMATION

The quantum bit error rate (QBER) is the quantum cryp-
tography error rate method used and is defined as the per-
centage of error that occurs in the key during transmission.
If the quantum cryptography of BB84 is properly con-
structed, the existence of an eavesdropper would be easy to
discover. The eavesdropper obtains further data with a
greater error rate, as shown in Equation (4) [14,15].

QBER = Nwrong/(LS+Nwr0ng)s (4)

where Ls is the number of bits from a primary sequence, and
Nurong indicates the number of bit errors.

Example of Error Estimation

Alice generates a sequence from primary bits with a length
of 750 (Ls =750) and a bit error (number of wrong bits that
occurred between Alice and Bob) sequence with a length of
N_wrong = 320.

Thus, QBER = 320/(750 + 320) = 0.29.

A value (0.29) of less than 50% means that there is no
eavesdropper and the right bits can be used as a secret
shared key.

V. QUANTUM CRYPTOGRAPHY ADVANTAGES
AND DISADVANTAGES

A quantum cryptosystem demonstrates certain advantages
over symmetric and other public-key crypto algorithms. The
application of quantum cryptography is a big part of digital
communication in our everyday lives [17,18,19].
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1) The advantages are as follows:
a) Easy to use.
b) Almost unbreakable
¢) Requires the fewest resources.
2) The disadvantages are as follows:
The quantum signal range is currently limited to
approximately 90 miles.
3) Applications include the following:
a) Data encryption.
b) Digital signature.
¢) Communication security within a space.
d) Quantum Internet.
e) Brain analysis functionality.

VI. "ONE-TIME PAD" ENCRYPTION

The “one-time pad” (OTP) used in cryptography is a
method of encryption that cannot be cracked; however, this
requires using one pre-shared key of the selfsame size, or a
key longer than the message that we need to send. With this
method, the plaintext can be encrypted using the random key
(a one-time pad is often referenced). Then, every character
bit in the plaintext is encrypted by combining it with the
right bit or character from the pad. If the following four con-
ditions are satisfied, it will be challenging to crack the
resulting ciphertext:

The key should be genuinely random.

The key must be at least as lengthy as the plaintext.

The key should be not entirely or partially re-used.

It is vital to keep the key entirely secretive.

The encryption equation of a one-time pad is as follows:

cl=pldk %)

VII. LATTICE AND CLOSEST VECTOR PROBLEM

The problem of the closest vector (CVP) is to give vector
(weR) which is not contained in the lattice (L), and then
find vector veL that is close to vector w, e.g., find a vector
(vel), which lessens the Euclidean norm, as in (w — V).
Suppose that we want to find a vector that is contended in
(L). In addition, it is close to vector w, € R”n based on
Babai’s algorithm:

Babai’s Closest Algorithm:

Write w =tlvl +12v2+ - - - +tnvn with tI, . . ., tneR.
Setai= ti! fori=1,2,...,n.
Return the vector v=alvl +a2v2 + - - - +anvn.a

https://doi.org/10.56977/jicce.2022.20.4.242

VIIl. PROPOSED METHOD

This section introduces the proposed method, called quan-
tum computing and lattices (CQL). In our proposed approach,
we generate a quantum key (shared secret key) depending on
the BB84 protocol, and thus we use a key generated to
encrypt a message through the OTP method, as in Equation
(5). In cryptography, a one-time pad is a system in which a
private key is randomly generated. We then use the cipher-
text to create a lattice, and thus we apply Babai’s algorithm
to find the closest vector. As shown in Fig. 9, the proposed
algorithm and schemes are implemented in MATLAB.

Input: Generate Random Bit Create Lattice from Encryption

of 0 and 1 Data

|

Generate Quantum Key
Distribution Based on BB84
Protocol

Applied babies algorithm to find
closet vector problem in lattice

- - Output: Closet Vector
Message encryption by using

One-time pad method

Ciphertext

Fig. 9. Proposed CQL scheme

Proposed Algorithm:

Input: Random bit as a binary 0 or 1

Output: Closet vector

Step 1: Begin {

Step 2: Generate a quantum key distribution based on the

BB84 protocol

Step 3: Use one-time pad encryption as in Equation (5) to

encrypt a message with a key from Step 2

Step 4: Create a lattice from the encryption data

Step 5: Apply Babais’ algorithm to find the closet vector

problem in a lattice

Step 6:} End algorithm.

The proposed system starts from generating bits (0s or 1s),
into a ciphertext and then creating a lattice from the cipher-
text. Babai’s algorithm used to find the CVP in this system
can then be easily used with any encryption teaching. The
reason for this is the strength of the key generated using the
quantum protocol.
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IX. IMPLEMENTATION AND RESULTS OF CQL

In this section, implementation the proposed algorithm
using MATLAB R2019b is described. Random bits of 0s and
Is are used to generate a quantum key distribution based on
the BB84 protocol, as in the algorithm described in section
3.2. After obtaining the key, a “Hello” message is entered for

Quantum Computing Cryptography and Lattice Mechanism

encryption using the one-time pad method, as indicated in
Equation (5). A lattice is created from encryption data (in
this step, a ciphertext is converted into integers), and the lat-
tice is obtained from this step. Finally, Babai’s algorithm is
applied finds the closest vector problem in the lattice (the
output is a closed vector).

Quantum key distribution

A 1|1 |oe|(1f(1fofo0o]|0|0]|O0]|O0|OQ|OQ[0|1[0 1|1|oe|1|o0|o0fo0 21|11 ]|0|0 |21 f0O0f0Of1]|O
Ab x| ||z =]|= b I I - I I - S S N S S B R O
AP '

BE-b || +|x|F|F|F]|F|F|F|F|F]|F] F]| x|+ |lz|+|2|+F|F|F|[z]z]|F|F]F|z|=2|+|+|=x]+
Ep

Ley 1]1]|0f(1 efejojo|ojojo|Oo|O|1l lLj1joj1|jojofo |11 efof1l]1]o|ofl|@Q
Here,

A: Alice’s random bit;

A-b: Alice’s random sending basis;

A-p: Photon polarization sent by Alice;
B-b: Bob’s random measurement basis; and
B-p: Photon polarization measured by Bob.

Key =

[rl2fofsJofofofofofofofofofefofsfsfofefofofofufefofofrfrfofofr]o]

One-time pad encryption

Message = 'Hello'

=[72 101 108 108 111]; 'Hello' in decimals
Convert from decimals into binary vector

Lofofefrjofofryrfofufofofrjrjofofufejofefrjofofrfejofufrjufrjrjrjofefr]

Ciphertext =

Llefofofofofrfrfofeofofrfoofefofrfefefrfofefofrjofefofejrfoft]

Create a lattice from encryption data.
In this step, convert the ciphertext into integer numbers.
Create a lattice from these data.

Ciphertext in binary form:

1 1 0 0 0 0 1 1
0 1 0 0 1 0 0 1
0 1 1 1 1 0 1 0
1 0 0 0 1 1 0 1
Decimal Ciphertext =195 146 9% 177
Lattice = 195 94
146 177

Apply Babai’s algorithm to find the closet vector
problem in a lattice.

W=[203 456] Find the CVP in the lattice.

Lattice=V =195 94
146 177

t= 2.1101 0.8176
round t
t= 2 1
vli=32 278
v2 =207 199
v=239 477 This closet vector
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X. CONCLUSION

Quantum cryptography promises to address some of the
problems that have plagued classic encryption techniques,
such as the main distribution problem and the expected col-
lapse of the public/ private key system. Quantum coding
operates on the principle of Heisenberg’s uncertainty and the
random polarization of light. Another purely theoretical
basis includes EPR entangled pairs. Given the high cost of
implementation and the adequacy of current encryption
methods, quantum cryptography is unlikely to achieve wide-
spread use for several more years.
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