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A study on the design and implementation of a virus

spread prevention system using digital technology
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Abstract

Including the COVID-19 crisis, humanity is constantly exposed to viral infections, and efforts are being made to
prevent the spread of infection by quickly isolating infected people and tracing contacts. Passive epidemiological
investigations that confirm contact with an infected person through contact have limitations in terms of accuracy
and speed, so automatic tracking methods using various digital technologies are being proposed. This paper verify
contact by utilizing Bluetooth Low Energy (BLE) technology and present an algorithm that identifies close contact
through analysis and correction of RSSI (Received Signal Strength Indicator) values. Also, propose a system that
can prevent the spread of viruses in a centralized server structure.
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Fig. 1. Infection spread chain network.
JF 1. 4Y =t AN HEXZ

d= F2419 I FJE7E 74 7le2 QoA
AFE]o], 7IREE §-& RIS FEE Hjxsiy
A FHE 59 HolHE EA4I5te] AdAe B H5
7Fs7d0l Sl AolAl AFso® dFo] Tk R E
F=3om, YEME Code For Japan(CFJ)olgk=
7]l AHPEES] 7|53 o]-83t 4 A|AHlo] 7=
o flEoAE eE dHEAIARE F50] ffRt &Y
AYH 9 Z2EFS fEY 20| TF

s/shalct.
2 =82oA+= WIFL, BLE 5 HAE 3% 7«2 &

8ol dlolgg Sst, BaAet HEAE EF
149 ke AT AAde] B ATE AW
. A48740] 2ot Bl el el 29 4% o1

fohslo] ApEo2 HER} PYAEE WL A
590l 3% AME 3 AAES AT, A2 2
WEHE oo Wk BLES] FAAEA] F)ete] 7
U574 LuHES B TPAY H2 IR ol
Cf. ofEeplol 4] % Role ID BHRE 0|83l
o ZjQIgEt A8 ARSI 9T, AHeIE HEA Y
L g w@go] 24 AL IdA7|7HHERe|E A9
ZHE717) A= S84 1y o]3 7zt wuid
whto] A YRS YAES FF Aulo] 53}
T HAATIY et AAle] Bele S
olc:

|

¢

P K

I, 23 a7

1. 94" B% 34 opjHX
ORE JEA 4L AnlEE0] U3 A=A} =4
UL At the AnjEE: o
Lt DEEREREE e omw
Y 322 U & ok F
mile e o1 D& 59
434 dolEMolAE §X) BeshL, 15 22, o9
24 9 A7 A AR Seich. whEo] Bar
%loﬂﬂh Sl Sl AR 45 1015131101
2 teRcsle] ¥% vjyy TP Sl 13
2011*1% Lol A RO ZF AREA Hetd o
© Zg A9 dolee F Auier T9te 22
A g e

488

When A and B meet their phone
exchange a key code mutually

" —. —_— —_— =
Centralized ‘ Q @
9

Phone Provides anonymous IDs and codes of  Computer server uses database to perform

f
o F n:i*
ol
o]

L on
ol
of
X
e

A
)
I
&
=2
>,

o X
4@ iy
_?_‘5
M
>
3
fr
ol
o2

M

Person A is infected with
COVID-19 updates his
status in application

all phone in locality to centralized database contact tracing, risk analysis and sends alerts.

s — B ——— &'

Phone Provides own anonymous ID to
centralized database

Mobile downloads database to perform contact
tracing, risk analysis and generate alerts

Fig. 2. Two types of contact-tracing architecture[1].
I3 2. ¥E X 0P

2. RSSIZ 283t tRE A= 27
71& S49Y ABIE AFr1E 7o skl HAE
HAE F49 ays =ol7] &l WiFi, Bluetooth,
GPS, QR ZE Y Zigbee®} T2 &£F43} 72 tast

B4l 7o) A= it
ekl @S o83t J5 F42 BLE V&2 &8
o E A

3 Ao DA T kS-S A3 2= 9

A15.9] RSSI(Received Signal Strength Indlcator)
o|gsto] FAIZI9F A7) Alel9] ARE S 4= 3

ot RSSIS] ©91Q! dBm #52 0914 -100dBmo& 3

A= 0ofl 78S A7t iR aL 2= gto] A

APE A7t oFsfXInt. RSSI A28 &85t AYE S

Fote dEE TRt AljkEe] €85 Stk
o3l RSSI @t Agjete] TAAZ A (1)} 2ol

23 JHE yehd 5= UrH2]

(682)



160 j.inst.Korean.electr.electron.eng.Vol.26,No.4,681~685,December 2022

RSSI = —10n*log(d) + TxPower (1)
d= 10(T:1:P01U6r — RSSI)/(10n) (2)

A1), @0l di= F54171 Abele] AZJ(F]E), n&
AuEAS oJu|shy, TXPower— SAAY #dS o
it} meba], RSSIes &9 AEoA Ao & &
AZ 2k Aolrk. AWiggol sl J7Fol 24 I

AHE7oA n=2, ko|2E EHIRE AW g0l = n=
3~100= AHFT 4= Sty $5417] Afolof] AofEo]
1Al AZ7F 1mo|H, RSSIZF 69dBmelgtal 7Hgsictd
AupEAo] gl= *hﬂ ZHollA n=20]w FAIHHGS
-09dBmZ & 4= Utk °|2F Zo] Im, 3m 5 7%
Ag]ol|A FAAHGL &7g0] Zasitt

. MOt AJAEIQ] MA Tl &

mulel gho] BLE AIME ol8slol F7)7]e] Am
& Rk SAE RS TINeR AgAA T
B ofZelAlolde TS

BLEE A|¥sk= HHlo]AELS 7|EA O R Advertise
(Broadcast)?}t Connection®|gl= o2 5o} &
A3t} Advertise WA §F ®1ofl 3F 7)| o}e] wEa
AT 5 U= YT oItk F= wiEo] A4l &
g LAY 22 FB1Bytes olshe] User ElolEE
Bl i ARG g Hof| Hufjof Sli= Hlolg =717t
Zithd, @9 =7F 2 Connection IS A& A dlo]
BE& HY7|Eth=, AdvertiseE ©]85k= #o] ¢ &
Zo]7] glzol|t. Att A5 4= 3= dlold 271 Al
S HSl7] I8l Scan Request, Scan Responses
o] g3 F7HAQ HolHE FaS 4= QUth. 31bytes
Hrh= A9 ConnectionZHA] @WolA HUj7]E QH
=7t 2 flolgrt )2 W, Scan Request, Scan
ResponseE °]-&olH 5+ Ho| 244 glo[E&E U &
‘é 4= QA =tk Advertising PacketS ¥F2 Scanner

F714Q1 User Data(9fl& €01, 929 o|5HE 471
23l Scan Request® RWA "tk Scan Request:
HkS Advertiser= WHA] o]
Signalol] ©olA Hufict,

ofEgAlol o] AX|H mHIY TIE=RE HJH 5
Astal, #RE JHE ZHPEE AESte] J5 gAE
of 4 duE|E 283 T AHE AASI A
A2} random MAC 4= ARgo] ZZAX] Qo o]
£ 25t sl S AHolA IDE AB/dste] Fofgt

£ Scan Response

o}, & Aol o] AXH AREES V{3 IDE F
ofdtyl, AnfEEO] BLE AlA= HhE AREESE AHS
IDE At 59 AHe AMEECRRE AR
sk, WHOS| B4 d= 7I&= ot ¥ d%
Thols garejgol H-8asto] RSSI 7|8 - = A
o xRl tigt EHAS HAEE e

o FlF

¢

>~
>,
m[o

Close Contact 1

0 . Central
D Server
\\

Close Contact 2
‘\\ D
D B(chenge

Exchange
. Ar:lt

Contact person ID
«+— Ex A MAC
I;fec':ed Information (( ))
Close Contact 3 ersen

Fig. 3. Contact tracing system works.
O 3. HE 38 AAH 3%

ohZeALI 4 BLE MAE B3] F71710) Ang

43sjol AnteEe] 27 DB Agst, £ AHel

42 B9 dolHe Asdth FY ARy g%

U 41 Al AEHNA 4] LI, Folok SHe B
S

[‘

Infected ID Input : 1234

error : no ID

Input ID

6.1 Mig

extract all data from
contact List

close contact
condition?

NO
YES |

4
Remove duplicate ID and
register on Close contact list

Fig. 4. Close contact extraction flowchart.
O3 4. TSN 2 oM

YHHEA BAEE FE5he daEES 194014
Aokl stk FAE 219 IDE 9 A9 &3
A Bl AEC] SEIH =W, G AHollAs HlolEH



A study on the design and implementation of a virus spread prevention system using digital technology 161

ol E4) oing ISt Y 1D WEA UAES

5% 2250 9t 229 dolH: 52 At

M 24 gelzel vet YYSA P2ES et
1 ohEEAolES o) LYS Hdt
V. HoH AlARIO] A

Q=] 435 BLES A8 & Yt APEE A

35t F==mol= 7] 7k BLE 4l& F<=4lo] 7t
551t BLE A2 I==molE oty 2] AZlE &
o] Yokl & 79 ==Fol= TiE7|oA FA
$7AI%E BLE 4125 4205 AREste] 245t +
Mo 7] Alele] AZE A BleR Aol 44
AZE &Rt 242} 7171014 BLE $A1% 4lE FAl0
ot AAl A27F soldoll Wt RSSI gto] Zfofx
A|qt, ALkt AZ|9F A AzleE Zpo)7t Qe ol B
got7] Al 28 AT S AIE HA RSSI 749

c

=z

e SAlE RSSI @) ASTE Wi B gke AMEL
© Bt EPE F83I0AL Q) 2ol #AY &
At

RSSI,.. = %Z 57 3)

3

RSSI %k ol-&sto] FAIRRe} 417} Alol9] AZjE
st FHstEe Ate sl A== Q1A
AR ARbok= AAHNE & 5 HgstA 2 H5
Tsk=d RSSI gk B2 ofu7t ot gixiet
Ty Hd5Z Wit 9o I3 AKHAE 7@717? 1
FY) ¢ HE S YAE JHE BT 57510
RSSI goz ZF=E AXklbeta, 44 4 7F o (=
308) AEHAR] HEFE FE50] S5 AAsHL 2F
44 HE fAE Sl Hck

m[o

il

V. g8

BLE 7142 10m o] 24 74 9Iat Luelz
gtel © Wl ke A|lE3kc) RSSI B4 o
25g #gsle] Azl Aol & o Hekshricte U
AAEAE Adste JRES PPN 5 Uk AL
o A2TL ] U A5 B o) AS
A go] ofZejAlo| 4e Aagsior ghrh AL 914
o Jjel R BEE It Hasto] HolHg s4lska

FPIE B9 Ao Anst B4uT pelect

lzl m[o

o

¢

71 Ao] {85 B

RTLSZ oF== AARE YA A48 WiFi, RFID,
BLE Beacon & HAE 1%‘-" o 4 STt A
|E= AoE ¥ Yol e Ee A4 B= A
=251t Ak Y= _,_;H Sl Ve )= Azt
HEYIE =71 S8 Esks AHlet =99
ozt & 4 Q1 I FEZ EEs Wi A
Alst7] fIet IEE sk Adls Aol7t Utk
2 =wol4 A= BLE FJHTES o|&5k= A|AHI0]
, & ¥ Wi-Fi JEE &&sto] Hroly £4& &3t
W At Mt A7 E4lste] 9HSE dalEls
= ISk AL jitt

l‘

OE

References

(1] M. Shahroz, F. Ahmad, M. S. Younis, N. Ahmad,
Maged N. K. Boulos, R. Vinuesa, J. Qadir, “COVID-
19 Digital Contact Tracing Applications and
Techniques: A Review Post Initial Deployments,”
arXiv e-prints, 2021.
DOI:10.1016/j.treng.2021.100072.2021.

[2] P. Kumar, L. Reddy, and S. Varma, “Distance
measurement and error estimation scheme for
RSSI based localization in Wireless Sensor Networks,”
Wireless Communication and Sensor Networks
(WCSN), 2009 Fifth IEEE Conference, pp.1-4,
2009. DOI: 10.1109/WCSN.2009.5434802

(3] Jagoba Arias, Aitzol Zuloaga, JesusLazaro, Jon
Andreu, Armando Astarloa, “Malguki : an RSSI based
ad hoc location algorithm,” Microprocessors and
Microsystems, pp.403-409, 2004.

DOI: 10.1016/j.micpro.2004.03.001

[4] Santiago Ezpeleta, Jose M. Claver, Juan Jose
“RF-Based Location
Using Interpolation Functions to Reduce Fingerprint
Mapping,” Sensors, Vol.15, No.10, pp.27322-27340,
2015. DOI:10.3390/5151027322

[5] Kim H., Seo Y., Kim J., Yeom C., Won Y.,

“Mechanism for Minimizing Positional Errors Using

Perez Solano, Jose V. Marti,

Bluetooth Packet Information,” Proceedings of the
Korea Information Processing Society Conference,
vol.27, no.2, pp.769-772, 2020.

(684)



162 j.inst.Korean.electr.electron.eng.Vol.26,No.4,681~685,December 2022

DOI: 10.3745/PKIPS.y2020m11a.769

[6] Su, Z., Pahlavan, K., Agu, E., “Performance
Evaluation of COVID-19 Proximity Detection
Using Bluetooth LE Signal,” /EEE Access, vol.9,
2021. DOI: 10.1109/ACCESS.2021.3064323

[71 Z. Yan, J. Yang, and E. M. Tapia, “Smartphone
Bluetooth based social sensing,” Proceeding of
UbiComp, pp.95-98, 2013.

DOI: 10.1145/2494091.2494118

[8] Gary F. Hatke, Monica Montanari, Swaroop
Appadwedula, Michael Wentz, John Meklenburg,
Louise Ivers, Jennifer Watson, Paul Fiore, “Using
Bluetooth Low Energy (BLE) signal strength estima-
tion to facilitate contact tracing for COVID-19,”
arXiv, 2020. DOI: 10.48550/arXiv.2006.15711

[9] Lee H., Lee S., “Study on the Security Evaluations
and Countermeasure of Exposure Notification
Technology for Privacy-Preserving COVID-19
Contact Tracing,” Journal of The Korea Institute
of Information Security & Cryptology, vol.30,
no.5, pp.929-943, 2020.

DOI: 10.13089/JKIISC.2020.30.5.929

[10] “android-How to improve Bluetooth distance
measuring using RSSI?,” Stack Overflow https://
stackoverflow.com/questions/27939719/how-to-
improve-bluetooth-distance-measuring-using-rssi
[11] “Exposure Notification Bluetooth Specification,
Google,” vol.2, 2020.
https://covid19.apple.com/contacttracing

— BIOGRAPHY ———

Ji-Hyun Yoo (Member)

1995 : BS degree in Computer Science
and Engineering, Hanyang University.
2000 : MS degree in Computer Science
and Engineering, Hanyang University.
2012 : PhD degree in IT Service
Management, Soongsil University.

2014~ : Professor in the Department
of Software Convergence, Jangan
University

(685)



