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Abstract

Al-based Network Intrusion Detection Systems (Al-NIDS) detect network attacks using machine learning
and deep learning models. Recently, unsupervised Al-NIDS methods are getting more attention since there is
no need for labeling, which is crucial for building practical NIDS systems. This paper aims to test the impact
of designing autoencoder models that can be applied to unsupervised an Al-NIDS in real network systems. We
collected security events of legacy network security system and carried out an experiment. We report the results
and discuss the findings.
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1. Introduction

As network technology develops, the importance of network security technology has also increased.
Traditional network security authentication using public key certificates can verify network traffic originated
from trusted users. However, it has limitation in that it cannot detect and block abnormal network traffic
generated from the hosts compromised by attackers. To overcome this issue, a Network Intrusion Detection
System (NIDS) that can find out network intrusion by monitoring network traffic is used [1]. NIDS can be
implemented in two ways: signature-based approach and anomaly detection based approach [6]. While
signature-based NIDS employ rules to check whether a given input is an attack or not [7], anomaly detection
based NIDS determines attacks relying on how much the input deviates from the majority of the data [8].
Therefore, signature-based NIDS is suitable for capturing well-known attacks, while anomaly based NIDS is
suitable for capturing unknown attacks [6].

In the past, classical machine learning models such as K-Nearest Neighbors (KNN), Support Vector
Machine (SVM), DBSCAN were widely used for anomaly detection [2, 10-12]. For instance, KNN can detect
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outliers based on their distance to the k nearest neighbors, and One Class SVM (OC-SVM) can be used for
anomaly detection [24]. Recently, deep learning models such as Long Short-Term Memory, Autoencoder, and
Convolutional Neural Network have been much studied as they can learn features on their own, enhancing the
performance of NIDS [9, 13, 5, 14, 24].

However, these supervised AI-NIDS have drawbacks. First, they require labeled data, which takes time and
cost to label the data for training supervised machine learning models. Moreover, new attacks are being
developed every day, and as a result, intrusion patterns are changing rapidly [3]. Supervised learning models
can show poor performance in detecting such new attacks [4]. To handle this problem, unsupervised machine
learning models are employed. Song et al. [5] reports that NIDS using autoencoder can achieve good
performance on network benchmark datasets such as NSL-KDD and loT datasets. The study suggests
experimenting different latent sizes for finding the optimal autoencoder model. Nonetheless, it is not confirmed
yet if this finding can be applied to various situations.

Therefore, we carried out experiments using three different autoencoder structures and security events of
legacy network security system. This paper reports the results and discuss how the model structure impacts the
NIDS performance.

2. Unsupervised Learning Models

There are different unsupervised deep learning models. GANSs learn to classify fake data generated by the
generator and existing real data using a discriminator [15]. Variations of GANSs are developed to deal with
image generation problems. StyleGANS redesign the architecture of the generator to be style-based, producing
better quality images from the latent code [16]. CycleGANSs perform unpaired Image-to-Image translation from
source to target by training the correspondence between image pair, using the adversarial loss and cycle
consistency loss [17]. GANs can be used for anomaly detection as well. AnoGAN applies unsupervised
learning approach to obtain large amounts of labeled data in the medical field, filtering out normal data and
unseen data based on the anomaly score [18].

Autoencoder is one of the most commonly used unsupervised learning model. Autoencoder is a neural
network that compresses the input to a smaller vector and reconstruct it to its original form. The difference
occurring between the input and output is computed as the reconstruction error. An autoencoder model is
trained to minimize the reconstruction error. Variational autoencoders (VAE) presented the model with a
generative approach instead of manifold approach [19]. Denoising autoencoder improved the performance of
the autoencoder model by adding noise to the input data [20]. Even if data with good representation is slightly
damaged, core features can be stably extracted from a part of the input data. Autoencoder can also be used for
anomaly detection. Aygun et al. proposed two deep learning based anomaly detection models combining
autoencoders and denoising autoencoders, and achieved higher performance than using single models [21].
Mirsky et al. apply an ensemble scheme to autoencoder to detect attack data [22]. Since GAN is difficult to
train, we select autoencoder as an experimental model.

Fig. 1 illustrates a structure of the autoencoder for building an AI-NIDS. A red-colored box denotes an
encoder, which compresses N inputs to a smaller vector, and a blue-colored box denotes a decoder, which
reconstructs the vector to N outputs. The encoder reduces the dimension of an input and transfers it into a
hidden representation. In this process, high-dimensional features of the input are compressed to a hidden
representation, which is called a latent vector. Through this, we can obtain small-dimensional implicit
information. The decoder reconstructs the latent vector into an output of the same shape as the input. In general,
decoder plays a role of assisting the encoder to better extract key features from the input. Autoencoders use
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only normal data in the training phase, so it is trained to reconstruct input as normal data as much as possible.
But in the test phase, attack data is also used. So, if autoencoder tries to reconstruct attack data to normal data,
the reconstruction error would be high. Using this method, autoencoder can perform anomaly detection in
unsupervised learning manner.

Encoder Decoder

hidden hidden hidden latent hidden hidden hidden
layer 1 layer 2 layer 3 vectar layer 3 layer 2 layer 1

input output

Figure 1. An example of the structure of the autoencoder.

3. Experiment Design

3.1 Security Event Dataset

For evaluation, we collected raw security events from a large enterprise system in real-world environments.
The data has been collected over several months, and threat labeling was separately conducted based on an
intrusion occurrence report by security operations center (SOC) analysts [23]. In the dataset, there are 798
cyber threats, which occurred evenly over the collection period; and there are also 547 system attacks, 240
scanning, and 11 worm attacks (the categorizing was conducted by the SOC analysts). In total, the data include
approximately 4.7 million security event data, of which 0.23 million were identified as cyber threats (i.e.,
4,552,316 data were labeled as ‘Normal’, and 230,026 data related to network intrusions were labeled as
‘Threat’). Each raw security event is converted to statistical pattern profiles of concurrent events, following
the data preprocessing methodology presented in [23].

In the preprocessing stage, a sliding window that slides at regular intervals according to the event timestamp
aggregates security events into an event set. Then, considering each event as a term, TF-IDF is applied to the
event set to obtain an event vector with the same size as the number of event types, which can be as many as
several thousand. To prevent overfitting due to high dimensionality, event vectors are converted into the pattern
profiles to characterize security event patterns. After event vectors including rare security events are selected
as basepoint vectors, the cosine similarities between each event vector and the basepoint vectors are collected
to form pattern profiles. These pattern profiles consist of 311 features to represent the concurrency of each
security event within configured time windows and normalized to be fed into a deep learning model.

Table 1. Statistics of Security Event Dataset

Train Validation Test
Normal 41,029 41,257 41,079
Attack 0 2,536 2,715

Total 41,029 43,793 43,794
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Table 1 shows the count of samples for the train, validation, and test sets. The train dataset consists of only
normal data for training the autoencoder models. The validation and the test data are highly imbalanced: the
size of the normal data is 15 times larger than the attack data.

3.2 Experiment Setup

We use the Area Under the Curve (AUC) score to measure the overall model’s performance according to
the change in model weight in each training process. As illustrated in Fig. 2, the model with the highest AUC
score was chosen as the best model, by comparing the AUC score of the Receiver Operating Characteristic
(ROC) during the training process. After the model was selected, a threshold value classifies the outputs of the
autoencoder into normal and attack class. The Z-score of standard normal distribution of reconstruction error
was used as a criterion to select the threshold value. If the Z-score of the reconstruction error is greater than
the set threshold, it is classified as an attack. Otherwise, it is classified as normal.

each epoch

train A E validation
trained weight

record AUC score
|

[ select weight using best AUC score ]

test

—»[ reconstruction error }
|

[ performance evaluation }7 |h

standardization

threshold
reconstruction error A ?\
. . ' —_— .
of validation dataset : :
standardization ~ best MCC score

Figure 2. The process of training autoencoder [5]

threshold selection } )

Autoencoders can take on different structures varying the number of layers and latent size. We configured
three representative structures of autoencoder, setting the number of layers for each encoder and decoder and
the size of the first layer, following the evaluation methods in [5]. Detailed structures are presented in Table 2.
In the case of the (64, 2) and (128, 3) model structures, the size of the layer before the latent vector is 32, so
the settable latent vector size ranges from 1 to 31. During the experiment, very little changes in the performance
were observed when the latent vector is become larger than 10 dimensions. Accordingly, the latent vector sizes
of all three autoencoders are equally set only from 1 to 10.

Our code was implemented using PyTorch. Each model was trained for 100 epochs with 8,096 batch size.
Adam optimizer was used and learning rate was set to le-4.

Table 2. Structure of autoencoders

Model The structure of the autoencoder model
(64, 2) [input] - 64 - 32 - [latent] - 32 - 64 - [output]
(128, 2) [input] - 128 - 64 - [latent] - 64 - 128 - [outpult]

(128, 3) [input] - 128 - 64 - 32 - [latent] - 32 - 64 - 128 - [output]
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3.3 Evaluation Metrics

We used three metrics for evaluation: accuracy, F1-score, and Matthew’s correlation coefficient (MCC).
Each metric is calculated as follows, where TP denotes true positive, TN denotes true negative, FP denotes
false positive, and FN denotes false negative.

TP+TN
Accuracy = ——————— @
TP+FP+TN+FN
2 -Precision-Recall
F1 — score = — 2
Precision+Recall
TP-TN—FP-FN
McCC = (3)

\/(TP+FP)-(TP+FN)'(TN+FP)'(TN+FN)

Accuracy is the number of correctly predicted data divided by the total number of data (equation 1). F1-
score is the harmonic average of precision and recall (equation 2). MCC is an evaluation metric used for binary
classification and has a value between -1 and 1 (equation 3). A MCC score close to 1 indicates good
performance, while a MCC score close to -1 indicates a bad performance. MCC is recognized as a balanced
scale since it evaluates performance in all classes fairly, taking into account the bias of the data.

4. The Experiment Result

In this section, we report the result of the experiments and the visualization of how the autoencoder model
classifies data.
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Figure 3. The performance of the autoencoder with the structure of (64, 2) as the latent size increases.
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Figure 4. The performance of the autoencoder with the structure of (128, 2) as the latent size increases.
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Figure 5. The performance of the autoencoder with the structure of (128, 3) as the latent size increases.
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4.1 Attack Detection Performance

Fig. 3 shows the performance of the autoencoder with the structure of (64, 2). In the accuracy graph, the
performance drops significantly when the latent is greater than or equal to 5. In the F1-score and MCC graph,
on the other hand, the performance gradually improves when the latent is greater than or equal to 6. Since the
data are highly imbalanced, we believe that the MCC metric best represents the performance. In other words,
when the model size and the layers are small, the performance improves as the latent size increases.

Fig. 4 shows the performance results of the autoencoder with the structure of (128, 2). Unlike the trend
obtained from the structure of (64, 2) where the three metrics fluctuate as the latent size alters, the performance
from the structure of (128, 2) changes only little as the latent size increases. It is noted that the overall accuracy
is less than that of the structure of (64, 2), whereas the F1-score and MCC scores are greater than those with
the structure of (64, 2).

Fig. 5 shows the performance results of the autoencoder with the structure of (128, 3). All three metrics
show that the level of performance is maintained regardless of the latent size. The F1 and MCC scores are
greater than those with the structure of (128, 2).

Table 3. The performance results in each structure of autoencoder at the best MCC score.

Structure Latent Size Accuracy F1-score MCC
(64, 2) 9 0.7568 0.3374 0.3873
(128, 2) 9 0.7586 0.3390 0.3889
(128, 3) 8 0.7587 0.3391 0.3890

Table 3 shows the performance in accuracy, F1-score, and MCC for each structure where the autoencoder
model with the highest MCC score is selected. The bold text indicates the highest performance. The
autoencoder with the structure of (128, 3) recorded 0.7587 in accuracy, 0.3391 in F1-score, and 0.3890 in
MCC, which are best performances among the three autoencoders.

4.2 Data Distribution

In our study, Z-score is computed using only normal samples from the validation dataset to calculate the
mean and variance values of the reconstruction distances between input and output. Then, we standardize the
reconstruction distances. Fig. 6 shows the Z-score distribution density histograms for the three different
autoencoders shown in Table 3. The threshold described in Section 3.2 is indicated by the dashed vertical line.
In the graphs, we are interested in how clearly the normal data and the attack data are separated by the threshold.
Since NIDS using autoencoder considers the data as an attack when the reconstruction error of the data is
greater than the threshold, an ideal histogram is divided into normal data on the left side and attack data on the
right side, based on the threshold line. All three graphs show that some normal data are located on both sides
of the threshold, whereas most of the attack data are located on the right. This suggests that the autoencoder
can detect most of the attack data correctly, and it can misjudge some normal sample as an attack. The reason
we used the density when drawing the histogram is to make the distribution in each data type clearly visible
despite the large quantitative difference between the attack data and the normal data as shown in Table 1.
Looking at the right side of the graphs in Fig. 6, where data is classified as an attack, the amount of attack data
seems to be much larger than the amount of normal data. Nevertheless, since they are ratios within each data
type, comparing the actual quantity means that there are much more normal data than attack data even on the
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right side.

This can be confirmed through the precision and recall from the confusion matrix. In the case of (c) where
the (128, 3) structure is employed, precision is 0.2042 and recall is 0.9985. A high recall value close to 1 means
that it can detect almost all attacks, and a low precision means that it can generate a lot of false alerts, when
this AI-NIDS is situated in a real environment.
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(b) Autoencoder (128, 2) with latent vectors of size 9
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Figure 6. Z-score distribution density histograms for the three autoencoder models. Blue
denotes normal data, orange denotes attack data. For each color, the solid line indicates

the kernel density estimated plot, and the bar plot indicates the histogram.
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4.3 Discussion

This section summarizes and discusses our findings. When discussing the result, we use MCC to measure
the performance of the model as the real network dataset tends to be imbalanced. We obtained the best
performance (MCC = 0.389) when the layer size is 128 (the greatest), the number of layers is 3 (the greatest),
and the latent dimension is 8. When the model is small, the performance in MCC improves as the latent size
increases. However, the model shows stable and better performance regardless of the latent size when the
model size and the layers are greater. Our findings are partially in line with the results found in the previous
study [5], which evaluates NIDS using the network benchmark NSL-KDD and the 10T datasets.

First, we confirm that the model capacity impacts the NIDS performance. In general, the models with large
capacities tend to perform better. Furthermore, we discover that the model depth (i.e., number of hidden layers)
is positively associated with the performance; the performance improves as the model depth grows. This
finding is also supported by the Z-score distributions illustrated in Fig. 6, separating attack and normal data
clearly as the model size gets larger.

Second, we observe the finding reported in [5] that IDS performance enhances as the latent dimension
increases, only when the model size is small. While [5] obtained some best performances when the latent sizes
are very small, we obtained the best MCC values when the latent size are close to the maximum value.

Third, we observe that the performance is stable as the model size grows. This finding was only suggestive
in [5] and confirmed by our study. Additionally, the Z-score distribution analysis suggest that our current
model tends to detect almost all attacks producing lots of false alarms. Although we set the threshold to obtain
the highest MCC value, the NIDS operators can set the threshold taking into other practical issues. For instance,
if precision matters more than recall, the threshold can be set at a greater value to filter out some normal
samples.

5. Conclusion

In this work, we evaluate unsupervised intrusion detection using real security event data. We conducted
experiments testing different autoencoder models to test how the model structure impacts the performance
following the methodology [5]. We observe that the model structure impacts the NIDS performance in terms
of two characteristics. Autoencoder models tend to produce stable and better performance as the model size
gets larger. We also suggest to set the threshold that determines if a given sample is an attack or not, taking
into account the performance as well as the practical efficiency of running the system in the real environment.
We believe that these findings can help AI-NIDS developers design optimal unsupervised models in the real
network environment.
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