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1 | INTRODUCTION

| Mohammad Fakhredanesh

This paper presents master key identifier based protocol steganography (MKIPS), a
new approach toward creating a covert channel within the Secure Real-time Transfer
Protocol, also known as SRTP. This can be achieved using the ability of the sender of
Voice-over-Internet Protocol packets to select a master key from a pre-shared list of
available cryptographic keys. This list is handed to the SRTP sender and receiver by
an external key management protocol during session initiation. In this work, by intel-
ligent utilization of the master key identifier field in the SRTP packet creation pro-
cess, a covert channel is created. The proposed covert channel can reach a relatively
high transfer rate, and its capacity may vary based on the underlying SRTP channel
properties. In comparison to existing data embedding methods in SRTP, MKIPS can
convey a secret message without adding to the traffic overhead of the channel and
packet loss in the destination. Additionally, the proposed covert channel is as robust

as its underlying user datagram protocol channel.
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use voice and audio codecs along with compression as car-

Steganography is the science of hiding secret data in seem-
ingly legitimate mediums. Scientists in this field are con-
stantly trying to discover new methods and media to embed
secret data or create covert channels. Since the growth of
communication networks changes the life of humankind each
day, the importance of communication technologies such as
Voice-over-Internet Protocol (VoIP) becomes more signifi-
cant. The constant traffic volume increase, real-time prop-
erties, and existing misplaced trust make VoIP technology a
notable target for steganographic studies.

There have been numerous studies regarding steganogra-
phy in VoIP networks, which can be classified into two main
categories. The first category consists of studies that aim to

riers of the hidden data [1]. The second category consists
of studies that use VoIP protocol structures to create covert
channels [2]. A comprehensive study on the categorization of
steganographic channels was carried out by Mazurczyk [3].
The main focus of the present paper is on techniques that uti-
lize VoIP protocol structures to convey secret messages.
Generally, a VoIP call consists of two phases: the sig-
naling phase and the communication phase. Each of these
phases has its own protocols and properties. The domi-
nant protocol in the signaling phase is Session Initiation
Protocol, whereas it is Real-time Transport Protocol (RTP)
in the communication phase. Despite the short duration
and lack of capacity in comparison with the communi-
cation phase, there have been numerous efforts toward
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steganography in the VoIP signaling phase. Focused stud-
ies have been conducted on signaling-based steganography
[4-6]. This family of steganographic techniques is beyond
the scope of this research. The present paper mainly con-
siders steganography in the secured version of RTP, also
known as Secure RTP (SRTP).

In what follows, first, the terminology of steganography
and SRTP technologies is reviewed. Then, a brief review of
currently available methods of real-time steganography in
VoIP streams is presented. After that, the present paper con-
cerns the introduction of master key identifier based protocol
steganography (MKIPS), a new approach toward creating
covert communication within a secure real-time transport
protocol. Next, the experimental results of a proof of con-
cept implementation for this method, along with a compari-
son between the only available SRTP steganography method
and MKIPS, have been presented. Finally, the paper is con-
cluded by a discussion of the proposed method along with its
strengths and weaknesses.

2 | TERMINOLOGY

2.1 | Steganography terminology
Steganography is the art and science of hiding secret infor-
mation in a legitimate medium in a way such that the pres-
ence of this information is not detectable to an unaware or
unsuspicious warden [7]. A warden is a person or an entity
responsible for detecting the presence of steganographic ac-
tivities in the network. His/her abilities and accesses are de-
termined based on practical environments. The steganogram
is the result of embedding the secret data in the cover data.
Steganalysis is the science of detecting the presence of steg-
anographic activities in a medium. VoIP steganography is the
science of transferring hidden information across a VoIP net-
work. VoIP steganography methods utilize different aspects
of the VoIP network for steganography, namely encoded
voice with different codecs and various protocols contents
and behaviors. Protocol steganography is the science of uti-
lizing different properties of a protocol to hide information or
create a covert channel.

A covert channel is an entity developed by the unex-
pected, unforeseen, or unconventional use of channels to
transfer information across a legitimate network. The prop-
erties of a covert channel can be measured by its transfer rate
(bits per second; bps), error propagation (bits), and overhead
(percent). These measures are typically used to compare two
different methods of creating a covert channel. Applications
of a covert channel can include but are not limited to the
accomplishment of increased quality of service [8], secu-
rity [9,10], and capacity [11] in networks on one hand, or
to create information leakage as an attacking mechanism for

unauthorized data exfiltration on the other hand [12]. The
amount of information leakage to be considered as a threat
depends on the network policy. According to a United States
Department of Defense standard [13], more than 1 bps of in-
formation leakage in a secure network must be considered as
a threat, whereas in normal networks, it is 100 bps.

It should be mentioned that in the creation of a protocol-
based covert channel, the sender of the steganogram is free to
change the sending mechanism, but he/she is not allowed to
destroy the functionality of the protocol. The goal is to make
an unaware warden unable to differentiate between a normal
channel and a covert channel.

2.2 | SRTP terminology

Voice-over-Internet Protocol is a technology that was ini-
tially designed with the intention of transferring voice over
the Internet. Later, other applications were introduced, in-
cluding but not limited to video streaming, online gaming,
and video/audio conference calls. As the usage, traffic, and
coverage of this technology grew, the need for security in
VoIP streams was more strongly felt. One solution that has
been proposed to address this need is SRTP.

Secure Real-time Transfer Protocol, as an application
layer security protocol, tries to secure the RTP streams by
employing encryption, authentication tags, and replay lists to
provide confidentiality, authentication, and replay protection
[14]. To perform this job, SRTP relies on master keys and salt
values that are negotiated or distributed through an external
key management protocol. A guide on key management pro-
tocols to secure SRTP is available in RFC 2701 [15]. Session
keys are then derived from the negotiated master keys so that
the encryption/decryption procedures can be performed with
them. Similar to other encryption systems, to decrease the
size of the analyzable ciphertext for a potential attacker or
to limit unauthorized access to the encrypted content, SRTP
can periodically refresh its master keys. This is especially
effective in multicast or conference communications when
the number of users sharing the same master keys and con-
sequently the amount of available and analyzable ciphertext
for the attacker increases. As stated in RFC 3711 [14], one
approach to decrease the ciphertext available for an attacker
is to employ the master key identifier (MKI) key refreshment
schedule. Figure 1 shows the structure of an SRTP frame with
its MKI field at the end.

In this approach, both sides of the communication are
equipped with a list of main keys and their indicators. As
stated in RFC 4568 [16]: “One or more master key(s) with
its/their associated MKI can be initially defined, and then
later updated or deleted and new ones get defined.” All of
these keys and their indicators have the same length during
a session. At the end of each packet, a field containing the
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indicator of the master key is attached by processing the
packet that is encrypted.

3 | RELATED WORK

From a general perspective, steganography in VolP traffic or
VoIP covert channels can be divided into three major catego-
ries [2]. Protocol storage covert channels, protocol behavio-
ral covert channels, and hybrid covert channels.

Protocol headers and payload fields have always been a
major candidate for data embedding operations. Since sci-
entists recognized that in a practical conversation, not all of
the header fields in a packet change, they tried to manipulate
these fields using their proposed steganographic algorithms
to create covert channels. As an example of storage-based
covert channels in research conducted by Forbes [17], time-
stamp fields of RTP packets are used to embed secret data.
As another example, Bai and others [18] suggested the use of
jitter fields in Real-time Transport Control Protocol (RTCP)
reports to create a covert channel. Compared with two other
categories, storage-based methods covert channels are rela-
tively easier to implement.

Behavioral protocol steganography techniques include
methods that utilize protocol behavioral properties such as
packet delay, jitter tolerance and buffers, packet loss con-
cealment, packet order, and packet time relations for steg-
anography. As an example of the behavioral protocol covert
channel creation method, a study conducted by Huang and
others [19] can be mentioned in which the relative behavior
of RTP and RTCP packets was used to convey secret infor-
mation. Some other examples of these types of methods can
be found in two articles written by Shah and others [20,21],
and two studies that were carried out by Chen and others
[22,23].

Hybrid methods are procedures that attempt to simulate
intentional protocol misbehavior by manipulating protocol
header fields. Examples of these methods can be found in
research conducted by Schmidt and others [24] or research
conducted by Hamdaqa and Tahvildari [25].

From a different perspective, different protocol steganog-
raphy methods can be jointly used to increase the bandwidth
of a covert channel. Vertical or multi-layered protocol steg-
anography methods try to use steganographic techniques in
multiple layers of the protocol stack to embed the secret data.
For example, IP headers from the network layer, TCP header
from the transport layer [26], and the RTP header can all be
simultaneously used to embed different parts of the secret
data [2]. Horizontal or single-layer protocol steganography
methods, on the other hand, attempt to use different stegan-
ographic methods to embed data in a single network layer.
In these methods, protocol headers can be individually ma-
nipulated, and the relative behavior of data units can also be
used as a steganographic medium. The study carried out by
Huang and others is an example of this type of covert chan-
nel creation that exploits the relative behavior of RTP and
RTCP packets to transfer data [19]. Other methods of VoIP
steganography that are not based on protocol properties are
considered out of the scope of this paper.

To the author’s current knowledge, there is only one
major work on steganography in SRTP streams using its se-
curity features [2]. The mentioned effort tries to embed the
secret data in the authentication tag of each SRTP packet.
As clearly stated in RFC 3711 [14], any failure in the au-
thentication process of the packets should be logged and
the packet must be discarded. According to this, methods
that use an authentication tag as a cover medium not only
can discard the altered packet but also generate a log that
would be noticeable to an unaware and unsuspicious war-
den. If the receiving end is in the first scenario, that is, it is
under full control of the VoIP packet sender machine, he/
she might try to remove the generated log or process the
unauthenticated packets, which are both against the pro-
tocol standards and would greatly degrade the security of
the whole system. On the other hand, discarding the packet
because of its authentication failure at the destination sub-
stantially increases network inefficiency. As stated in RFC
3711 [14], the length of an authentication tag must be 32
bits to 80 bits, so to transfer 1 kbits of secret data, at least
13 frames should be discarded.
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4 | SCENARIOS AND
COMMUNICATION MODEL

Based on the access level of the agent trying to create a covert
channel, four variations of covert channels in a VoIP stream
are possible. Understanding the differences between these
scenarios can be helpful in practical implementations.

In the first scenario, the steganographer has full control
over both endpoints of the communication. To create a covert
channel, he/she can modify the packet crafting entity, as long
as he/she does not disrupt the normal functionality of the pro-
tocols. In the second and third scenarios, the steganographer
is only in full control of one of the VoIP call endpoints and has
no control over the other. This can either be the VoIP packet
crafting entity (the second scenario) or the packet receiving
entity (the third scenario). The fourth scenario occurs when
the steganographer has no control at all over the VoIP end-
points; thus, he/she can only act as a “man in the middle.”

Most VoIP steganographic techniques use the first sce-
nario in which the sender and receiver of a steganogram are
in full control of their VoIP endpoints. Figure 2 illustrates
these different scenarios.

Because the security features of SRTP limit the network steg-
anographer in many ways, nearly all of the methods mentioned
above used RTP as the application layer protocol. However, the
fact is that because of the transparency of the SRTP header, many
of these steganographic methods that are suggested for RTP are
also applicable to SRTP. Additionally, the security features of
SRTP can be intelligently utilized to embed secret data.

The only technique for steganography using SRTP secu-
rity features was proposed by Mazurczyk and Szczypiorski
[2]. In their effort, they used SRTP authentication tags to
transfer secret data. As mentioned earlier, packets that are
received and contain secret data in their authentication tag
cannot be authenticated, so they must be discarded in the re-
ceiver agent and a security incident log created.

VoIP packet
crafting agent

5 | PROPOSED METHOD

As stated in RFC 3711 [14], in the MKI key refreshment
schedule, a list of master keys along with their indicators
should be made available to each client by an external
key management protocol. After encryption and adding
authentication tags to the packets in the sending agent, a
field named MKI should be added to each packet, indi-
cating the master key that was used to secure the SRTP
packet. In the receiving agent, based on the MKI field, the
correct master key is selected from the pre-shared list of
master keys. The selected master key is then used to feed
the session key derivation mechanism. According to RFC
3711 [14], the length of the MKI fields can vary from one
to 128 bytes. However, the length of this field must remain
constant during each SRTP session. In a steganographic
approach, the sender agent can intentionally select master
key indicators in such a way that the master key selec-
tion conveys secret bits of data, that is, mapping between
secret data code words and his/her available MKI values.
Then, the resulting covert channel data rate can be calcu-
lated as follows:

R =PRggrp X [IngL] > (1

where R_ is the data rate of the covert channel (bps), PRggrp
is the packet rate of the SRTP protocol in the network (pack-
ets per second), and L is the length of the list of the master
keys (a non-negative integer). Figure 3 presents a general
diagram that demonstrates how the MKI-based steganog-
raphy works.

As an example, in the case where a list of two master keys
is made available to both clients, each time the sending agent
wants to embed a “0” bit, it selects the first master key to
secure the packet, and each time it wants to embed a “1” bit,
it selects the second master key.

VolIP packet
receiving agent

First scenario
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FIGURE 2 Voice-over-Internet
Protocol covert channel scenarios
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FIGURE 3 Steganography using
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The capacity provided by this covert channel is based on
the length of the MKI field or the number of master keys that
are available to both sides of a conversation.

Now, imagine a more practical case in which the MKI field
length is eight bits or the length of the master keys list is 256 = 28.
Based on the formula, given the packet rate of 50 packets per sec-
ond, the transfer rate of the created covert channel is 400 bps.

Please Enter Your Secret Message:
[*]=> Test

To implement this technique, the steganogram-sending
agent should consider the secret data bit(s), and then select the
MKI value and the master key accordingly. On the receiving
end, a scanning agent should be implemented to scan the MKI
values of the delivered packets prior to any processing. Then,
based on these scanned values, the embedded secret message
can be extracted. It is notable that not only does this technique

[CLIENT] Authentication Tag(Unsigned bits): 101000010600110101011101011100100

[CLIENT] Authentication Tag(bytes): b'\xal\xla\xba\xe4'

[CLIENT] Authentication Tag(bits): 10100001000110101011101011100160

Sending: T (ascii: 84 )
[CLIENT] MKI: 01010100

-------------------------------------- One Packet Sent Successfully--—---------crmcoo- oo o e
[CLIENT] Authentication Tag(Unsigned bits): 10111601111601600011100010001110

[CLIENT] Authentication Tag(bytes): b'\xb9\xe48\x8e'

[CLIENT] Authentication Tag(bits): 10111001111601600011100010001110

Sending: e (ascii: 101
[CLIENT] MKI: 01100101

-------------------------------------- One Packet Sent Successfully----------cmoommmmomm
[CLIENT] Authentication Tag(Unsigned bits): 10010160010100010010100010100111

[CLIENT] Authentication Tag(bytes): b'\x940Q(\xa7'

[CLIENT] Authentication Tag(bits): 16010100010100010010100010100111

Sending: s (ascii: 115
[CLIENT] MKI: 01116011

-------------------------------------- One Packet Sent Successfully-----------ccooommmmoec oo
[CLIENT] Authentication Tag(Unsigned bits): 001101100111106011000010001010100

[CLIENT] Authentication Tag(bytes): b'6y\x84T'

[CLIENT] Authentication Tag(bits): 110110011110011000016001010100

Sending: t (ascii: 116
[CLIENT] MKI: 01110100

Process finished with exit code 0

FIGURE 5

Master key identifier based protocol steganography steganographer agent sending a “Test” message in four packets
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SRTP packet
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exists? coverlmedla master key exists?
B Cover
4 \\ media = 5
[ Finish \ I Secret
1nis embedded data message

No. Time
1 0.000000000 127.0.0.1
2 0.000599000 127.0.0.1
3 0.000918000 127.0.0.1
4 0.001203000 127.0.0.1

Source

Destination
122:0:011

Protocol Length Info

ynam1cRTP-Type-108,

127.6.8.1 RTP 220 PT=DynamicRTP-Type-108,
127°0-89°1 RTP 220 PT=DynamicRTP-Type-108,
127.0.0.1 RTP 220 PT=DynamicRTP-Type-108,

» Frame 1: 220 bytes on wire (1760 bits),
» Ethernet II, Src: 00:00:00_00:00:00 (00:
» Internet Protocol Version 4, Src: 127.0.
» User Datagram Protocol, Src Port: 39927
v Real-Time Transport Protocol

220 bytes captured (1760 bits) on interface @
00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
A1 7 e R st 107 -0 8. U 157:8: 6" 1))

(39927), Dst Port: 6789 (6789)

10.. .... = Version: RFC 1889 Version (2)
=0 = Padding: False
..0 .... = Extension: False
. 0000 = Contributing source identifiers count: ©
0 = Marker: False

Payload type: DynamicRTP-Type-108 (108)

Sequence number: 255
Timestamp: 0

10040 6 a6 be 24 4d 1d 57 cf 46 29 bd 51
100560 2c 13 4a ff 94 8b 28 d5 82 40 7a 37
0060 8f 35 a5 44 38 7b f7 87 97 c6 b6 ba
10070 6a of bc 91 f8 65 46 65 92 0a b9 bo
10080 7b 8c 89 a9 c2 cl e2 ba 12 aa be Se
/0090 8b c1 dc 09 03 27 f9 14 1b d2 e9 c8
0020 b7 ba bb 83 dc 13 50 63 6e 24 4d e5
|06bd 11 a9 68 48 71 25 78 8a fa 58 dS e3
|00cO a9 50 46 f1 30 39 ed 54 66 05 41 89
/e0de eb 5d 62 cc f3 9f 54 al 1a ba e4 00

No. Time Source
0.000000000 127.0.0.1
0.000599000
0.000918000 127.0 ik
0.001203000 127.07.9.1

[ Frame 2: 220 bytes on wire (1760 Bité),

1L
2
3
4

| » Ethernet II, Src: 00:00:00_00:00:00 (00:
» Internet Protocol Version 4, Src: 127.0.

» User Datagram Protocol, Src Port: 47166
v Real-Time Transport Protocol

= Padding: False
..0 = Extension: False

Synchronization Source identifier: 0x00000000 (0)

fl4d 77 99 ...SM.W. F).Q.Mw.
7c 44 3f f8 ..(. .@z7|p7.
88 fa el e3  .5.D8{.. el
84 ad 2f e4 T

28 01 fa 72
a5 83 99 f1
d6 06 6e a3
74 24 od 5a
e2 e8 97 99

Destination Protocol | Length| Info

i e RTP 220 PT=DynamicRTP-Type-108,
ynam1icRTP-Type-108,

127 0.1 RTP 220 P ynamicRTP-Type-108,

127.6.0.1 RTP 220 fT:DynamicRTlLType»lGB,

220 bytes captured (1760 bits) on interface ©
00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
8.1 {127.08.6.1), Dst: 127.8.0.1 (127.8.0.7)

(47166), Dst Port: 6789 (6789)

(2)

. 0000 = Contributing source identifiers count: @

0 .. = Marker: False

Payload type: DynamicRTP-Type-108 (1608)

Sequence number: 255

|
|
|
10.. .... = Version: RFC 1889 Version
Timestamp: 0

|

synchronization Source identifier: 0x00000000 (0)

;9946 ee aa 42 0b cf 8b ¢9 77 6¢ 1le 5¢c a8
|0ese 79 61 ff 57 20 b7 of 96 c9 d6 05 35
10060 e5 2e do 3e ee 74 5a bl ee a0 70 4a
|e676 2b 57 6f 22 79 c8 03 78 8d 4e 33 d1
|0080 52 ae 4c 41 b8 al 31 1la ce 52 89 fo
10090 38 5d 6b e7 7c 34 33 41 31 63 4a 9b
10020 f9 84 a6 cb la 1c d1 f4 el ob 5a 24
100b0  7e c3 1f cO ab cO 4c 68 96 44 e7 9d
geece 20 d1 7f 99 f1 el 85 a5 33 a4 bl 22
00d0 ea ed 66 2e 7b a8 65 b9 e4 38 8e 00

———

d9 6b de 85
06 e5 3f d5
co 57 77 de
36 6a 7f 37
14 d4 6a c8
6a 80 23 81
a9 9a cc b9
34 1d 7e 47
ca de 99 9e

yatwl s e
L..>.tZ. . .pd.bw.
+Wo"y..x .N3.6j.7
el el diboamn
8lk.[43A 1cJ.j.#.

FIGURE 6 Master key identifier based
protocol steganography receiving agent
flowchart

FIGURE 7 First packet with the letter
“T” embedded in its master key identifier
field

FIGURE 8 Second packet with the
letter “¢” embedded in its master key
identifier field
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FIGURE 9 Third packet with the letter No. Time Source
“s” embedded in its master key identifier & BRCLLEREGEE) gt
2 ©.000599000 127.0.6.1

field

3 0.000918000
4 0.001203000

127.8.6.1
127.8.0,1

» Ethernet II, Src: 00:00:00_00:00:00 (@0:
» Internet Protocol Version 4, Src: 127.0.
» User Datagram Protocol, Src Port: 48540

Destination Protocol Length| Info
127.8.8.1 RTP 220 PT=DynamicRTP-Type-108,
127.0.0.1 RTP 220 PT=DynamicRTP-Type-108,

127.0.0.1
127.0.0.1

PT=Dynam1cRTP-Type-108,

RTP 220 PT=DynamicRTP-Type-108,

00:00:00:00:00), Dst: 00:00:00_00:00:00 (00:00:00:00:00:00)
6.1 (127.0.0.1), Dst: 127.0.0.1 (127.6.0.1)
(48540), Dst Port: 6789 (6789)

v Real-Time Transport Protocol

1lan acon = Version: RFC 1889 Version (2)
o8 = Padding: False
0 .... = Extension: False
0000 = Contributing source identifiers count: @
0... .... = Marker: False

Payload type: DynamicRTP-Type-108 (108)
Sequence number: 255

Timestamp: 0

synchronization Source identifier: ©x00000000 (0)
Payload: 71556c5798ea16653899f9502d7531c00be5a0fc338¢333d. ..

f9
ef
e
48
36
69
aa
bc
1b
e

0040
0050
0060
0070
0080
0090
00a0
00bo
00c0
00do

50
71
ob
e2
38
5b
38
88
05
62

75
b7
of
ef
88
48
2¢c
f5
00
7d

31 co
e7 58
80 aa
09 7f
Oe 6¢C
52 al
96 25
bb 63
c9 3e
oc 6a

oY

FIGURE 10 Fourth packet with
the letter “t” embedded in its master key
identifier field

st

0b
67
b3
70
8b
f7
d9
08
b2
73

Loopback: lo: <live capture in progress> ...

1 0.000000000 127.0.0.1
2 0.000599000 127.0.0.1
3 0.000918000 127.0.0.1
4 0.001203000 127.0.0.1

fc
b1
53
aa
72
60
7d
02
3a
28

33 3d
50 a6
f9 a9
af a6
c2 le
f5 7¢c
ob 78
12 a8
ds 2c

es
f8
62
9b
11
90
80
AT
ob
94

ab
42
3e
Te
31
14
55
cc
20
51

33
f3
a4
of
5c
e9
bf
ce
ef
a7

8c
91
30
03
f3
9e
96
la
82
00

20
5d
od
8c
10
fd
80
7b
71

e7
93 gi.
3d

Packets: 4 - Displayed: 4 (100.0%)

127.0.0.1 RTP 220 PT=DynamicRTP-Type-108,
127.0.0.1 RTP 220 PT=DynamicRTP-Type-108,
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add no overhead to the network, but it does not decrease the
security of the VoIP network. The proposed method does not
introduce any additional packet loss to the network because all
the delivered SRTP packets will be successfully authenticated
and decrypted at the destination. Because the proposed method
does not add any traffic overhead or packet loss to the SRTP
communication, the quality of service remains intact. The
strength of the proposed method is closely related to its under-
lying user datagram protocol (UDP). Owing to the unreliable
nature of UDP transport, for any UDP packet that is lost, its
embedded secret data would also be lost.

In cases where a steganographer wants to encrypt the se-
cret data prior to sending it to the network, it is advisable to
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use encryption algorithms and modes that do not relate the
decryption process of secret message parts to each other. This
is due to the unreliable nature of the covert channel, which
does not guarantee the delivery of every single packet. In this
way, if a packet is lost on the way, other parts of the secret
message may still be recoverable.

To detect the secret message in this technique of data embed-
ding, a warden must have access to the list of master keys and
the pre-shared mapping of master keys and code words in each
session, which in most practical cases is against the end-to-end
privacy and security policies of the network. In cases where the
lawful interception of conversations is restricted to voice record-
ing, there would be no way for the warden to detect the existence
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FIGURE 11 Subjective comparison of the voice quality of both

methods shows the behavior of mean opinion score as the number
of embedded packets increases

of the covert channel. In networks with a high rate of MKI field
alteration, even by analyzing each packet individually, the war-
den will not be able to differentiate steganographic traffic with
a legitimate one. In order to detect the existence of a proposed
covert channel in a VoIP stream, the warden should suspect that
the MKI value changes. Solutions based on intrusion detection
systems can help to discover traffic abnormality within the MKI
field of packets and mitigate risks of data leakage due to the
existence of covert communication.

To increase the invisibility or strength of the proposed
covert channel, the data transmission rate can be partially
sacrificed. Since the only reasonable approach to detect the
existence of the MKIPS covert channel is to analyze the fluc-
tuation rate of the MKI field value, to avoid detection, the
steganographer agent may intentionally increase the embed-
ding cycle, that is, the steganographer alters fewer packets per
time unit. In addition, to increase the strength of the covert
channel, various channel coding algorithms might be used.

6 | EXPERIMENTAL RESULTS

To test and evaluate the possibility and effectiveness of
the MKIPS technique, a proof of concept experiment was

Min. Max. covert channel
Security services available overhead capacity
Confidentiality, authentication, 0 bits 128 bytes/packet
replay protection
Confidentiality, replay 32 bits 80 bits/packet

protection

developed. In this process, SRTP packets were intelligently
crafted to convey a secret message across the network. To
simplify the experiment, all other factors with no effect on the
final result were removed. In addition, to remove network com-
plexities, a loopback connection with the same destination port
was used. The goal of the experiment is to successfully embed
the secret message in the MKI fields of SRTP packets while
preserving the integrity of the covering media. At the receiv-
ing end, not only the secret message must be extracted, but the
master key should also be correctly determined, and the cover-
ing media should be correctly decrypted. The correct decryp-
tion of the payload in the destination means that the integrity of
the payload was preserved during the embedding process. The
proof of concept implementation was developed in Python 3
programming language, and to analyze the results, a Wireshark
protocol analyzer program was used.

Figure 4 shows the flowchart of a simple proof of concept
implementation for the MKIPS steganographer agent. In this
flowchart, a secret message along with the RTP packet and
Crypto-Context are considered as inputs of the packet craft-
ing mechanism. The secret message is the value that must be
successfully delivered to the receiving agent across the net-
work under the cover of the SRTP protocol. Crypto-Context
is a collection of variables that are determined by system
configuration or by other external protocols. The RTP packet
contains the media that must be secured with encryption and
authentication mechanisms of SRTP.

As an example, suppose that the minimal amount of 8 bits
in each SRTP packet is reserved for the MKI value. Further,
suppose that eight different master keys (recognizable by
three bits) are available to both clients. These master keys
have been negotiated by an external key exchange protocol
prior to the SRTP session initiation. For simplicity, in this
proof of concept, the ASCII coding scheme was chosen as a
simple mapping between the characters of the secret message
and the list of available master keys. Figure 5 shows a packet
crafting client that is secretly sending the “Test” message
through MKI fields.

At the receiving end, the only addition to a normal SRTP
receiver is a scanning agent that scans the MKI portion of
each packet and then determines the secret character accord-
ing to the scanned value of the MKI. Figure 6 displays the
flowchart of the MKIPS receiving agent, which is responsi-
ble for extracting secret data from the SRTP traffic.

TABLE 1 Comparison of MKIPS and

it authentication tag-based steganography

MKIPS

Auth, tag.
steganography
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In Figures 7-10, the protocol analyzer scan results of the
network are presented. As can be seen, the secret characters
are embedded in the MKI fields of four subsequent packets.

As discussed in RFC 3711 [14], the maximum allowed
space for the MKI field in each packet is 128 bytes, whereas it
is 80 bits for the authentication tag. In addition, as discussed
earlier, MKIPS uses an intelligent choice of value to convey
secret messages, while the authentication tag-based method
overwrites the value in the trailer of the packet. Because the
real value of the authentication tag is overwritten, the authen-
tication security service will no longer be available.

The intelligent technique used to choose the MKI value
used in MKIPS allows it to have no overhead. On the other
hand, the overwriting technique used in authentication tag-
based steganography leads to a loss of 32 bits to 80 bits of
authentication data per packet. Table 1 compares several as-
pects of MKIPS and authentication tag-based steganography.

To compare the effect of the proposed MKIPS method with
existing authentication tag-based steganography, an experiment
was designed. In this experiment, in a fixed-length audio clip,
the embedded percentage increased with uniform distribution.
Therefore, at each step, more SRTP packets were used to convey
the secret message. To quantify the quality of the sound, the
mean opinion score (MOS) was measured at each step.

In addition to qualitative descriptions, such as “quite
good” or “very bad,” MOS is a numerical method of express-
ing voice and video quality. Note that there are some other
quality measures such as peak signal to noise ratio and struc-
tural similarity index measure that compare the cover and the
embedded voice or image [27,28]. However, the MOS is a
subjective quality evaluation measure that is calculated as the
arithmetic mean over single ratings performed by human sub-
jects for a given content or system.

The results of this comparison are summarized in Figure 11.
To conduct this experiment, it was assumed that the authentica-
tion, confidentiality, and replay protection security services of
SRTP were enabled at both endpoints of a VoIP call.

As can be seen in Figure 11, in the authentication tag-
based steganography, a uniform increase in the number of
embedded packets in an SRTP stream decreases the voice
quality at the receiving end. However, the MKIPS method
keeps the voice quality intact.

7 | CONCLUSION

As presented in this paper, owing to the existing transparency
in the SRTP header, many of the steganographic techniques
that are applicable to RTP streams and are based on the altera-
tion of values in the header fields are also applicable to SRTP
streams. Protocol behavior-based steganographic techniques
are also applicable to SRTP streams, provided that the sender
and receiver of the steganogram are in full control of their VoIP

machines (first scenario). On the other hand, because the pay-
load of the SRTP is encrypted, steganographic methods that
are based on the alteration of payload values, such as the least
significant bit technique, are not applicable to SRTP. Even the
slightest change in the payload of an SRTP packet would result
in a false decryption of the media at the destination. Thus, any
technique that is based on the alteration of the payload after its
encryption is not applicable to SRTP streams.

The current study introduced MKIPS, a new steganographic
technique that attempts to use SRTP packets to create covert
channels within VoIP networks. As proposed in this paper, the
MKIPS covert channel creation technique uses the MKI fields
of SRTP packets to convey a secret message across the network.
The resulting steganographic covert channel can reach a rela-
tively high capacity while retaining every single packet and not
adding to the packet loss of the VoIP network. The transfer rate
of the MKIPS technique is heavily dependent on the size of the
MKI field, which would have been negotiated prior to SRTP
session initiation. The size of this field may change between 1
byte and 128 bytes, but it is fixed for each session. Moreover,
the MKIPS method does not introduce any overhead to the ex-
isting media channel traffic, that is, it does not need to send extra
packets or add new fields or bits to the existing packets. It also
has a light implementation, which means that it requires heavy
processing at neither the sender agent nor the receiving agent.
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