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ABSTRACT

As the demand for big data and big data-based artificial intelligence (Al) technology increases, the need for
privacy preservations for sensitive information contained in big data and for high-speed encryption-based
Al computation systems also increases. Fully homomorphic encryption (FHE) is a representative encryption
technology that preserves the privacy of sensitive data. Therefore, FHE technology is being actively
investigated primarily because, with FHE, decryption of the encrypted data is not required in the entire
data flow. Data can be stored, transmitted, combined, and processed in an encrypted state. Moreover, FHE
is based on an NP-hard problem (Lattice problem) that cannot be broken, even by a quantum computer,
because of its high computational complexity and difficulty. FHE boasts a high-security level and therefore
is receiving considerable attention as next-generation encryption technology. However, despite being able
to process computations on encrypted data, the slow computation speed due to the high computational
complexity of FHE technology is an obstacle to practical use. To address this problem, hardware technology
that accelerates FHE operations is receiving extensive research attention. This article examines research
trends associated with developments in hardware technology focused on accelerating the operations of
representative FHE schemes. In addition, the detailed structures of hardware that accelerate the FHE

operation are described.
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+ Key Generation(Secret Key, Public Key, Evaluation
Key), Encryption, Decryption, Homomorphic Evalu—
ation(Homomorphic Mult, /Add. /Sub.), Key Switching,
Modulus Switching®] It}
¢ ParamGen(\, P, K, B) — Params
— P, p) 1 integer, plaintext modulus
— K > 1! integer, vector length
— B ! muldiplicative depth
— )\ security level
— n . degree parameter
— q . ciphertext modulus
— oc ! standard deviation
* SecKeygen(params) — SK, EK
— SK : secret key, an element “s” chosen from
key distribution “D,” ring 7
— EK : there is no evaluation key,
+ PubKeygen(params) — SK, PK, EK
— SK : secret key, an element “s” chosen from
key distribution “p,”, an element “s” that

belong to the &,

— PK : chooses a uniformly random elements #

from the ring Z/pR and outputs the pair of
ring elements,

ex, PK = (a, b) = (—a, axs + pxe)
— e is chosen from the error distribution “2,”,
* SecEncrypt(SK, M) — C
— First, maps the message M
which comes from the plaintext space Z, into

an element M of ring R/pR

— Second, samples a uniformly random
element # from the ring R/qR
and outputs the pair of ring elements,
(co, e1) = (—a, axs+ pxet M)

— e . is chosen from the error distribution “2,”,

* PubEncrypt(PK, M) — C

— First, maps the message //
which comes from the plaintext space Z, into
an element M of ring R/pR
recall, PK = (a, b) = (—a, axs + pxe)

— Second, samples three uniformly random

elements 7 from distribution “2;” and fand
" from the error distribution “2:” and outputs
the pair of ring elements,
(co, e1) = (—axr + px<f bx<r+ pxf + M)
¢ Decrypt(SK, C) — M

— First, computes the ring element coxs + ¢
over R/qR .

— Second, interprets it as an element ¢’ in the
ring R,

— It them computes ¢’(mod p), an element of

R/pR , which it outputs — M,
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712] HAbofl+= Key Generation(Secret
Key, Public Key, Evaluation Key), Encryption, Decryp—
tion, Homomorphic Evaluation(Homomorphic Mult, /
Add. /Sub.), Key Switching, Relinearization®| $JT},
+ ParamGen(:, P, K, B) — Params
— P, p» 1! integer, plaintext modulus
— K > 1 integer, vector length
— B ! multiplicative depth
— A - security level
— n . degree parameter
— q . ciphertext modulus
— T, L integer, Z=1log,q, T is the bit—
decomposition modulus,
— W ! integer W= L q/p]
— oc ! standard deviation
* SecKeygen(params) — SK, EK
— SK : secret key, an element “s” chosen from
key distribution “2,” ring R,
— @; : sample a random ¢; from R/qR,
i=1,...L
— ¢; . sample a error €; from D),
~ EK: (BK,,..., EK)
=(—(a;%s +¢;)+ T'< % a;)
« PubKeygen(params) — SK, PK, EK
— SK : secret key, an element “s” chosen from
key distribution “2:”, an element “s” that
belong to the %,
— PK . chooses a uniformly random elements 2
from the ring Z/pR and outputs the pair of
ring elements,

ex, PK=(—(axs+¢), a)

— e is chosen from the error distribudon “2,”

— a; : sample a random «; from R/qR
i=1,...,L.

— ¢; . sample a error ¢; from D;,

— EK: (EK,, .., EKy)

EK, = (—(a;xs + e;)+ T's%, a;)
+ PubEncrypt(PK, M) — C

— First, maps the message M
which comes from the plaintext space Z into
an element M of ring R/pR
PK=(—(axs + ¢), a)=(pko:pk)

— Second, samples secret u random element
from distribution D, and e;, e> from the error
distribution p, and outputs the pair of ring
elements,

(co, c1) = (Pko xutert Wwx M, pky xu+e)
* SecEncrypt(SK, M) — C
— C(s) = Wx Mte for some “small” error e,
. Decrypt(SK, C)—M
— First, The message M recovered by dividing the
polynomial C(s) by W= Lg/pl
— Second, rounding each coeflicient to the
nearest integer, and reducing each coefficient
modulo p,
— It them computes ¢'(mod p), an element of

R/pR , which it outputs — M,
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tion(Secret Key, Public Key, Evaluation Key), Encryp—
tion, Decryption, Homomorphic Evaluation(Homo—
morphic Mult, /Add. /Sub.,), Key Switching, Rescaling,
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¢ ParamGen(), n, q, p) — Params

— A\ * security level

— n ! ring size

— q . cphertext modulus

— p - special modulus p coprime to g

— - key distribution

— Q ! error distribution Q over R

* SecKeyGen() — SK

— SK : secret key, an element “s” chosen from

key distribution “y.” ring R,
+ PubKeyGen() — SK, PK

— SK : secret key, an element “s” chosen from
key distribution “y.” ring R=R;.

— PK: chooses a uniformly random elements #
from the ring ®/pR =U(R;) and outputs the
pair of ring elemens,

ex, PK=(—(axs+¢), a)
— ¢ is chosen from the error distribution “Q”,
+ SymEnc(m, SK)

— M message, an element M of ring R

— SK : secret key, an element “s” chosen from
key distribution “y.” ring R=R,,

— PK : chooses a uniformly random elements a
from the ring ®/pR =U(R;) and outputs the
pair of ring elements,
ex, PK= (—(axs +¢), a)

— e . is chosen from the error distribution “Q”,

— C ! return the ciphertext ¢z = (co, ¢1) = (b, a).

+ EvalKeygen() — SK, PK, EK

— SK : secret keys, elements s, s chosen from key
distribution “y.” ring R=Ry,,
— g gadget vector g = 2*
— EK: (DD, eRriET® 2,
where(dy ;, d; ;)<~SymEnc(g; * s, s), for
i=0.1,.d—1
+ HomAdd(ct, ct))
— Given ciphertexts ct,, ct, € R;; encrypting pio,
Pt € R, generate ct’ = ct, + ct, € R, which
is equivalent to the encryption of pw + pt1 € R,
* Mod(x, p)
— For a modulus p with at most w bits, given an
integer x € [0, (p — 1)*]

— Precompute y, = | 22*/p], and compute z =

x (mod p).
— Mod(a, p) performs Mod(a:, p) forall i = 0,
1 n—1,

9 e e e s

° MulRed(x, Y, y/’ P)
— For w—Dbit words and a modulus p { 2" %

given x, y € Z, and precomputed

y= Ly« 2"/pl, computex - y(modp).
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