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Abstract With the development of the Internet, user authentication technology that proves me
online is improving. Existing ID methods pose a threat of personal information leakage if the
service provider manages personal information and security is weak, and the information subject
is to the service provider. In this study, as online identification technology develops, we propose
a DID-based self-authentication model to prevent the threat of leakage of personal information
from a centralized format and strengthen sovereignty. The proposed model allows users to directly
manage personal information and strengthen their sovereignty over information topics through VC
issued by the issuing agency. As a research method, a self-authentication model that guarantees
security and integrity is presented using a decentralized identifier method based on distributed
ledger technology, and the security of the attack method is analyzed. Because it authenticates
through DID Auth using public key encryption algorithms, it is safe from sniffing, man in the
middle attack, and the proposed model can replace real identity card.

Key Words : Blockchain, Public Key Infrastructure, Decentralized Identifier, Authentication, Identity card

*This research was supported by the BB21plus funded by Busan Metropolitan City and Busan Institute for Talent &
Lifelong Education(BIT).

"Corresponding Author : Seung-Soo Shin(shinss@tu.ac.kr)

Received September 13, 2021 Revised October 21, 2021

Accepted November 20, 2021 Published November 28, 2021



67 SsE=2X| H11E H11&

1. M2

ICT 7]o] A3t wet emepola} ut7iA|=
ZIAN = B A& Ao, AR|AE AFs7]
o] AYERle dzolty I2Y-192 stk
HIH E= H]YE sto] A4 A1 gRlsfof ok=
97t gt} o] AE AEZo] 7HAE RS &
U, 2291 A& 291 7]&9 e SXet o
g oz 2eRoliolA9] AlUEel B2 §l AlolE
HE2 AR AQJQAEE AFstaL, ofoltjet HEH
SE B4 AFTTHIL &, A4l9] AJAARE ofo]
e} JAJEE Foff HIFT) ol o]&st= AH|A
7t S71ste] w22 JEE o] AtoEo Y sfjof
stm, 7]9fsfoF & ofo|tje} HIUHT AA] F7IRit
ol& 7hA5t7] YA ARt A1Y HEQ] 7]&o] WMt
I QiTH2l.

A%t 419 2H(SSO: Single Sign On, 32 19])
2 OpenID, OAuth 5& 7|§¥t9Z SNS AH|A EE=
ZEA|EQ AA(IdP: Identity Provider)g ©]-&3}
o RP( Relying Party) € Ale]EC] 37 € 21
AL & 5= e 7IwolHH3]. TS IdP= A
BAoA "k AlSSHAITE ARGAZE o' AfH]A
£ guht ol &st=Aet T2 HEE EE BE €59
F2o] 7}5stH, si7 Atal Al B Fsirt dAg gt

F9A5AY EAAE sidstr] s =AM 7
%(DLT: Distributed Ledger Technology)2] @&}
olfrE FUTHE AAEA HA GFYS} AAH L
2 H3lel sty ot E5], AV|FA AY5HE
(SSI: Self- Sovereign Identity)e] 7FsSt &54s}
Al¥ZH(DID: Decentralized Identifier)o] FEHr
I QT4 5] A1 AYSEe g5 28 Ht
2o ARAL A A4S IDE T 4 L,
o[§9] FHZ ID FA Folst= 7l&olth AMGAL
= A9 IDE A AEshdA #Eske AgE 7t
A1, 71& 1D 7|eds 9y AESolA 283 AE
T FeAY FAA S8 Tl AEE FNHA &
A= AlQIS0] 7Rsgt Z]&elTHo,71.

DID+= tlo|e4tq] &3k 13t S-=uete] HlolH
39 70 2 A19(2020E 82 59), 20169 59 #H
EU)Y  MJAHYHEESHFH(GDPR:  General Data
Protection Regulation) A|3(2018¥€ 5¥ 259),
20184 6 289 = Az LLjolF AH|AIIO[HA|

[o

T

H(CCPA: California Consumer Privacy Act of
2018)9] A1(2020 1€ 1), mloldlolg A4 i
5 NP E] gk =419 Agto] Zst=]la JlcHs-111.

2 =FolMe ARGANY A7|FA Feket QIR
L& PAE Aol 2505 A9SE 76ty 22 Q15

BRS ARKIT AFAE At R F3 A

NP E =22 FA2h DID documentE #Eok=
HAXEZE Hyperledger ERE 0= #oto] AMg
A2l Sl Qlols HMAst] ARESHA] FeleS St

N
ri

A7

[

B Aol A|Ed AgEES A s
DID, Hyperledger®} 91571& B 95 7|&s13Th

2.1 Hyperledger

EEAYUS guty o g 2o wio] wet 51719, H]
7tg 2 EFEH. Hyperledger= 31718 £541%
OF HEQA Fofsto] 49 W& e A8
ot E5-Z At dol 71E57] HsiME 1F
9] 377t g Qsitt. EX O Z Hyperledger Fabric,
Hyperledger Indy 5°] 11 Hyperledger Fabric
Chain Code@= Ethereum®| Smart Contract /g2
2 Chain CodeE 4 0= sttt 3] Hyperledger
Indy+= DIDO| 43 E3Eo|tH12,13].

2.2 DID

DID&= #4H% 7142 7|Wo 2 gt Alg5TgolH,
SYAIL ] BAREA] ¢Far FQlo] AFAIS] A Hof &
At SAAS ZAEF o= HA Db A e AA
71goltt. AMEAZE B4R | dEE HAE AR ¢
o] Z4419] AP EE Hol Bag of 7|A7|E A
A4S Foke WAoo EAA Ve 7o R
5} DID+ DIF(Decentralized Identity Foundation)
o] =& NFat A AAF L W3C(World Wide
Web Consortium)7} FE3}0f| 24| #Z&(Decentralized
Identifiers Standards)e] A= 3icH14,15].

DID AH|A9] Zofz= AHEAKHolder), L3713
(Issuer), AZQ(Verifier) 02 AT ARA = 2
HA7)7] AR dE Eof MJAPEE A BT



68

HY A9 A8AE BFT T HARS TP,
o

L AA 71 A
)

5°] 9leH ID/PW, OTP, PIN,

K14, A7
QAAZH, AANZ 59| Tt ol e,

A RIS o= A, &4, A9, 4= 5°] o
o, FIDO(Fast IDentity Online) £#&& 7|4t & 3t
th. FIDO #&2 27HAE Alste] 20144 12€ &
7fet3ieh. FIDO= HAE Qo ZE Q5 HAlS A
438 4 it} FIDOY] Q1% W42 U2F(Universal
2nd  Factor), UAF(Universal Authentication
Factor)7} 9121 U2F= Authenticator’} 7]7]of &
A=A ¥l UAF= 23 Fefo|t}. FA|US-2 UAF
7o 2 RRTH17]. HIole ESANSE E8et
A57&0] AHH R AFLEHI Yt

-

3. APIFEH 29 95 g 23

o]ZO

i 2 of2] 7]&Z 3 AEEI 3oy o
A3 EAFEC] ot £ =FoA+= DIDY 7]4tst

APzl Adog /AR FA|7} A
BAoA glom QF 7|He] SAA ¢l o5

4. Request VC Issue

<
5. Generate Challenge and

A5 SRFY £ Fox= Y7
AZQl(Verifier), 2811
DID ¥ AEE AXcl= EAXGAR Verifiable
Data Registry7} Q4

8471 4% A95%E DIDS F3lol 4% ¥ 49
ATt AL AUFHS WA FRUCE FFY
oA Az A ALBA BEAL vk AF
Apolo AHGAZRE AF WL AAZH 719 oI5

g BAATAE Bof A5e § AHIAE AFEh
Aotste 2EL [ssuer, Holder, Verifier, 121
Verifiable Data Registry7} 12 12€H419] Az
O] FolA|H Fig. 13} Ztt.

32 2d FdA

SSI EHFY] F84as AEA E ASFES 9
&) o2&+ DID, DID document?} 1, AR&AL7}
Hish= A95H ID £49 45 7ttt 4458
(VC: Verifiable Credential), 182l AZRIA Al
=5P7] 1% £4 D= HF 71sS AlE ID ElofE &
SHVP: Verifiable Presentation)?] %\

Fig. 1004 AREAeL E387182 2+ DIDE 44
stal, DID documents= 4HA1 A A3 ALE-
A= VCE EF7] sl dai7io] a3t

Response DID Auth -
6. Generate and transmit Respo;se

8. Process VC into VP
and generate QR code

" 9. Submit VP as a L
data using secret keys after
Issue r __receiving DID Auth Challenge H Old er Zero-Knowledge Proof Ve rlfl er
<
7. Complete DID Auth and issue 12. Provide services
U VC after Response received U U <
1. Generate |5 Generate DID and DID 1. Generate 2. Generate DID and DID
asymmetric documents using asymmetric documents using
keys for DID |  pyblic keys keys for DID public keys
Auth and Auth and
save secret save secret . L
key in Server key in sSI 10. \_Ierlfymg 11. Verlfy with a
App signatures public key
with Proof within a DID
N entries document
3. Register DID 3. Register DID within VP
document document
- distributed storage
distributed storage
{ )
1 Verifiable Data Registry

Fig. 1. Proposed System Scenario
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Ql 9152 HHtY 153} PIN 52
2 93ttt o]F VCE #Fat7| Aol Challenge
DID AuthE AREAIAl 24311 AHSARE SHSR
ResponseE AJ4dsto] HE3ttt DID Auth7t S=5
A Y7 T2 ARGAA VCE EEshal AMHANRE
VCE ASRoA A& 223 = VPR A4
gt AMEAE VPE FAA SR AFCAA A
St AFRE HAAGAE B9 VPE ASS F
=

AEANA AH2E A

e

rO
S

3.2.1 DID
DID+= DID document?] A& YyeHd 4= Q= F
Aoltt, DID= Al HE<  Scheme, Method,

Method- Specific Identifier2 T4t} Scheme:
DID A@29e EASk= 222 URIL oEdt 57
o] ZREFS AREoto] Apol|l Holk=A BAIsHH
2= DID Schemex didZ2 A]ZR3tth Method:=
DID document”} oj= AA4o0]3l ojt] A E o] QL
A HolFm, DID7} A4, 971, YHPIE, A
CRUD (Create, Read, Update, Delete)E 433l=
WS 243ttt Method-Specific Identifiers #]
&2~ Uloll DID document”t AE X5 A5}
913t 40t} DIDE o]&std 27|54 41958=
AdY < ot DIDY oA F2= Fig. 29F £t

® DID Notation did;sov;3k9dg356wdcj5gf2k9bw8kfg7a
Y

Method-Specific Identifier
Method

Scheme

Fig. 2. Decentralized ID Structure Example

3.2.2 DID document

DIDE= DID F4& #d 1:1 A4 E 7IKl= DID
document7} 9loH, o= BAAA A0 AE) £
ARG ARE EEAQS ARE5HH, Bitcoin, Ethereum
I} 22 H|5)71g HEYIET oft)e} Indy-nodet 2
o] DIDo|| E3}H YIEHAE ARESHH, W3C DID #&
YAl A+= Verifiable Data Registry2kal A2ttt

DID document:= DID 4% Q&0 AMEEH+E
PublicKey % Zgstal Qo T18]al, AR A A}
t} DID documentE il 2= HiHo] tf2 7] &

7} AR Aane ANA BPHS AOlRt BAIZE 8
3t o]& DID method2ha $teh DID document:=
Aol QA Ao A Zelojy
Challenge ¥353te} 22 522 o)A i DID%}
A Public-Key #t= Z3]517] #1%t 522 DID
9} AT Service -Endpoint JEE HAAH 1]
9t 5HO 2 ARERHH.

duty o g BAAA A 7|E5+= DID document
9] £42 PublicKey, Authentication, ServiceZ} Q1
tt. DIDE AT o W=E Public-Key g+ DID
document H|o|E] XA otof “PublicKey” £/ &
7FE 3L sfg Wo] 71EE . AR DID document
T2 A= Fig. 33 2t

1
2 "@context”: "https://www.w3.org/ns/did/v1"
3 "id": "did:ethr:1234",
4 "publicKey": [{
"id": "did:ethr:1234#keys-1",
6 "type": "RsaVerificationKey2018",
7 "controller": "did:ethr:1234"
8 "publicKeyPem": "----- BEGIN PUBLIC KEY...END PUBLIC KEY----- \r\n"
ov L {
10 "id": "did:ethr:1234#keys-2",
11 "type": "Ieee241@VerificationKey2018",
12 "controller": "did:ethr:1234",
13 "publicKeyPem": "----- BEGIN PUBLIC KEY...END PUBLIC KEY----- \r\n"
uy hy
15 "id": "did:ethr:1234#keys-3",
16 "type": "RsaVerificationKey2018",
17 "controller": "did:sov:ABCD",
18 "publicKeyPem": "----- BEGIN PUBLIC KEY...END PUBLIC KEY----- \r\n"

B
20 v "authentication": [{

21 "did:ethr:1234#keys-1",

22 "did:ethr:1234#keys-2",

23 "did:ethr:1234#keys-3"

2 I

25 v "service": [{

26 "id": "did:ethr:1234#KeyRotation",

27 "type": "RotateUserkey",

28 "serviceEndpoint": "https://example.com/keyrotation/"
PR

30}

Fig. 3. DID Document Structure

3.23 VC

VC(Verifiable Credential)e= AEZ, SAZFHA,
A S84, A4S 59 ID §40] EdHTh VCe
Credential Metadata, Claim, ProofZ F/d¥th.
Credential Metadata®= VCE 293t 713, VC7 §
AlH= AA|(Credential subject), VC9 W= 7|7t
vCe] #H7] #1450l A=), Claimol= Credential
subjectd ID £/d0] th3t JHEZ Subject-Property-
Value BH4]02 AAHL: Proofs Qo] HZo]
il W Qg o2 RSA, ECDSA, AAQ1E 502 ot



¥t A5 7ol AREHE VC &9 8L
Fig. 49 Zt}.

Ol

rr

Verifiable Credential

Credential Metadata Claim(s)
+  lssuer: example * Subject
+ lIssue Date: 2099-01-01 * Property
+ Expiration Date: 2099-12-31 + Value
Proof(s)

« Signature Algorithm: RSA, ECDSA ---

« Signature Generator: xxUniversity

« Signature Generation Date: 2099-01-01
« \Verification Method: did:sov:1234

* Signature Value: WkdjtpaiO1la---

Fig. 4. VC Element

3.24 VP

AREARE AEA00 A A4l (Identity)S SH3F] Al
VCE AH AEsHA ¢kl AAle] &/t VCE VP
A 7Fgshe] A|&3tct VPE Presentation Metadata,
Verifiable Credential, Proof2 F-*d¥It}. Presentation
Metadata®= s H|o|E|7} VPEhe A& BAIRE Type,
o], Evidence & VP A5 ¥ &+ =
o[§|7} &3tk

Verifiable Presentation

Presentation Metadata Verifiable Credential(s)

* Type: VP L |
« Terms of Use: Do not archive - vez
* Evidence: ... + VC3

Proof{(s)

« Signature Algorithm: RSA, ECDSA ---
« Authentication

* assertionMethod

* KeyAgreement

* contractAgreement

Fig. 5. VP Element

Verifiable Credential2 VC7} Z&Ht} AER10]
QF3= ID $4L2 7M1 VCE Ads}o] Verifiable
Credential 50| Y& 4= Slth. VC Hlof] F3<Rlo]
QF3H= Claimyt A815}9] Verifiable Credential]l
St AJA AREALY] Privacy® E& sttt VPE AISH
2912 VC ol ZgH Proof F=O0F VCO AY
AEE}. VCY Proof FEol= 718 Ago]

o H

i

E0171q VP9 Proof &&= AREAL] A o] £0f
7kt VP =9 A Q4= Fig 59 Zth

33 =2 2T 2E AU
AlRtske BEo] Ay o= ARA, TS, A
]l, I8l EAMATY . SR EE Fig. 63 Zal

FAAY Aele sEE Awe chew gt

Issuer Holder Verifier Verlflab.Ie
| Data Registry
~\Dip, DID 7 App install
<+ document gen <+ Key pair gen
™) oo, bip

< document gen

A
DID document reg. [ | '\

/ \ DIDdocumentreg.g/\\

VC Req.

™

/ \\

~
\_Holder DID document Rep. /

\ Send Holder DID document

DID Auth Challenge .

DID Auth Response

VC Issuing ) w
o VPgen
VP Sub.

Proof Sub.

Proof verify

‘ Finish

Fig. 6. Proposed System Flow Chart

AREARe} B 7132 DID 473 £9< 918 DID
Authof] AHEE HIHA71E AT HdA719] il
71= 2+ Ao} SSI Wallet Appoll #A1Astct. wldj A7)
oA Z7171% DID ¥ DID documentE ABAJsH=d]
AFg3it} o] DIDS}F DID document® AASH &
DID documentE #AHAR A0 5531t}

AHEA= AF419] DIDE o]-8ste] AAETS Vi

@)

EE DYVl 2% 84 Al 2Rl /IS B
vt Q1% F5R15A], PIN 5o2 gic}. dag7|3he

A&Ae] DIDZEE DID document’t A4H H3
£ g9lsl, DID documentE 8E35}t0] Challenge
£ A4gst 5 AR8ALA DID AuthE 843t} DID
Auth9 ChallengeE 418t AR&AE= 79175 o] &
5to] Response H|oJHE AT & A7) AE
S}, Y78 &FAlo] @3 Challenge HlolE 9
F3¥5k= Response Elo|EIE 441t DID AuthE
453t F AP 8% AAFUS VCE EFot



71 8 ¥EE=EX HM11# HM11&

1, AREAR= VCE SSI Wallet Appoll A3t
ASULZ AREAA 83t 915 FES 835k,
AR 9 FJES ukEsts VPE ARRlo] HS3}
VCZ AAgtt VP= QRIER WIS} AH’LZP
HSRAMA VPE FAA F8< &5 A=ttt 3
e VPE AFITh HSL vpol =3 VC—4
Proof JHOE VCE TP L3clo] SHEA AF,
VC CredentialSubject®} DID AuthZ%¥ VC7} 7}
7= AA7F AREAE B=A] HS, VP Proof ¥
o7 VPE AEste ARAPE 2Rlo] s A5t
o} A3591L BAbxAAo| 525 DID document?]
S71E o]&35to] Proof ¥ES AJTTh AFol &
gH 4390 /\FQZMW AHIAE AF3ett
& 2dy &2 DID Auths &

W7 A 14 Ao B AL T ¥ o Syt
HOHS T, A BAYE AR muk
HAAZ 2 A AAAFES SPstol A8 Hb
sk A8 A WA VPE AET 1 9

A 58E B MAYE =52 Hastety xeel
oA QRIEE HFIsto] A&k

A Q1F HEO e AlEEoldE
o] &Rlsttt. A& o)A Hyperledger Indy 231

3.4.1 AZ2oM A

ek 915t PCE LG 1317 LEEOZ CPUE 8
At i7-8565U 1.8GHze]1l RAML 16GBo]t}. 7t
AT E0|Y] ASt FAdL Table 13+ Ztt.

Table 1. Software Development Environment

oS Windows 10 Home 64bit
VMware Workstation version 16.1.2
Ubuntu version 20.04.3 LTS
Golang version 1.16.5
VS Code version 1.57.1
NPM version 6.14.4
Node version 10.19.0
cURL version 7.68.0

34.2 DID &&

AREAR= 94 SSI Wallet App2 E3f DID, VC,
AF7] 6= HIer AS AU App AREA
2Q0ut 2 7hssh ARG E5i ﬁldﬂ‘ App
o= config? credentials®] wi7REs7} QU

confige 7= A8 id, A% vlold XVV‘E
A oJ5t= storage_type, _L8|Al storage config &
%JH7} JSON HlolEz deEr.

credentialse 157] 4 HUAST} JHEH, 7
A Bt 718 Aok A4 59 FE7F JSON
tlolEH = YHh

A3+ 3/ 3 DID Authol] AR HIHA7I1E B/
3l3, DID ¥ DID documentE A% F DID
document Verifiable Data Registryol| S33ttc}.
Indy¥ ¢ Method-specific identifier®] F47}
27719 YE(HS 16810 E)oltt. DID HF oA
Fig. 73 2t

1

2 "@context": "https://www.w3.org/ns/did/v1",
3 "id": did:test:1234",

4 "publicKey": [{

5 "id": "did:test:1234#keys-1",

6 "type": RsaVerificationKey2018",

7 "controller": "did:test:1234",

8 "publickeypem": "----- BEGIN PUBLIC KEY...END PUBLIC KEY----- \r\n"
s N,

10 "authentication": [

1 "did:test:1234#keys-1"

1 ]

13}

Fig. 7. Example of issuing a DID

3.4.3 VC g

VC W9 RAL s|RAos wgwos A,
VC T3 9T AR S EolA 29 gl 4
A2 FHE AP, [-PIN, 35USA So8 A5
o}, Y7 T2 AREALS] DID ARAES ] Yol
DID AuthE A3ttt DID F4AE 53 Verifiable
Data Registryol A% DID documentE 7FA<}
DID AuthE 4335}, Challenge ¥ Response® ¢l
33t & VCE ¥dsi=t}. DID documentol] Z3H
PublicKey®} authentication ¥ & AR&stH
PublicKey &-=o] 4] Hlo]H, EZ} %15 Hlolg &
= dgsto] AR & ok VCE Ik AR =

Ol
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VCE Wallet Appoll AAsIL HEQlo] Q35h= A
Huke Heido g RykLsie] vpE sttt ve gt
3 A= Fig. 87 Ztt.

1 {

2 "@context": [

3 "https://www.w3.0rg/2018/credentials/v1",

4 "https://www.korgov.example.org/context"

5 1,

6 "id": "http:korgov.example.org/credential/1234",
7 "type": ["VerifiableCredential", "KoreaGovContext"],
8 "issuer": "did:test:AAAA",

9 "issuanceDate": "2021-01-01T20:00:00Z",

10 "expirationDate": "2021-01-01T720:00:00Z",

A4, "credentialSubject": {

12 "id": "did:test:1234",

13 "personalInfo": {

14 "name": "Kim",

15 "age": "30",

16 "gender": "male",

17 "address": "South Korea, Busan"

18 }

19 ¥

20 "proof": {

21 "type": RsaSignature2018",

22 "ProofPurpose": "assertionMethod",

23 "created": "2021-01-01720:00:00Z",

24 "creator": "Government of South Korea",

25 "verificationMethod": "did:test:AAAA#Key-1",
26 "jws": "eyJhbGcieifweaobowbagkjgvbboewafda..."
27 }

28i1 1}

Fig. 8. Example of issuing VC

344 VC H7|
VC H7]oll= oheFet 01%7} AUtk HAAFRFE 0]
AR & FA7FHHE SOl AL A FHAY A 3
ARE o]Z, EAF Fol glom HER 7]7] A, WA
5°l itk VC #H71E Y9l Tails file, Accumulator,
Witness 37} 247} Utk Tails fileS @3t VC
o] sigot= I(Factor) EEoth € 74 VCE &
FLA| Aot F EFL JeutE Ve ATt A
Tails fileZ 243} Accumulator= A4 Tails
file 914~ & VC Igoll ARESE Qb5 o83 A4t
Agtzkolt}. vCol thgt Q14E o]-85t9] Accumulator
£ Yol ESH. Witness= VCO| 55 A|9Jet 4
“1;‘] AFEF ol&Rt ARgolth. A= V29
Toke A2 o 2

Witness&

VC1*VC2*VC3 = Accumulator

. (1
VC1*VC3 = Witness

AZAoA V2 25t WitnessE AEs
5] @%OJ% o|& AAlsto] €8FE Accumulator &

£ oA et 29l 9% melo] thste] B
QHgat Wolgo] os) EATic MobAolAE 14,
2AITY Q1% mHs A 9 o] ol vl 2
S, BOoIAL AT He A Aaie] dhef &
Attt

4.1 29t
1A 5L 2A41 49 /IS AlAEle SFRFAL

2 ZZAANA 8 274 a]lo] "tk FYAFHoR
BeiAe) A5t a7 A 5ol o) D7 £29
91, Ao ooHel BHoT T =84 4 9)
o TEAE AREAL 23 FE =8OR oHE g,
ﬂgﬂé’_ XXLH:]X-;;],(;% Exﬂz‘ﬂ P o]
T4 YA A 34, AdS
o190 ol Sict. AR 7L 5% Aol H
T2 Q9lo] Wolxr]7|

&of| FFo] HlAgZoltt 7|& Q1Z Wy} nuw

Table 2. Comparison of previous generation methods
with proposed models

Classification ID/PW SSO Proposal
ID leakage Height Height Lowness
Unauthorized use . .
of ID by insider Height Height Lowness
ID transaction . .
history tampering Height Height Lowness
Packet sniffing Normal Lowness Lowness
Man in the middle
Normal Lowness Lowness
attack
Key safety Normal Height Height
Convenience Lowness Normal Height

DID AJAEIS PKIZ 7|HISt 9453} AJAg o
DID AuthE UZE uf ofH o2 9] Challenge®
FYPFoEN S 34, AHE 34 So=RH ¢
s}t

HY7) B A e S
HY1 ARgAtE okgd oS o

stof ARl A

A3 A
ImeEo R Qs



73 8¥FE==X H11# H115

o] Response® AG3t} QF AW ¢ojo] Wit
I AR} JHEE o] &5fA ‘/’l’%x% HY 3 A5S
SoYste] At XH/\FQ Ao Qbds, Q15 AH

© 487 £a3 571% AU Bast gl 591 VP
457 37 Aol 47183t AR Proofr 2
2 2y Slol F A9l ASAck

4.2 Holg

o]-q- o]-;}o]]/q H]—:Ltﬂ—o A]H_a_
ago] glou, % DID 7%t *J%J%%‘% %8s
Shato A Rk AR, A 1
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