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[Abstract]

In line with the trend of the digital transformation, the financial sector is providing financial services with new technologies.
Among them, the open banking, which is drawing attention from global financial industry, is a service environment that
maximizes customers' convenience and data utilization. In addition, the shift in the digital paradigm has also increased anxiety that
security problems such as hacking and information leakage caused by data sharing are also concerned. A failure to overcome the
negative view will hinder the development of financial services. This study presents a security governance system that can safely
and comprehensively manage data in a digital financial ecosystem. This prepares a technical application plan by presenting a
digital financial security architecture to field workers, focusing on the open banking service environment. It can be seen that this
study is worthwhile by presenting a comprehensive information protection system that allows financial IT to introduce and utilize

open banking services in a changing environment.
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Table 1. Recent cases using blockchain technology in domestic financial industry

Organization System Feature
. . . . \Verification of certificate d ents necessary for non-face-to-face loan work using blockchai
Shinhan bank Blockchain qualification system rimication “ ocumy Ty for non work using n
technology.
Nonghyup bank P2P financial certificate blockchain [P2P financial investors' "Certificate of Principal and Interest" is stored in blockchain to ensure the
yup service integrity of the certificate and inquired through the app.
Kyobo life Optimum insurance coverage and [Insurance information and statistics management are convenient by establishing a
insurance on-going services blockchain-based payment system joint network.
. 1 . . Safe remittance to other countries using an electronic wallet platform operated by blockchain
Fintech company Overseas remittance service
technology, and track the process.

YMOIN, Coinone Transfer, etc.

E 2. Z2lo|HA| 25 J]|& 248 £F v

Table 2. Comparative analysis of PETs

Source: [21], [22] =&

Factor Feature

Pros Cons

A technology that combines personal data
with many other people's data to obtain
statistics.

Differential Privacy (DP)

Obtain statistically significant data without
infringing on personal information.

Controlled data tends to be relatively
less accurate and useful due to noise.

How to define possible forms of inference
and quantitative risks to privacy
exposure.

Privacy model

As a pseudonym information
de-identification technology, typical
k-anonymity can respond to connection

k-anonymity lacks diversity.
1-diversity exists according to the
protection model, such as being
vulnerable to leaning and similarity

attacks.
RS attacks.

IA de-identification method that generates|
imitation data so that personal

Increased the number of samples

Reduced prediction accuracy due to

Synthetic Data (SD . . . . . . . .

ynthetic Data (SD) linformation contained in the original data indefinitely inconsistency

can be protected, analyzed, and utilized.
. . Technology that anal data whil Practical use thr domizati . . .
Privacy Preserving Data cchnology fhat anafyzes cata wiiie racticatuse ough randomization Ambiguous effectiveness depending on
o protecting personal information in big | techniques used for statistical processing . .
Mining (PPDM) . . . . . the computing environment
data containing personal information. and machine learning
Homomorphic Encryption Cryptographic technology that enables | Theoretically, it has quantum-resistant Limit of external transmission

data operations while encrypted.

encryption and turing completeness.

processing speed by encrypting data.
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