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Frame security method in physical layer using OFB over Gigabit Ethernet
Network
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ABSTRACT

This paper is about a physical layer frame security technique using OFB-style encryption/decryption with AES algorithms on Gigabit
Ethemet network. We propose a datfa security technique at the physical layer that performs OFB-style encryption/decryption with AES
algorithm with strong security strength when sending and receiving data over Gigabit Ethemet network. Generally, when operating
Gigabit Ethemet network, there is no security features, but data security is required, additional devices that apply this technique can
be installed to perform security functions. In the case of data transmission over Gigabit Ethernet network, the Ethemet frames conform
to IEEE 802.3 specification, which includes several fields to ensure proper reception of dafa at the receiving node in addition fo the
data field . When encrypting, only the data field should be encrypted and fransmitted in real fime. In this paper, we show that only
the data field of the IEEE802.3 frame is encrypted and transmitted on the sending node, and only the data field is decrypted to show
the plain fext on the receiving node, which shows that the encryptfion/decryption is carried out correctly. Therefore, additional
installation of devices that apply this fechnique can increase the reliability of the systemn when security for data is required in Ethernet
network operating without security features.

= keyword : ethernet, encryption, AES, OFB
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