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Malicious Packet Detection Technology Using Machine Learning and Deep
Learning

Byounguk An*, JongChan Lee*, JeSung Chi*, Wonhyung Park™*

ABSTRACT

Currently, with the development of 5G and IoT technology, it is being used in connection with the things used
in real life through a network. However, attempts to use networked computers for malicious purposes are
increasing, and attacks using malicious codes that infringe the confidentiality and integrity of user information are
becoming more intelligent. As a countermeasure to this, research is being conducted on a method of detecting
malicious packets using a security control system and Al technology, supervised learning. The cyber security
control system is being operated inefficiently in terms of manpower and cost. In addition, in the era of the
COVID-19 pandemic, remote work has increased, making it difficult to respond immediately. In addition, malicious
code detection using the existing Al technology, supervised learning, does not detect variant malicious code, and
has an inaccurate malicious code detection rate depending on the quantity and quality of data. Therefore, in this
study, by converging malicious packet detection technologies through various machine learning and deep learning
models, the accuracy of malicious packet detection is increased, the false positive rate and the false positive rate
are reduced, and a new type of malicious packet can be efficiently detected when intrusion. We propose a
malicious packet detection technology.

Keywords : Machine Learning, Deep Learning, Reinforcement learning, Guidance Learning, Malicious Code
Detection System
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