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A Study on The Cyber Threat Centered Defense Cyber Protection Level Analysis

Seho Choi*, Haengrok Oh**, Joobeom Yun™***

ABSTRACT

Cyber protection is an activity that protects the information systems we operate from cyber attacks and threats.
To know the level of protection of the currently operating cyber protection system, it is necessary to update the
current state of attack technology by reflecting the constantly evolving cyber threats and to analyze whether it
is possible to respond with the protection function. Therefore, in this paper, we analyze the relationship between
the attack procedures and defense types of the cyber kill chain with the defense technology(Mitigation ID) of
MITRE and present the cyber protection level for each military unit type with a focus on defensive cyber
activities. In the future, it is expected that the level of cyber protection will be improved through real-time
analysis of the response capabilities of cyber protection systems operating in the defense sector to visualize the

level of protection for each unit, investigate unknown cyber threats, and actively complement vulnerabilities.

Key words : Cyber Threat, Cyber Kill Chain, Cyber Protection Level, Protection Function
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